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1 Using the Command-Line Interface

The command-line interface (CLI) is a text-based way to manage and monitor the system. You can access the CLI by
using a direct serial connection or by using a remote logical connection with telnet or SSH.

This chapter describes the CLI syntax, conventions, and modes.

1.1 Command Syntax

A command is one or more words that might be followed by one or more parameters. Parameters can be required or
optional values.

Some commands, such as show network of clear vlan, do notrequire parameters. Other commands, such as
network parms, require that you supply a value after the command. You must type the parameter values in a specific
order, and optional parameters follow required parameters. The following example describes the command syntax for
the network parms ipaddr netmask [gateway]

> network parms is the command name.

> ipaddr and netmask are parameters and represent required values that you must enter after you type the
command keywords.

> [gateway] is an optional parameter, so you are not required to enter a value in place of the parameter.
The CLI Command Reference lists each command by the command name and provides a brief description of the command.
Each command reference also contains the following information:

> Format shows the command keywords and the required and optional parameters.
> Mode identifies the command mode you must be in to access the command.

> Default shows the default value, if any, of a configurable setting on the device.

The show commands also contain a description of the information that the command shows.

1.2 Command Conventions

50

The parameters for a command might include mandatory values, optional values, or keyword choices. Parameters are
order-dependent. Table 1: Parameter Conventions on page 50 describes the conventions this document uses to distinguish
between value types.

Table 1: Parameter Conventions

Symbol Example Description

(] square brackets [value] Indicates an optional parameter.

italic font in a parameter value or [value] Indicates a variable value. You must replace the italicized text
and brackets with an appropriate value, which might be a name
or number.
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Symbol Example Description

{} curly braces {choice1 | choice2} Indicates that you must select a parameter from the list of
choices.

| Vertical bars choice1 | choice2 Separates the mutually exclusive choices.

[{}] Braces within square brackets [{choice1 | choice2}] Indicates a choice within an optional element.

1.3 Common Parameter Values

Parameter values might be names (strings) or numbers. To use spaces as part of a name parameter, enclose the name
value in double quotation marks. For example, the expression "System Name with Spaces” forces the system to accept
the spaces. Empty strings ("*) are not valid user-defined strings. Table 2: Parameter Descriptions on page 51 describes
common parameter values and value formatting.

Table 2: Parameter Descriptions

Parameter Description

ipaddr

This parameter is a valid IP address. You can enter the IP address in the following formats:

a (32 bits)

a.b (8.24 bits)
a.b.c(8.8.16 bits)
a.b.c.d(8.8.8.8 bits)

In addition to these formats, the CLI accepts decimal, hexadecimal and octal formats through the
following input formats (where n'is any valid hexadecimal, octal or decimal number):

0xn (CLI assumes hexadecimal format.)
On (CLI assumes octal format with leading zeros.)

n (CLI assumes decimal format.)

ipv6-address

FE80:0000:0000:0000:020F:24FF : FEBF : DBCB, Or
FE80:0:0:0:20F:24FF:FEBF: DBCB, or
FE80::20F24FF:FEBF:DBCB, or
FE80:0:0:0:20F:24FF:128:141:49:32

For additional information, refer to RFC 3513.

Interface or

unit/slot/port

Valid slot and port number separated by a forward slash. For example, 0/1 represents slot number
0 and port number 1.

Logical Interface

Represents a logical slot and port number. This is applicable in the case of a port-channel (LAG).
You can use the logical unit/slot/port to configure the port-channel.

Character strings

Use double quotation marks to identify character strings, for example, "System Name with Spaces".
An empty string ("") is not valid.
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1.4 unit/slot/port Naming Convention

LCOS SX software references physical entities such as cards and ports by using a uni t /s1ot/port naming convention.
The LCOS SX software also uses this convention to identify certain logical entities, such as Port-Channel interfaces.

The slot number has two uses. In the case of physical ports, it identifies the card containing the ports. In the case of
logical and CPU ports it also identifies the type of interface or port.

Table 3: Type of Slots

Slot Type Description

Physical slot numbers Physical slot numbers begin with zero, and are allocated up to the maximum number of physical
slots.

Logical slot numbers Logical slots immediately follow physical slots and identify port-channel (LAG) or router interfaces.
The value of logical slot numbers depend on the type of logical interface and can vary from platform
to platform.

CPU slot numbers The CPU slots immediately follow the logical slots.

The port identifies the specific physical port or logical interface being managed on a given slot.

Table 4: Type of Ports

Port Type Description

Physical Ports The physical ports for each slot are numbered sequentially starting from one/ For example, port 1
on slot 0 (an internal port) for a stand alone (nonstacked) switch is 1/0/1, port 2 is 1/0/2, port 3 is
1/0/3, and so on.

Logical Interfaces Port-channel or Link Aggregation Group (LAG) interfaces are logical interfaces that are only used
for bridging functions.

VLAN routing interfaces are only used for routing functions. Loopback interfaces are logical interfaces
that are always up.

Tunnel interfaces are logical point-to-point links that carry encapsulated packets.

CPU ports CPU ports are handled by the driver as one or more physical entities located on physical slots.

@ In the CLI, loopback and tunnel interfaces do not use the unit/slot/port format. To specify a loopback
interface, you use the loopback ID. To specify a tunnel interface, you use the tunnel ID.

1.5 Using the “No" Form of a Command

52

The no keyword is a specific form of an existing command and does not represent a new or distinct command. Almost
every configuration command has a no form. In general, use the no form to reverse the action of a command or reset
a value back to the default. For example, the no shutdown configuration command reverses the shutdown of an
interface. Use the command without the keyword no to re-enable a disabled feature or to enable a feature that is
disabled by default. Only the configuration commands are available in the no form.
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1.6 Executing Show Commands

All show commands can be issued from any configuration mode (Global Configuration, Interface Configuration, VLAN
Database, etc.). The show commands provide information about system and feature-specific configuration, status, and
statistics. Previously, show commands could be issued only in User EXEC or Privileged EXEC modes.

1.7 CLI Output Filtering

Many CLI show commands include considerable content to display to the user. This can make output confusing and

cumbersome to parse through to find the information of desired importance. The CLI Output Filtering feature allows the
user, when executing CLI show display commands, to optionally specify arguments to filter the CLI output to display

only desired information. The result is to simplify the display and make it easier for the user to find the information the
user is interested in.

The main functions of the CLI Output Filtering feature are:
> Pagination Control

> Supports enabling/disabling paginated output for all show CLI commands. When disabled, output is displayed

in its entirety. When enabled, output is displayed page-by-page such that content does not scroll off the terminal
screen until the user presses a key to continue. --More-- or (q)uit is displayed at the end of each page.

> When pagination is enabled, press the return key to advance a single line, press q or Q to stop pagination, or
press any other key to advance a whole page. These keys are not configurable.

@ Although some show commands already support pagination, the implementation is unique per command and

not generic to all commands.

> Output Filtering
> “Grep"-like control for modifying the displayed output to only show the user-desired content.
> Filter displayed output to only include lines containing a specified string match.
> Filter displayed output to exclude lines containing a specified string match.
> Filter displayed output to only include lines including and following a specified string match.
>

Filter displayed output to only include a specified section of the content (e.qg. "interface 0/1") with a configurable
end-of-section delimiter.

v

String matching should be case insensitive.

> Pagination, when enabled, also applies to filtered output.

Example: The following shows an example of the extensions made to the CLI show commands for the Output

Filtering feature.

(Routing) #show running-config ?

<cr> Press enter to execute the command.

| Output filter options.

<scriptname> Script file name for writing active configuration.

all Show all the running configuration on the switch.

interface Display the running configuration for specificed interface on the switch.
(Routing) #show running-config | ?

begin Begin with the line that matches
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exclude
include
section

1.8 Command Modes

Exclude lines that matches
Include lines that matches
Display portion of lines

The CLI groups commands into modes according to the command function. Each of the command modes supports specific
LCOS SX software commands. The commands in one mode are not available until you switch to that particular mode,
with the exception of the User EXEC mode commands. You can execute the User EXEC mode commands in the Privileged

EXEC mode.

The command prompt changes in each command mode to help you identify the current mode. Table 5: CLI Command
Modes on page 54 describes the command modes and the prompts visible in that mode.

@ The command modes available on your switch depend on the software modules that are installed. For example,
a switch that does not support BGPv4 does not have the BGPv4 Router Command Mode.

Table 5: CLI Command Modes

Command Mode

Prompt

Contains a limited set of commands to view basic

Mode Description

User EXEC Switch>
system information.

Privileged EXEC Switch# Allows you to issue any EXEC command, enter the
VLAN Database mode, or enter the Global
Configuration mode.

Global Config Switch (Config)# Groups general setup commands and permits you
to make modifications to the running configuration.

VLAN Database Switch (Vlan)# Groups all the VLAN commands.

Interface Config Switch (Interface unit/slot/port) # |Managesthe operationofaninterface and provides

Switch (Interface Loopback id)#

Switch (Interface Tunnel id)#

Switch (Interface unit/slot/port
(startrange)-unit/slot/

port (endrange) #

Switch (Interface lag lag-intf-num)#

access to the router interface configuration
commands.

Use this mode to set up a physical port for a specific
logical connection operation.

You can also use this mode to manage the operation
of a range of interfaces. For example the prompt
may display as follows:

Switch (Interface 1/0/1-1/0/4) #

Enters LAG Interface configuration mode for the

Switch (Interf 1 lan-id . .
witeh (Interface vian vian=id) ¢ specified LAG. Enters VLAN routing interface
configuration mode for the specified VLAN ID.

Line Console Switch (config-line)# Contains commands to configure outbound telnet
settings and console interface settings, as well as
to configure console login/ enable authentication.

Line SSH Switch (config-ssh)# Contains commands to configure SSH login/enable
authentication.

Line Telnet Switch (config-telnet)# Contains commands to configure telnet login/enable

authentication.
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Command Mode

Prompt

Mode Description

AAA IAS User Config | Switch (Config-IAS-User)# Allows password configuration for a user in the IAS
database.

Mail Server Config Switch (Mail-Server)# Allows configuration of the email server.

Policy Map Config Switch (Config-policy-map)# Contains the QoS Policy-Map configuration
commands.

Policy Class Config Switch (Config-policy-class-map)# |Consists of class creation, deletion, and matching
commands. The class match commands specify Layer
2, Layer 3, and general match criteria.

Class Map Config Switch (Config-class-map)# Contains the QoS class map configuration commands
for IPv4.

Ipv6_Class-Map Switch (Config-class-map)# Contains the QoS class map configuration commands

Config for IPve.

Router OSPF Config | Switch (Config-router)# Contains the OSPF configuration commands.

Router OSPFv3 Config | Switch (Config rtr)# Contains the OSPFv3 configuration commands.

Router RIP Config Switch (Config-router)# Contains the RIP configuration commands.

BGP Router Config Switch (Config-router)# Contains the BGP4 configuration commands.

Route Map Config Switch (config-route-map)# Contains the route map configuration commands.

IPv6 Address Family | Switch (Config-router-af)# Contains the IPv6 address family configuration

Config

commands.

L2VPN Address Family
Config

Switch (config-router-af-12vpn-evpn) #

Configure Ethernet VPN settings.

Peer Template Config

(Config-rtr-tmplt) #

Contains the BGP peer template configuration
commands.

RADIUS Dynamic
Authorization Config

(Config-radius-da)

Contains the Radius
commands.

Dynamic  Authorization

MAC Access-list Switch (Config-mac-access-list)# |Allowsyouto create a MAC Access-List and to enter

Config the mode containing MAC Access-List configuration
commands.

IPv4 Access-list Config | Switch (Config-ipvd-acl)# Allows you to create an IPv4 named or extended
Access-List and to enter the mode containing IPv4
Access-List configuration commands.

IPv6Access-list Config | Switch (Config-ipvé-acl)# Allows you to create an IPv6 Access-List and to enter
the mode containing IPv6 Access-List configuration
commands.

Management Switch (config-macal) # Allows you to create a Management Access-List and

Access-list Config to enter the mode containing Management
Access-List configuration commands.

TACACS Config Switch (Tacacs)# Contains commands to configure properties for the
TACACS servers.

User-Group Switch (config-usergroup) Contains user group commands

Configuration

Task-Group Switch (config-taskgroup) Contains task group commands

Configuration
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Command Mode

Prompt

Mode Description

Config

DHCP Pool Config Switch (Config dhcp-pool)# Contains the DHCP server IP address pool
configuration commands.

DHCPv6 Pool Config | Switch (Config dhcp6-pool) # Contains the DHCPv6 server IPv6 address pool
configuration commands.

Stack Global Config | Switch (Config stack)# Allows you to access the Stack Global Config Mode.

ARP Access-List Config | Switch (Config-arp-access-list)# | Containscommandstoadd ARP ACLrulesinan ARP
Access List.

Support Mode Switch (Support)# Allows access to the support commands, which
should only be used by the manufacturer's technical
support personnel as improper use could cause
unexpected system behavior and/or invalidate
product warranty.

VLAN Config Switch (vlan vlan-id)# Contains commands to configure private VLAN
settings on a VLAN, FIP snooping, and to configure
the RSPAN mode.

Maintenance Domain | Switch (config-md) # Contains commands to create maintenance

Config associations and configure per-maintenance domain
parameters.

Maintenance Switch (config-ma)# Contains commands to configure continuity check

Association Config message CCM) settings.

Service Instance Switch (config-service-mode)# Contains commands to configure settings related to

Config Ethernet Virtual Circuits.

ERSPAN Source Switch (config-erspan-src)# Configure the source interface for ERSPAN and

Session Configuration access ERSPAN  Source Session Destination

Mode Configuration mode

ERSPAN Source Switch (config-erspan-src-dst)# Configure the ERSPAN origin and destination IPv4

Session Destination addresses, session ID, and various characteristics of

Configuration Mode the packets in the ERSPAN traffic.

ERSPAN Destination |Switch (config-erspan-src)# Configure the destination interface for ERSPAN and

Session Configuration access ERSPAN  Destination  Session  Source

Mode Configuration mode

ERSPAN Destination | Switch (config-erspan-dst-src)# Configure the ERSPAN destination IP address and

Session Source ERSPAN session ID.

Configuration Mode

Track Configuration | Switch (config-track)# Configure settings to track the state of an IP Service

Mode Level Agreements (SLAs) operation

IP SLA Configuration | Switch (config-ip-sla)# Configure an IP SLA ICMP echo operation

Mode

IP SLA ICMP ECHO Switch (config-ip-sla-echo)# Configure IP SLA ICMP parameters.

Configuration Mode

LDAP Search Map Switch (config-ldap-search-map)# |Configure search map details for fetching user

Config privilege level.

Service Instance Switch (service-mode)# Configures Ethernet Virtual Service (EVS) service

Config instance settings for an interface.

MiM Tunnel Config | Switch (config-tunnel-minm)# Configures the virtual MAC-in-MAC tunnel.

MiM Service Instance | Switch (config-tunnel-srv)# Configures the virtual MAC-in-MAC tunnel service

instance.
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Mode Description

Command Mode Prompt

Ethernet Ring Profile | Switch (config-erp-profilel) Configures an Ethernet ring profile.

Config

Ethernet Ring Config | Switch (config-erp-name) # Configures Ethernet ring settings.

Ethernet Ring Instance | Switch (config-erp-inst-number)# | Configures Ethernet ring instance settings.
Config

Ethernet Ring Instance | Switch (config-erp-inst-number-aps)# | Configures an Ethernet ring instance APS channel.
APS-Channel Config

Creates or configures a MACsec Key Agreement
(MKA) Protocol policy and enters MKA policy
configuration mode.

MACsec Policy Config | Switch (Config-mka-policy)#

Creates or configures a MACsec key chain, and
enters Key Chain configuration mode.

Key Chain Config Switch (Config-key-chain)#

Table 6: CLI Mode Access and Exit on page 57 explains how to enter or exit each mode. To exit a mode and return to
the previous mode, enter exit. To exit to Privileged EXEC mode, press Ctrl+z.

@ Pressing Ctrl+z from Privileged EXEC mode exits to User EXEC mode. To exit User EXEC mode, enter logout.

Table 6: CLI Mode Access and Exit

Command Mode Access Method

User EXEC This is the first level of access.

Privileged EXEC From the User EXEC mode, enter enable.

Global Config From the Privileged EXEC mode, enter configure.

VLAN Database From the Privileged EXEC mode, enter vlan database.

Interface Config From the Global Config mode, enter:

interface unit/slot/portor

interface loopback idor

interface tunnel id

interface unit/slot/port(startrange)-unit/slot/port(endrange)
interface lag lag-intf-num

interface vlan vlan-id

Line Console From the Global Config mode, enter Line console.
Line SSH From the Global Config mode, enter 1ine ssh.
Line Telnet From the Global Config mode, enter 1ine telnet.

AAA 1AS User Config

From the Global Config mode, enter aaa ias-user username name

Mail Server Config

From the Global Config mode, enter mail-server address

Policy-Map Config

From the Global Config mode, enter policy-map.
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Policy-Class-Map Config

Command Mode Acces,sMethmj—

From the Policy Map mode enter class.

Class-Map Config

From the Global Config mode, enter

class-map, and specify the optional keyword ipv4 to specify the Layer 3 protocol for this
class. See class-map on page 972 for more information.

VPC

From Global Config mode, enter vpc.

Ipv6-Class-Map Config

From the Global Config mode, enter

class-map and specify the optional keyword i pv6 to specify the Layer 3 protocol for this class.
See class-map on page 972 for more information.

Router OSPF Config

From the Global Config mode, enter router ospf.

Router OSPFv3 Config

From the Global Config mode, enter ipv6é router ospf.

Router RIP Config

From the Global Config mode, enter router rip.

BGP Router Config

From the Global Config mode, enter router bgp asnumber.

Route Map Config

From the Global Config mode, enter ~-route-map map-tag.

IPv6 Address Family Config

From the BGP Router Config mode, enter address-family ipvé.

L2VPN Address Family Config

From the BGP Router Config mode, enter address-family 12vpn evpn

Peer Template Config

From the BGP Router Config mode, enter template peer name to create a BGP peer template
and enter Peer Template Configuration mode.

MAC Access-list Config

From the Global Config mode, enter mac access-list extended name.

IPv4 Access-list Config

From the Global Config mode, enter ip access-1list name.

IPv6 Access-list Config

From the Global Config mode, enter ipv6 access-list name.

Management Access-list Config

From the Global Config mode, enter management access-list name.

TACACS Config

From the Global Config mode, enter tacacs-server host ip-addr, where ip-addr
is the IP address of the TACACS server on your network.

User-Group Configuration Mode

From the Global Config mode, enter usergroup usergroup-name.

Task-Group Configuration Mode

From the Global Config mode, enter taskgroup taskgroup-name.

DHCP Pool Config

From the Global Config mode, enter ip dhcp pool pool-name.

DHCPv6 Pool Config

From the Global Config mode, enter ip dhcpvé pool pool-name.

Stack Global Config Mode

From the Global Config mode, enter the stack command.

ARP Access-List Config Mode

From the Global Config mode, enter arp access-list.

Support Mode From the Privileged EXEC mode, enter support.
@ The support command is available only if the techsupport enable command
has been issued.
VLAN Config From the Global Config mode, enter vian vlan-id
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From the Global Config mode, enter

ethernet cfm domain domain-name level level

Maintenance Association Config

From the Maintenance Domain Config mode, enter

service service-name vlan vlanID

Service Instance Config

From Interface Config mode, enter service instance

ERSPAN Source Session
Configuration Mode

From the Global Config mode, enter

monitor session session-id type erspan-source

ERSPAN Source Session
Destination Configuration Mode

From the ERSPAN Source Session Configuration Mode, enter destination.

ERSPAN Destination Session
Configuration Mode

From the Global Config mode, enter

monitor session session-id type erspan-destination

ERSPAN Destination Session
Source Configuration Mode

From the ERSPAN Destination Session Configuration Mode, enter source.

Track Configuration Mode

From Global Config mode, enter

track object-number ip sla operation-number

IP SLA Configuration Mode

From Global Config mode, enter ip sla operation-number

SLA ICMP ECHO Configuration
Mode

From IP SLA Config mode, enter icmp-echo destination-ip-address

LDAP Search Map Config

From Global Config mode, enter 1dap search-map map-name

Service Instance Config

From Interface Config mode, enter service instance number ethernet name

MiM Tunnel Config

From Global Config mode, enter ethernet mac-tunnel virtual number

MiM Service Instance Config

From MiM Tunnel Config mode, enter service instance number.

Ethernet Ring Profile Config

From Global Config mode, enter ethernet ring g8032 profile name.

Ethernet Ring Config

From Global Config mode, enter ethernet ring g8032 name.

Ethernet Ring Instance Config

From Ethernet Ring Config mode, enter instance number.

Ethernet Ring Instance
APS-Channel Config

From Ethernet Ring Instance Config mode, enter aps-channel.

MACsec Policy Config

From Global Config mode, enter mka policy {policy-name}

Key Chain Config

From Global Config mode, enter key chain {key-chain-name} macsec

1.9 Command Completion and Abbreviation

Command completion finishes spelling the command when you type enough letters of a command to uniquely identify
the command keyword. Once you have entered enough letters, press the SPACEBAR or TAB key to complete the word.
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Command abbreviation allows you to execute a command when you have entered there are enough letters to uniquely
identify the command. You must enter all of the required keywords and parameters before you enter the command.

1.10 CLI Error Messages

If you enter a command and the system is unable to execute it, an error message appears. Table 7: CLI Error Messages
on page 60 describes the most common CLI error messages.

Table 7: CLI Error Messages

Message Text Description

% Invalid input detected at |Youentered anincorrect or unavailable command. The carat (A) shows where the invalid

"AY marker. text is Qetected. This message also appears if any of the parameters or values are not
recognized.

Command not found / You did not enter the required keywords or values.

Incomplete command. Use °?

to list commands.

Ambiguous command You did not enter enough letters to uniquely identify the command.

1.11 CLI Line-Editing Conventions

Table 8: CLI Editing Conventions on page 60 describes the key combinations you can use to edit commands or increase
the speed of command entry. You can access this list from the CLI by entering he 1p from the User or Privileged EXEC

modes.

Table 8: CLI Editing Conventions

Key Sequence Description

DEL or Backspace Delete previous character.

Ctrl-A Go to beginning of line.

Ctrl-E Go to end of line.

Ctrl-F Go forward one character.

Ctrl-B Go backward one character.
Ctrl-C Cancel input and go to next line.
Ctrl-D Delete current character.

Ctrl-U, X Delete to beginning of line.
Ctrl-K Delete to end of line.

Ctrl-w Delete previous word.

Ctrl-T Transpose previous character.
Ctrl-p Go to previous line in history buffer.
Ctrl-R Rewrites or pastes the line.
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Key Sequence Description

Ctrl-N Go to next line in history buffer.

Ctrl-y Prints last deleted character.

Ctrl-Q Enables serial flow.

Ctrl-S Disables serial flow.

Ctrl-Z Return to root command prompt.

Tab, <SPACE> Command-line completion.

Exit Go to next lower command prompt.

? List available commands, keywords, or parameters.

1.12 Using CLI Help

Enter a question mark (?) at the command prompt to display the commands available in the current mode.

(switch) >?

enable Enter into user privilege mode.

help Display help for various special keys.

logout Exit this session. Any unsaved changes are lost.
password Change an existing user’s password.

ping Send ICMP echo packets to a specified IP address.
quit Exit this session. Any unsaved changes are lost.
show Display Switch Options and Settings.

telnet Telnet to a remote host.

Enter a question mark (?) after each word you enter to display available command keywords or parameters.

(switch) #network ?

ipv6 Configure IPv6 parameters for system network.

javamode Enable/Disable.

mac-address Configure MAC Address.

mac-type Select the locally administered or burnedin MAC address.
mgmt_vlan Configure the Management VLAN ID of the switch.

parms Configure Network Parameters of the device.

protocol Select DHCP, BootP, or None as the network config protocol.

If the help output shows a parameter in angle brackets, you must replace the parameter with a value.

(Routing) #network parms ?

<ipaddr> Enter the IP Address.
none Reset IP address and gateway on management interface

If there are no additional command keywords or parameters, or if additional parameters are optional, the following
message appears in the output:

<cr> Press Enter to execute the command

You can also enter a question mark (?) after typing one or more characters of a word to list the available command or
parameters that begin with the letters, as shown in the following example:

(switch) #show m?
mac mac-addr-table mac-address-table
mail-server mbuf monitor
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1.13 Accessing the CLI
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You can access the CLI by using a direct console connection or by using a telnet or SSH connection from a remote
management host.

For the initial connection, you must use a direct connection to the console port. You cannot access the system remotely
until the system has an IP address, subnet mask, and default gateway. You can set the network configuration information
manually, or you can configure the system to accept these settings from a BOOTP or DHCP server on your network. For
more information, see Network Interface Commands on page 80.
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2 Stacking Commands

This chapter describes the stacking commands available in the LCOS SX CLI.

@ The commands in this chapter are in one of two functional groups:
> Show commands display switch settings, statistics, and other information.

> Configuration commands configure features and options of the switch. For every configuration command,
there is a show command that displays the configuration setting.

@ The Primary Management Unit is the unit that controls the stack.

2.1 Dedicated Port Stacking

This section describes the commands you use to configure dedicated port stacking.

2.1.1 stack

This command sets the mode to Stack Global Config.

Format stack

Mode Global Config

2.1.2 member

This command configures a switch. The uni t is the switch identifier of the switch to be added/removed from the stack.
The switchindex is the index into the database of the supported switch types, indicating the type of the switch
being preconfigured. The switch index is a 32-bit integer. This command is executed on the Primary Management Unit.

Format member unit switchindex

Mode Stack Global Config

@ Switch index can be obtained by executing the show supported switchtype command in User EXEC
or Privileged EXEC mode.

2.1.2.1 no member

This command removes a switch from the stack. The uni t is the switch identifier of the switch to be removed from the
stack. This command is executed on the Primary Management Unit.

Format no member unit

Mode Stack Global Config
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2.1.3 switch priority

This command configures the ability of a switch to become the Primary Management Unit. The uni ¢ is the switch
identifier. The value is the preference parameter that allows the user to specify, priority of one backup switch over

another. The range for priority is 1 to 15. The switch with the highest priority value will be chosen to become the Primary
Management Unit if the active Primary Management Unit fails. The switch priority defaults to the hardware management
preference value 1. Switches that do not have the hardware capability to become the Primary Management Unit are not
eligible for management.

Default Enabled
Format switch unit priority value
Mode Global Config

2.1.4 switch renumber

This command changes the switch identifier for a switch in the stack. The o1duni ¢ is the current switch identifier on
the switch whose identifier is to be changed. The newun t is the updated value of the switch identifier. Upon execution,

the switch will be configured with the configuration information for the new switch, if any. The old switch configuration
information will be retained, however the old switch will be operationally unplugged. This command is executed on the
Primary Management Unit.

®

If the management unit is renumbered, then the running configuration is no longer applied (i.e. the stack acts
as if the configuration had been cleared).

Format switch oldunit renumber newunit

Mode Global Config

2.1.5 movemanagement

This command moves the Primary Management Unit functionality from one switch to another. The fromunit is the
switch identifier on the current Primary Management Unit. The tounit is the switch identifier on the new Primary

Management Unit. Upon execution, the entire stack (including all interfaces in the stack) is unconfigured and reconfigured
with the configuration on the new Primary Management Unit. After the reload is complete, all stack management
capability must be performed on the new Primary Management Unit. To preserve the current configuration across a stack
move, execute the copy system:running-config nvram:startup-configinPrivileged EXEC) command

before performing the stack move. A stack move causes all routes and layer 2 addresses to be lost. This command is
executed on the Primary Management Unit. The system prompts you to confirm the management move.

Format movemanagement fromunit tounit
Mode Stack Global Config
2.1.6 standby
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Use this command to configure a unit as a Standby Management Unit (STBY).

@ The Standby Management Unit cannot be the current Management Unit. The Standby unit should be a
management-capable unit.

Format standby unit number

Mode Stack Global Config
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Parameter Description

Standby Management Unit | Indicates the unit number which is to be the Standby Management Unit. unit number must be a
Number valid unit number.

2.1.6.1 no standby

The no form of this command allows the application to run the auto Standby Management Unit logic.

Format no standby

Mode Stack Global Config

This command configures a slot in the system. The unit/slot is the slot identifier of the slot. The cardindex is

the index into the database of the supported card types, indicating the type of the card being preconfigured in the
specified slot. The card index is a 32-bit integer. If a card is currently present in the slot that is unconfigured, the configured
information will be deleted and the slot will be reconfigured with default information for the card.

Format slot unit/slot cardindex

Mode Global Config

2.1.7.1 no slot

This command removes configured information from an existing slot in the system.

Format no slot unit/slot cardindex
Mode Global Config
2.1.8 set slot disable

This command configures the administrative mode of the slot(s). If you specify [all], the command is applied to all slots,
otherwise the command is applied to the slot identified by unit/slot.

If a card or other module is present in the slot, this administrative mode will effectively be applied to the contents of the
slot. If the slot is empty, this administrative mode will be applied to any module that is inserted into the slot. If a card
is disabled, all the ports on the device are operationally disabled and shown as unplugged on management screens.

Format set slot disable [unit/slot] | all]

Mode Global Config

2.1.8.1 no set slot disable

This command unconfigures the administrative mode of the slot(s . If you specify a11, the command removes the
configuration from all slots, otherwise the configuration is removed from the slot identified by unit/slot.

If a card or other module is present in the slot, this administrative mode removes the configuration from the contents
of the slot. If the slot is empty, this administrative mode removes the configuration from any module inserted into the
slot. If a card is disabled, all the ports on the device are operationally disabled and shown as unplugged on management
screens.

Format no set slot disable [unit/slot] | all]

Mode Global Config
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2.1.9 set slot power

This command configures the power mode of the slot(s) and allows power to be supplied to a card located in the slot.
If you specify a11, the command is applied to all slots, otherwise the command is applied to the slot identified by

unit/slot.

Use this command when installing or removing cards. If a card or other module is present in this slot, the power mode
is applied to the contents of the slot. If the slot is empty, the power mode is applied to any card inserted into the slot.

Format set slot power [unit/slot] | all]

Mode Global Config

2.1.9.1 no set slot power

This command unconfigures the power mode of the slot(s) and prohibits power from being supplied to a card located
in the slot. If you specify a11, the command prohibits power to all slots, otherwise the command prohibits power to

the slot identified by unit/siot.

Use this command when installing or removing cards. If a card or other module is present in this slot, power is prohibited
to the contents of the slot. If the slot is empty, power is prohibited to any card inserted into the slot.

Format set slot power [unit/slot] | all]

Mode Global Config

2.1.10 reload (Stack)

This command resets the entire stack or the identified unit. The unit is the switch identifier. The system prompts
you to confirm that you want to reset the switch.

Format reload [unit]

Mode Privileged EXEC

2.1.11 stack-status sample-mode

Use this command to configure global status management mode, sample size. The mode, sample size parameters are
applied globally on all units in the stack. The default sampling mode of the operation is cumulative summing.

@ This configuration command is implemented as part of serviceability functionality and therefore is not expected
to be persistent across reloads. This configuration is never visible in the running configuration under any
circumstances. It is the responsibility of the user to switch the sample mode on-demand as per the requirement.
This configuration is applied to all the members that are part of the stack when the command is triggered. This
configuration cannot play onto cards that are part of the stack at later point of the time.

Default Cumulative Summing

Format stack-status sample-mode {cumulative | history} [max-samples 100 - 500]
Mode Stack Global Config Mode

sample-mode Mode of sampling

cumulative Tracks the sum of received time stamp offsets cumulatively.

66



LCOS SX'5.20

2 Stacking Commands

Keyword Description

history Tracks history of received timestamps
max-samples Maximum number of samples to keep
Example:

The following command sets the sampling mode to cumulative summing.

(Routing) #configure
(Routing) (Config)#stack
(Routing) (Config-stack)# stack-status sample-mode cumulative

Example:

The following command sets the sampling mode to history and the sample size to default (that is, 300).

(Routing) #configure
(Routing) (Config)#stack
(Routing) (Config-stack)#stack-status sample-mode history

Example:

The following command sets the sampling mode to history and sample size to 100.

(Routing) #configure
(Routing) (Config)#stack
(Routing) (Config-stack)#stack-status sample-mode history max-samples 100

2.1.12 trunk-hashmode

Use this command to configure load-balance mode on all HiGig™ trunks across the units in a stacking topology. Prior
to Dynamic Load Balancing (DLB), this command supported load-balance IDs 1 to 7. Load-balance IDs 8, 9, and 10
support DLB on LAG as listed in the following table.

Default 3

Format trunk-hashmode <id>]

Mode Stack Config

Parameter Description

1 Source MAC, VLAN, EtherType, and incoming port associated with the packet.

2 Destination MAC, VLAN, EtherType, and incoming port associated with the packet.
3 Source/Destination MAC, VLAN, EtherType, and incoming port associated with the packet.
4 Source IP and Source TCP/UDP fields of the packet.

5 Destination IP and Destination TCP/UDP Port fields of the packet.

6 Source/Destination IP and source/destination TCP/UDP Port fields of the packet.

7 Enhanced hashing mode.

8 DLB Spray Mode.

9 DLB Eligibility Mode.

10 DLB Fixed Assignment Mode.

> This command works at a system level. HiGig trunks are formed dynamically when more than one stack links
are connected between two stackable switches. This command applies DLB mode to *all* the HiGig trunks
that are available across all the units. If a new HiGig trunk is formed later or a new member unit joins the
stack over a HiGig trunk, this command is applied to those newly formed HiGig trunks as well.
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> In most platforms, DLB can only be configured either in HiGig trunk (for stacking) or for LAG load-balance.
They cannot be configured together at the same time. If LAG is configured with DLB, trunk-hashmode cannot
be configured with DLB for stacking and vice-versa.

2.1.13 show slot

This command displays information about all the slots in the system or for a specific slot.

Format show slot [unit/slot]

Mode > User EXEC
> Privileged EXEC

Term ‘ Definition

Slot The slot identifier in a unit/s1ot format.

Slot Status The slot is empty, full, or has encountered an error

Admin State The slot administrative mode is enabled or disabled.

Power State The slot power mode is enabled or disabled.

Configured Card Model | The model identifier of the card preconfigured in the slot. Model Identifier is a 32-character field used to
Identifier identify a card.

Pluggable Cards are pluggable or non-pluggable in the slot.

Power Down Indicates whether the slot can be powered down.

If you supply a value for unit/s1ot, the following additional information appears.

Term ‘ Definition

Inserted Card Model | The model identifier of the card inserted in the slot. Model Identifier is a 32-character field used to identify
Identifier a card. This field is displayed only if the slot is full.

Inserted Card Description | The card description. This field is displayed only if the slot is full.

Configured Card | T0BASE-T half duplex
Description

2.1.14 show stack-hashmode

Use this command to display the dynamically-formed HiGig trunks in the stacking system and configured load-balance
mode in each of those HiGig trunks. Effective with LCOS SX 5.20, modes 8, 9, and 10 are introduced for dynamic load
balance (DLB). These are the same DLB that are added for LAG. See the port-channel load-balance command.

Format show stack-hashmode

Mode Privileged EXEC

Example: The following shows example command output.

(Routing) show stack-hashmode

Unit Trunk ID Member Ports Configured Hash Mode Oper Hash Mode

1 128 1/0/27, 1/0/28 2 (Dst MAC Address) 2 (Dst MAC Address)
2 128 2/0/27, 2/0/28 1(Src MAC Address) 1(Src MAC Address)
2 129 2/0/25, 2/0/26 2 (Dst MAC Address) 2 (Dst MAC Address)
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This command displays switch status information about all units in the stack or a single unit when you specify the unit

value.
Format show switch [unit]
Mode Privileged EXEC

Definition

Switch

The unit identifier assigned to the switch.

When you do not specify a value for unit, the following information appears.

Term Definition

Management Status

Indicates whether the switch is the Primary Management Unit, a stack member, a configured
standby switch, an operational standby switch, or the status is unassigned.

Preconfigured Model Identifier

The model identifier of a preconfigured switch ready to join the stack. The Model Identifier is a
32-character field assigned by the device manufacturer to identify the device.

Plugged-In Model Identifier

The model identifier of the switch in the stack. Model Identifier is a 32-character field assigned by
the device manufacturer to identify the device.

Switch Status

The switch status. Possible values for this state are: OK, Unsupported, Code Mismatch, SDM
Mismatch, Config Mismatch, or Not Present. A mismatch indicates that a stack unit is running
a different version of the code, SDM template, or configuration than the management unit. The
SDM Mismatch status indicates that the unit joined the stack, but is running a different SDM
template than the management unit. This status is temporary; the stack unit should automatically
reload using the template running on the stack manager.

If there is a Stacking Firmware Synchronization operation in progress status is shown as Updating
Code.

Code Version

The detected version of code on this switch.

Debian Rootfs Status

Certain switches use embedded Debian Linux file system. This parameter provides the status of the
file system changes done on the master switch.

> Copied-Member switch received a Debian file system changes snapshot from the stack manager.
The changes are applied upon the next reboot.

> Synced-Member switch received and applied Debian file system changes from the stack manager
and are in sync. On the stack manager switch, this parameter is always shown as Synced.

> 0ut of sync-Changes on the stack manager file system are not copied to or applied on the
stack member.

Example: The following shows example CLI display output for the command.

(Switching) #show switch
Management Standby Preconfig Plugged-in Switch Code Debian Rootfs
SW Switch Status Model ID Model ID Status Version Status
1 Mgmt Sw AG64XX-52P AG64XX-52P OK wW.10.18.1 Synced
2 Stack Mbr Oper Stby AG64XX-28P AG64XX-28P OK W.10.18.1 Copied

When you specify a value for uni t, the following information appears.

Definition

Management Status

Indicates whether the switch is the Primary Management Unit, a stack member, or the status is
unassigned.
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Term Definition

Hardware Management | The hardware management preference of the switch. The hardware management preference can
Preference be disabled or unassigned.

Admin Management Preference | The administrative management preference value assigned to the switch. This preference value
indicates how likely the switch is to be chosen as the Primary Management Unit.

Switch Type The 32-bit numeric switch type.

Model Identifier The model identifier for this switch. Model Identifier is a 32-character field assigned by the device
manufacturer to identify the device.

Switch Status The switch status. Possible values are OK, Unsupported, Code Mismatch, Config Mismatch, SDM
Mismatch, STM Mismatch, or Not Present.

Debian Rootfs Status Certain switches use embedded Debian Linux file system. This parameter provides the status of the
file system changes done on the master switch.

> Copied-Member switch received a Debian file system changes snapshot from the stack manager.
The changes are applied upon the next reboot.

> Synced-Member switch received and applied Debian file system changes from the stack manager
and are in sync. On the stack manager switch, this parameter is always shown as Synced.

> Qut of sync-Changes on the stack manager file system are not copied to or applied on the
stack member.

Debian Rootfs  Version | The 32-character md5sum of the Debian root file system snapshot which is used by the switch
Operational when it booted.

Debian Rootfs Version Snapshot | The 32-character md5sum of Debian root file system snapshot. It can be different from the
operational value when the manager transfers its own snapshot file during the Debian rootfs
synchronization step.

Switch Description The switch description.

Expected Code Type The expected code type.

Expected Code Version The expected code version.

Detected Code Version The version of code running on this switch. If the switch is not present and the data is from

preconfiguration, then the code version is “None”.

Detected Code in Flash The version of code that is currently stored in FLASH memory on the switch. This code executes
after the switch is reset. If the switch is not present and the data is from preconfiguration, then
the code version is “None".

SFS Last Attempt Status The stack firmware synchronization status in the last attempt for the specified unit.
Serial Number The serial number for the specified unit.
Up Time The system up time.

Example: The following shows example CLI display output for the command.
(Switching) #show switch 1

S5aLEEMo 0 00000 000000000000000000000 1

Management Status................. Management Switch
Hardware Management Preference.... Unassigned

Admin Management Preference....... Unassigned

Switch Type. .. ii ittt 0xb6240001
Preconfigured Model Identifier.... Platform vl
Plugged-in Model Identifier....... Platform vl
SiyiliEeln SEAEES o 00o0oooccoccoocoosoao STM Mismatch
Switch Description................ Development System 48 GE, 4 TENGIG
Expected Code TypPe...vveeeeeenennn 0x100b000
Detected Code Version............. 10.17.15.8
Detected Code in Flash............ 10.17.15.8

SFS Last Attempt Status........... None

Stack Template ID......covueeuennnn 3
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Stack Template Description........ vl and v2 Mix
82 Wil 6 6 0 0600000000000000000000000 0 days 3 hrs 15 mins 50 secs

Example: The following shows example CLI display output for the command showing Debian Rootfs status.
(Switching) #show switch 2

S5aLEEMo 0 0 0000000000000 000000000000 2

Management Status................. Stack Member

Hardware Management Preference.... Unassigned

Admin Management Preference....... Unassigned

Switch Type...ve ittt 0xb6160024

Preconfigured Model Identifier.... AG64XX-28P

Plugged-in Model Identifier....... AG64XX-28P

SiyiliEeln SEAEUS o 0oooooccoccoscoosoaa OK

Debian Rootfs Status.............. Copied

Debian Rootfs Version Operational. 02£f01e3e0092c66ca9c739pd5¢c5228c3
Debian Rootfs Version Snapshot.... 9fffbbdfe2331falac9f2302f6ddfedb
Switch Description............. ... AG64XX-28P 28-Port Gigabit Ethernet PoE+ Switch w/24 copper, 4 SFP+Ports
Detected Code in Flash............ W.10.18.1

SFS Last Attempt Status........... None

SemEilal WUMISEEo 0 coooccoocoo00000000 TWAG6424P183800005A00

[@i® P36 00 000 000000000000000000000 0 days 0 hrs 54 mins 40 secs

2.2 Stack Port Commands

This section describes the commands you use to view and configure stack port information.

2.2.1 stack-port

This command sets stacking per port or range of ports to either stack or ethernet mode.

Default stack
Format stack-port unit/slot/port [{ethernet | stack}]
Mode Stack Global Config

2.2.2 show stack-port

This command displays summary stack-port information for all interfaces.

Format show stack-port

Mode Privileged EXEC

For each interface:

Term Definition

Unit The unit number.

Interface The slot and port numbers.
Configured Stack Mode Stack or Ethernet.

Running Stack Mode Stack or Ethernet.

Link Status Status of the link.

Link Speed Speed (Gbps) of the stack port link.

2.2.3 show stack-port counters

This command displays summary data counter information for all interfaces.
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Format show stack-port counters [I-n | all]

Mode Privileged EXEC

Unit The unit number.

Interface The slot and port numbers.

Tx Data Rate Trashing data rate in megabits per second on the stacking port.
Tx Error Rate Platform-specific number of transmit errors per second.

Tx Total Errors Platform-specific number of total transmit errors since power-up.
Rx Data Rate Receive data rate in megabits per second on the stacking port.
Rx Error Rate Platform-specific number of receive errors per second.

Rx Total Errors Platform-specific number of total receive errors since power-up.
Link Flaps The number of up/down events for the link since system boot up.

Example: This example shows the stack ports and associated statistics of unit 2.

(Routing) #show stack-port counters 2

———————————— I e S S S L e el S S S RYC e S ssS s aa E e L S IE LS ES
Data Error Data Error
Rate Rate Total Rate Rate Total Link
Unit Interface (Mb/s) (Errors/s) Errors (Mb/s) (Errors/s) Errors Flaps
2 0/53 0 0 0 0 0 0 0
2 0/54 0 0 0 0 0 0 0
2 0/55 0 0 0 0 0 0 0
2 0/56 0 0 0 0 0 0 0
(Routing) #

2.2.4 show stack-port diag

This command shows stack port diagnostics for each port and is only intended for Field Application Engineers (FAES)
and developers. An FAE will advise on the necessity to run this command and capture this information. In verbose mode,
the statistics and counters for RPC, transport, CPU, and transport RX/TX modules are displayed.

Format show stack-port diag [I-n | all] [verbose]
Mode Privileged EXEC

Unit The unit number.

Interface The slot and port numbers.

Diagnostic Entry1 SO character string used for diagnostics.
Diagnostic Entry2 S0 character string used for diagnostics.
Diagnostic Entry3 S0 character string used for diagnostics.
TBYT Transmitted Bytes

TPKT Transmitted Packets

TFCS Transmit FCS Error Frame Counter

TERR Transmit Error (set by system) Counter
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Term Definition

RBYT Received Bytes

RPKT Received Packets

RFCS Received FCS Error Frame Counter
RFRG Received Fragment Counter

RIBR Received Jabber Frame Counter
RUND Received Undersize Frame Counter
ROVR Received Oversized Frame Counter
RUNT Received RUNT Frame Counter

Example 1: This example displays the stack ports and associated statistics of specified unit or all units.

(Routing) #show stack-port diag 1

1 - 0/53:

RBYT:27ed9%a7b RPKT:bcalb TBYT:28a0739%e TPKT:c93ee
RFCS:0 RFRG:0 RJBR:0 RUND:0 RUNT:O0

TFCS:0 TERR:0

1 - 0/54:

RBYT:8072ed RPKT:19a66 TBYT:aecfb80 TPKT:66e4d
RFCS:6e RFRG:4414 RJBR:0 RUND:cl9 RUNT:af029bl
TFCS:0 TERR:0

1= 0©/553
RBYT:0 RPKT:0 TBYT:ae8 TPKT:23

RFCS:0 RFRG:0 RJBR:0 RUND:0 RUNT:0
TFCS:0 TERR:

o

1 - 0/56:

RBYT:0 RPKT:0 TBYT:ae8 TPKT:23
RFCS:0 RFRG:0 RJBR:0 RUND:0 RUNT:0
TFCS:0 TERR:0

Example 2: In this example, It dumps RPC, Transport (ATP, Next Hop, and RLink), and CPU Transport Rx/Tx modules
Statistics of Unit 2.

(Routing) #show stack-port diag 2 verbose

HPC RPC statistics/counters from unit.. 2
IREElEiEerEe! TUmEiEilenSo oo cooooo0c0006000605000000 58
[CLiCRE REEEEEEE00000000060000000000000060600000 0
Server RECEEHESc 0o o0000c000000000000000060000000 0
Server Duplicate Requests......cceieeeeenennns 0
Server Replies.....iii ittt ittt eeennennns 0
Cliemit REMOEEE M5%ccocoono00000000000000000000500 0
Client Remote Retransmit Count................. 0
5z WAlEMGUE MEE@ES o 0 coo00000000000000000000000000 0
152 G9alElR MMELEES 6 0 0 00000000000000060060006060000000 0
252 MAMEEUIES o 0 0 0600 000900000000000000060005000000 0
IR BEREILY IBRILES 0 00 000000000000000000000606000000 0 0
2 OUE @F SNEoco00o000000000000000000006C9000000 0
56 BUIEIERE 6 0 0 0000000000000006000000000000000060000 0
Colleei Som Waile COUMECcocooocooooooooccoosooso0o0 0
Collect Sem Dispatch Count.........ocvveenennn. 0
RPC statistics/counters from unit.. 2

Client RPC Requests Count........c.vueeuieeenennn. 3
Clicmt RPC REply COUME. coooocancoonoocaoconnooao 0
Client RPC Fail to xmit Count.................. 0
Client RPC Response Timedout Count............. 3
Client RPC Missing Requests.........cvveeuenen. 0
Client RPC Detach/Remove Count................. 0
Client RPC Current Sequence Number............. 3
Server REC RECUESE COUMEs oococoocococcoocooaooooo 0
Server REC REply COURE: cooccoocconoconocanooano 0
Server RPC Processed Transactions.............. 0
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Server RPC Received Wrong Version Reg.......... 0
Server RPC No Handlers.........ccceeeeueeenceens 0
Server RPC Retry Transmit Count................ 0
Server RPC Repetitive Tx Errors... 0
ATP statistics/counters from unit 2

Tezmgnilt Penehling COUREq c ooooocancoonoocaoconoooas 2
Current number of TX waits 2
Rx tramnsactioens created....... . o0 00 0oL, 145
[R5z tremSACiElens FEEEElo cooooo00000000c0000000000 145
Rx transactions freed(raw) .......c.eeeeeeeeneenn 0
ATP: TX timeout, seq 74. f:cc cli 778. to 1 tx cnt 21.
Ix transactiens! created........ .. o0 Lo 0000 290
BET Rx Dropped Pkts Count.. 5 oo 0
ATP Rx Dropped Pkts Count.......c.veeeveenrnennn 0
Failed to Add Key Pkt Count 0
Source Lookup Failure Count 5 oo 0
0ld Rx transactions Pkts drop Count............ 0
Nr of CPUs found in ATP communication.......... 2
CPU Transport statistics/counters from unit.. 2
Sitate ImiltlaldzatileRo oocooooooocoo00000060000000 Done
587 (SfMEiBi9)o 0 0 0 600 00 006000600600 000000030000000000 Done
52 SEEW®0 0 00000000000000000000000000000060000300C Done
TX COS[0] RESEIVE. .t it eneeeneeeeeenennnnnnennn 100
TX COS[1] RESEIVE . ittt ittt et eeeeeeeeeeeeeeeeenn 100
TX COS[2] RESEIVE. .t ittt e it eeeeeeseaeneanenaenns 100
TX COS[3] RESEIVE. .t et eseeeneeeeeenennnnnnenns 100
TX COS[4] RESEIVE .t v vt teneeeneeeesenennensnnenns 60
TX COS[5] RESEIVE .t v it teneeeneeeesenennneenennn 40
TX COS[6] RESEIVE . ittt ittt ettt teeeteeeeeeeenenn 20
TX COS[7] RESEIVE. .t ettt ieeeeeeeseaeneanenaenns 0
5z 12IKE 1Be0l §il%@ccoccoooco0oc000000000000000000 200
Tx Available Pkt Pool Size 198
152 Faillec/errer COWNE- 0oooo0o0000000000000060000 0
oz PkE PEOL §ilZ@00050000000000000000000500060000 8
Next Hop statistics/counters from unit 2

Sitate ImiltlaldzaEileRs oocooooooocooooc0060000000 Done
[Conmipemamne SEEB®o 0 oo oco0000000000000000000000060000
Thread Priority.

% PEl@ELEY 00 0oco0000000000000000000000c5000000
lLeERll CPU KEWoo0000000000000000000000000000060900

MTU Size....

WVAlE® 166lo 6 00000000000000000000000000060000000000

(€68 I€loo000000000000000000000000000000006000000 7
Internal Priority for pkt transmission..... o 7
RX PKt QUEUE SiZE. . vitiieteneeneeeneennennnnnn 256
TxXx PKt QUEUE SiZ@. . i iiiieee et ettt teeeeeeeeennn 64
Rx Pkt Dropped COUNT ...ttt teenieenenenennns 0
5z Taulllesl Pkt CEOUAE:coocconcoanconnccnoconoosoo 0
RLink statistics/counters from unit.. 2

Sitate ITnltilalilzaEileno cocooncooocosoconcosoccoan Done
L2 NEELEY IM PRESccoocococcoaoocaocaccocoocanoooas 0
L2 Notify In Pkts discarded.................... 0
L2 WEiEliEy ObE PINES ccoococooncooocooooonoaooo00o0 0
L2 NeEility Ouie Pkes ELELEERIERE6l o ccoooooooconooooo 0
Lilmikgeam LM PRESccocooooooocoanoonnccosconooo0o0 0
Linkscan In Pkts discarded..................... 0
Lalmizgiesm OWE PIKES c0000000000000000000600000000 0
Linkscan Out Pkts discarded.................... 0
Auth/Unauth In CallbacksS.......eeveeiiinnnnnnn. 0
Auth/Unauth In Callbacks discarded.... .. . 0
Auth/Unauth Out CallbackS........coveiiinnnnnnn. 0
Auth/Unauth Out Callbacks discarded............ 0
RX Tunnelling In Pkts o 0
RX Tunnelling In Pkts discarded................ 0
0% TummmElliling Oz PRES . cocooocascocoocaocoaoooao 0
RX Tunnelling Out Pkts discarded.. 0
QAN IBWEMES flo 60 0000000600000000600060006060000000 0
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OAM Events 0
OAM Events 0
OAM Events 0
BFD Events 0
BFD Events 0
BFD Events 0
BFD Events Out discarded..........ccoveeuevnn.. 0
IEI9EILE BWEMES Mo oooo00000000000000000000000500 0
Fabric Events In discarded..................... 0
TaloEilE BYEAES OUiEcoococococconcoooccosconnoooscaas 0
Fabric Events Out discarded.................... 0
Scan Add Requests IN.....cceereeoenconocanacnns 0
Scan Del Requests IN. ... eneeeeeneeeneeanns 0
Segin Netlfy (Run Eemellers) OUtcccoscoccaccocooocao 0
Scan Notify(Traverse Processing) ............... 0

2.2.5 show stack-port stack-path

This command displays the route a packet will take to reach the destination.

Format show stack-port stack-path {I-8 | all}

Mode Privileged EXEC

2.3 Stack Firmware Synchronization Commands

Stack Firmware Synchronization (SFS) provides the ability to automatically synchronize firmware for all stack members.
If a unit joins the stack and its firmware version is different from the version running on the stack manager, the SFS
feature can either upgrade or downgrade the firmware on the mismatched stack member. There is no attempt to
synchronize the stack to the latest firmware in the stack.

2.3.1 boot auto-copy-sw

Use this command to enable the Stack Firmware Synchronization feature on the stack.

Default Disabled
Format boot auto-copy-sw
Mode Privileged EXEC

2.3.1.1 no boot auto-copy-sw

Use this command to disable the Stack Firmware Synchronization feature on the stack.

Format no boot auto-copy-sw

Mode Privileged EXEC

2.3.2 boot auto-copy-sw trap

Use this command to enable the sending of SNMP traps related to the Stack Firmware Synchronization feature.

Default Enabled
Format boot auto-copy-sw trap
Mode Privileged EXEC
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2.3.2.1 no boot auto-copy-sw trap

Use this command to disable the sending of SNMP traps related to the Stack Firmware Synchronization feature.

Format no boot auto-copy-sw trap

Mode Privileged EXEC

2.3.3 boot auto-copy-sw allow-downgrade

Use this command to allow the stack manager to downgrade the firmware version on the stack member if the firmware
version on the manager is older than the firmware version on the member.

Default Enabled
Format boot auto-copy-sw allow-downgrade
Mode Privileged EXEC

2.3.3.1 no boot auto-copy-sw allow-downgrade

Use this command to prevent the stack manager from downgrading the firmware version of a stack member.

Format no boot auto-copy-sw allow-downgrade

Mode Privileged EXEC

2.3.4 show auto-copy-sw

Use this command to display Stack Firmware Synchronization configuration status information.

Format show auto-copy-sw

Mode Privileged EXEC

Synchronization Shows whether the SFS feature is enabled.

SNMP Trap Status Shows whether the stack will send traps for SFS events.

Allow Downgrade Shows wether the manager is permitted to downgrade the firmware version of a stack member.

2.4 Nonstop Forwarding Commands

A switch can be described in terms of three semi-independent functions called the forwarding plane, the control plane,
and the management plane. The forwarding plane forwards data packets. The forwarding plane is implemented in
hardware. The control plane is the set of protocols that determine how the forwarding plane should forward packets,
deciding which data packets are allowed to be forwarded and where they should go. Application software on the
management unit acts as the control plane. The management plane is application software running on the management
unit that provides interfaces allowing a network administrator to configure and monitor the device.

Nonstop forwarding (NSF) allows the forwarding plane of stack units to continue to forward packets while the control
and management planes restart as a result of a power failure, hardware failure, or software fault on the management
unit. A nonstop forwarding failover can also be manually initiated using the initiate failover command. Traffic

flows that enter and exit the stack through physical ports on a unit other than the management continue with at most
subsecond interruption when the management unit fails.
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To prepare the backup management unit in case of a failover, applications on the management unit continuously
checkpoint some state information to the backup unit. Changes to the running configuration are automatically copied
to the backup unit. MAC addresses stay the same across a nonstop forwarding failover so that neighbors do not have
to relearn them.

When a nonstop forwarding failover occurs, the control plane on the backup unit starts from a partially-initialized state
and applies the checkpointed state information. While the control plane is initializing, the stack cannot react to external
changes, such as network topology changes. Once the control plane is fully operational on the new management unit,
the control plane ensures that the hardware state is updated as necessary. Control plane failover time depends on the
size of the stack, the complexity of the configuration, and the speed of the CPU.

The management plane restarts when a failover occurs. Management connections must be reestablished.

For NSF to be effective, adjacent networking devices must not reroute traffic around the restarting device. LCOS SX uses
three techniques to prevent traffic from being rerouted:

1. A protocol may distribute a part of its control plane to stack units so that the protocol can give the appearance that
it is still functional during the restart. Spanning tree and port channels use this technique.

2. A protocol may enlist the cooperation of its neighbors through a technique known as graceful restart. OSPF uses
graceful restart if it is enabled (see /P Event Dampening Commands on page 725).

3. A protocol may simply restart after the failover if neighbors react slowly enough that they will not normally detect
the outage. The IP multicast routing protocols are a good example of this behavior.

To take full advantage of nonstop forwarding, layer 2 connections to neighbors should be via port channels that span
two or more stack units, and layer 3 routes should be ECMP routes with next hops via physical ports on two or more
units. The hardware can quickly move traffic flows from port channel members or ECMP paths on a failed unit to a
surviving unit.

2.4.1 nsf (Stack Global Config Mode)

This command enables nonstop forwarding feature on the stack. When nonstop forwarding is enabled, if the management
unit of a stack fails, the backup unit takes over as the master without clearing the hardware tables of any of the surviving
units. Data traffic continues to be forwarded in hardware while the management functions initialize on the backup unit.

NSF is enabled by default on platforms that support it. The administrator may wish to disable NSF in order to redirect
the CPU resources consumed by data checkpointing.

If a unit that does not support NSF is connected to the stack, then NSF is disabled on all stack members. When a unit
that does not support NSF is disconnected from the stack and all other units support NSF, and NSF is administratively
enabled, then NSF operation resumes.

Default Enabled
Format nsf
Mode Stack Global Config Mode

2.4.1.1 no nsf

This command disables NSF on the stack.

Format no nsf

Mode Stack Global Config Mode

2.4.2 show nsf

This command displays global and per-unit information on NSF configuration on the stack.

Format show nsf
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| Mode Privileged EXEC |
Parameter Description
NSF Administrative Status Whether nonstop forwarding is administratively enabled or disabled. Default: Enabled
NSF Operational Status Indicates whether NSF is enabled on the stack.
Last Startup Reason The type of activation that caused the software to start the last time:

> Power-On means that the switch rebooted. This could have been caused by a power cycle or
an administrative Reload command.

> Administrative Move means that the administrator issued the movemanagement command
for the stand-by manager to take over.

> Warm-Auto-Restart means that the primary management card restarted due to a failure, and
the system executed a nonstop forwarding failover.

> Cold-Auto-Restart means that the system switched from the active manager to the backup
manager and was unable to maintain user data traffic. This is usually caused by multiple failures
occurring close together.

Time Since Last Restart Time since the current management unit became the active management unit.
Restart in progress Whether a restart is in progress.
Warm Restart Ready Whether the system is ready to perform a nonstop forwarding failover from the management unit

to the backup unit.

Copy of Running Configuration | Whether the running configuration on the backup unit includes all changes made on the

to Backup Unit: Status management unit. Displays as Current or Stale.
Time Since Last Copy When the running configuration was last copied from the management unit to the backup unit.
Time Until Next Copy The number of seconds until the running configuration will be copied to the backup unit. This line

only appears when the running configuration on the backup unit is Stale.

Per Unit Status Parameters

NSF Support Whether a unit supports NSF.

2.4.3 initiate failover

This command forces the backup unit to take over as the management unit and perform a warm restart of the stack. On
a warm restart, the backup unit becomes the management unit without clearing its hardware tables (on a cold restart,
hardware tables are cleared). Applications apply checkpointed data from the former management unit. The original
management unit reboots.

If the system is not ready for a warm restart, for example because no backup unit has been elected or one or more
members of the stack do not support nonstop forwarding, the command fails with a warning message.

The movemanagement command (see movemanagement on page 64) also transfers control from the current

management unit; however, the hardware is cleared and all units reinitialize.

Format initiate failover

Mode Stack Global Config Mode

2.4.4 show checkpoint statistics

This command displays general information about the checkpoint service operation.

Format show checkpoint statistics
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Messages Checkpointed

Parameter Description

Number of checkpoint messages transmitted to the backup unit. Range: Integer. Default: 0

Bytes Checkpointed

Number of bytes transmitted to the backup unit. Range: Integer. Default: 0

Time Since Counters Cleared

Number of days, hours, minutes and seconds since the counters were reset to zero. The counters
are cleared when a unit becomes manager and with a support command. Range: Time Stamp.

Default: 0d00:00:00

Checkpoint Message Rate

Average number of checkpoint messages per second. The average is computed over the time period
since the counters were cleared. Range: Integer. Default: 0

Last 10-second Message Rate

Average number of checkpoint messages per second in the last 10-second interval. This average
is updated once every 10 seconds. Range: Integer. Default: 0

Highest 10-second Message
Rate

The highest rate recorded over a 10-second interval since the counters were cleared. Range: Integer.
Default: 0

2.4.5 clear checkpoint statistics

This command clears all checkpoint statistics to their initial values.

Format clear checkpoint statistics

Mode Privileged EXEC
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3 Management Commands

This chapter describes the management commands available in the LCOS SX CLI.

@ The commands in this chapter are in one of three functional groups:

> Show commands display switch settings, statistics, and other information.

> Configuration commands configure features and options of the switch. For every configuration command,
there is a show command that displays the configuration setting.

> Clear commands clear some or all of the settings to factory defaults.

3.1 Network Interface Commands

This section describes the commands you use to configure a logical interface for management access. To configure the
management VLAN, see network mgmt_vlan on page 381 command.

3.1.1 enable (Privileged EXEC Access)

This command gives you access to the Privileged EXEC mode. From the Privileged EXEC mode, you can configure the
network interface.

Format enable

Mode User EXEC

3.1.2 do (Privileged EXEC Commands)

This command executes Privileged EXEC mode commands from any of the configuration modes.

Format do Priv Exec Mode Command
Mode > Global Config

> Interface Config

> VLAN Database

> Routing Config

Example: The following is an example of the do command that executes the Privileged EXEC command script
1ist in Global Config Mode.

(Routing) #configure

(Routing) (config) #do script list

Configuration Script Name Size (Bytes)
backup-config 2105
running-config 4483
startup-config 445

3 configuration script(s) found.
2041 Kbytes free.

Routing (config) #
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3.1.3 network parms

This command sets the IP address, subnet mask and gateway of the device. The IP address and the gateway must be on
the same subnet. When you specify the none option, the IP address and subnet mask are set to the factory defaults.

Format network parms {ipaddr netmask [gateway] | none}

Mode Privileged EXEC

3.1.4 network protocol
This command specifies the network configuration protocol to be used. If you modify this value, change is effective
immediately. If you use the bootp parameter, the switch periodically sends requests to a BootP server until a response
is received. If you use the dhcp parameter, the switch periodically sends requests to a DHCP server until a response is

received. If you use the none parameter, you must configure the network information for the switch manually.

Default None
Format network protocol {none | bootp | dhcp}
Mode Privileged EXEC

3.1.5 network protocol dhcp

This command enables the DHCPv4 client on a Network port. If the c1ient-1id optional parameter is given, the DHCP
client messages are sent with the client identifier option.

Default None
Format network protocol dhcp [client-id]
Mode Global Config

There is no support for the no form of the command network protocol dhcp client-id. Toremove the
client-1id option from the DHCP client messages, issue the command network protocol dhcp without the

client-id option. The command network protocol none can be used to disable the DHCP client and
client-id option on the interface.

Example: The following shows an example of the command.
(Routing) # network protocol dhcp client-id

3.1.6 network mac-address
This command sets locally administered MAC addresses. The following rules apply:

> Bit6of byte 0 (called the U/L bit) indicates whether the address is universally administered (b'0") or locally administered
(b'1Y).

> Bit7of byte 0 (called the I/G bit) indicates whether the destination address is an individual address (b'0") or a group
address (b'1").

> The second character, of the twelve character macaddr, must be 2, 6, A or E.

Alocally administered address must have bit 6 On (b*1") and bit 7 Off (b'0").

Format network mac-address macaddr

Mode Privileged EXEC
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3.1.7 network mac-type

This command specifies whether the switch uses the burned in MAC address or the locally-administered MAC address.

Default burnedin
Format network mac-type {local | burnedin}
Mode Privileged EXEC

3.1.7.1 no network mac-type

This command resets the value of MAC address to its default.

Format no network mac-type

Mode Privileged EXEC

3.1.8 show network

This command displays configuration settings associated with the switch's network interface. The network interface is
the logical interface used for in-band connectivity with the switch via any of the switch's front panel ports. The
configuration parameters associated with the switch's network interface do not affect the configuration of the front
panel ports through which traffic is switched or routed. The network interface is always considered to be up, whether
or not any member ports are up; therefore, the show network command will always show Interface Statusas

Up.

Format show network

Mode > Privileged EXEC

> User EXEC

Term Definition

Interface Status The network interface status; it is always considered to be “up”.

IP Address The IP address of the interface. The factory default value is 0.0.0.0.

Subnet Mask The IP subnet mask for this interface. The factory default value is 0.0.0.0.

Default Gateway The default gateway for this IP interface. The factory default value is 0.0.0.0.

IPv6 Administrative Mode Whether enabled or disabled.

IPv6 Address/Length The IPv6 address and length.

IPv6 Default Router The IPv6 default router address.

Burned In MAC Address The burned in MAC address used for in-band connectivity.

Locally Administered MAC Address If desired, a locally administered MAC address can be configured for in-band connectivity.
To take effect, 'MAC Address Type' must be set to ‘Locally Administered'. Enter the
address as twelve hexadecimal digits (6 bytes) with a colon between each byte. Bit 1
of byte 0 must be settoa 1 and bit 0to a 0, i.e. byte 0 should have the following mask
"xxxx xx10'. The MAC address used by this bridge when it must be referred to in a unique
fashion. It is recommended that this be the numerically smallest MAC address of all
ports that belong to this bridge. However it is only required to be unique. When
concatenated with dot1dStpPriority a unique Bridge Identifier is formed which is used
in the Spanning Tree Protocol.

MAC Address Type The MAC address which should be used for in-band connectivity. The choices are the
burned in or the Locally Administered address. The factory default is to use the burned
in MAC address.
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Term Definition

Configured IPv4 Protocol The IPv4 network protocol being used. The options are bootp | dhcp | none.

Configured IPv6 Protocol The IPv6 network protocol being used. The options are dhcp | none.

DHCPv6 Client DUID The DHCPv6 client's unique client identifier. This row is displayed only when the
configured IPv6 protocol is dhcp.

IPv6 Autoconfig Mode Whether IPv6 Stateless address autoconfiguration is enabled or disabled.

DHCP Client Identifier The client identifier is displayed in the output of the command only if DHCP is enabled
with the c1ient-1id option on the network port. See network protocol dhcp on page
81.

Example: The following shows example CLI display output for the network port.

(admin) #show network

INEETEEAER SEAElSooocooncoocco060000000000000000 Up

112 AGCEIEEE8 0 0 00 00000000060000000000000000600060000 10.250.3.1

SulsmEE MESIKo 600000000000000006000600000000000000 255.255.255,0

Default Gateway. .. e teenteenieeneeeneeenenens 10.250.3.3

IPv6 Administrative Mode...........oiveeuunnnnn Enabled

LPwE PEEENSR i8S cocoooocococcoccoooccooconncooscaas fe80::210:18ff:feB2:64c/64
IPH6 PEEEILR 18 00000000000000000000000006000606000 2003::1/128

LPvE DeifauliE REUERE 18 ccoccccococccoccooosoooooo fe80::204:76ff:fe73:423a
[Burenzel m MG ACElEE@8S 0 0 coooooonoonnocoocoooosoo0 00:10:18:82:06:4C

Locally Administered MAC address............... 00:00:00:00:00:00

MAC AddresSS TYPE. :ecetecetocetocetocatocnsonens Burned In

(Comifieureel Pvd PireEtee@l oooocoooooocococoaocoaoo None

Comifigieael ILPwE PEeEteE®Ll ccocoocoocococcooooooo DHCP

DECRYE CLli@aE BULD oooccoocoocoaco0c000009000000 00:03:00:06:00:10:18:82:06:4C
LPw6 ABEOEOMELE Mo6lEo o ocoooocoocoocnocaoconsocaon Disabled

Management VLAN ID.....cuteentnenroennnennnenns 1

DHCP Client Identifier...............ccoiive.... 0-0010.1882.160B-v11l

3.2 Console Port Access Commands

This section describes the commands you use to configure the console port. You can use a serial cable to connect a
management host directly to the console port of the switch.

3.2.1 configure

3.2.2 line

This command gives you access to the Global Config mode. From the Global Config mode, you can configure a variety
of system settings, including user accounts. From the Global Config mode, you can enter other command modes, including
Line Config mode.

Format configure

Mode Privileged EXEC

This command gives you access to the Line Console mode, which allows you to configure various Telnet settings and the
console port, as well as to configure console login/enable authentication.

Format line {console | telnet | ssh}

Mode Global Config
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Definition
console Console terminal line.
telnet Virtual terminal for remote console access (Telnet).
ssh Virtual terminal for secured remote console access (SSH).

Example: The following shows an example of the CLI command.

(Routing) (config) #line telnet
(Routing) (config-telnet) #

3.2.3 serial baudrate

This command specifies the communication rate of the terminal interface. The supported rates are 1200, 2400, 4800,
9600, 19200, 35400, 57600, and 115200.

Default 115200

Format serial baudrate {1200 | 2400 | 4800 | 9600 | 19200 | 38400 | 57600 |
115200}

Mode Line Config

3.2.3.1 no serial baudrate

This command sets the communication rate of the terminal interface.

Format no serial baudrate

Mode Line Config

3.2.4 serial timeout

This command specifies the maximum connect time (in minutes) without console activity. A value of 0 indicates that a
console can be connected indefinitely. The time range is 0 to 160.

Default 10
Format serial timeout 0-160
Mode Line Config

3.2.4.1 no serial timeout

This command sets the maximum connect time (in minutes) without console activity.

Format no serial timeout

Mode Line Config

3.2.5 show serial
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Term Definition

Serial Port Login Timeout (minutes) The time, in minutes, of inactivity on a serial port connection, after which the switch
will close the connection. A value of 0 disables the timeout.

Baud Rate (bps) The default baud rate at which the serial port will try to connect.

Character Size (bits) The number of bits in a character. The number of bits is always 8.

Flow Control Whether Hardware Flow-Control is enabled or disabled. Hardware Flow Control is always
disabled.

Stop Bits The number of Stop bits per character. The number of Stop bits is always 1.

Parity The parity method used on the Serial Port. The Parity Method is always None.

3.3 Telnet Commands

This section describes the commands you use to configure and view Telnet settings. You can use Telnet to manage the
device from a remote management host.

3.3.1ip telnet server enable

Use this command to enable Telnet connections to the system and to enable the Telnet Server Admin Mode. This command
opens the Telnet listening port.

Default Enabled
Format ip telnet server enable
Mode Privileged EXEC

3.3.1.1 no ip telnet server enable

Use this command to disable Telnet access to the system and to disable the Telnet Server Admin Mode. This command
closes the Telnet listening port and disconnects all open Telnet sessions.

Format no ip telnet server enable

Mode Privileged EXEC

3.3.2 ip telnet port

This command configures the TCP port number on which the Telnet server listens for requests.

Default 23
Format ip telnet port 1-65535
Mode Privileged EXEC

3.3.2.1 no ip telnet port

This command restores the Telnet server listen port to its factory default value.

Format no ip telnet port

Mode Privileged EXEC
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3.3.3 telnet

This command establishes a new outbound Telnet connection to a remote host. The host value must be a valid [P address
or host name. Valid values for port should be a valid decimal integer in the range of 0 to 65535, where the default value
is 23. If [debug] is used, the current Telnet options enabled is displayed. The optional /ine parameter sets the outbound

Telnet operational mode as linemode where, by default, the operational mode is character mode. The Jocalecho option
enables local echo.

Format telnet ip-address|hostname port [debug] [line] [localecho]
Mode > Privileged EXEC
> User EXEC

3.3.4 transport input telnet

This command regulates new Telnet sessions. If enabled, new Telnet sessions can be established until there are no more
sessions available. An established session remains active until the session is ended or an abnormal network error ends
the session.

@ If the Telnet Server Admin Mode is disabled, Telnet sessions cannot be established. Use the ip telnet

server enable command to enable Telnet Server Admin Mode.

Default Enabled
Format transport input telnet
Mode Line Config

3.3.4.1 no transport input telnet

Use this command to prevent new Telnet sessions from being established.

Format no transport input telnet
Mode Line Config
3.3.5 transport output

This command regulates new outbound Telnet or SSH connections. If enabled, new outbound Telnet or SSH sessions can
be established until the system reaches the maximum number of simultaneous outbound Telnet or SSH sessions allowed.
If disabled, no new Telnet or SSH session can be established. An established session remains active until the session is
ended or an abnormal network error ends it.

Default Enabled
Format transport output {telnet|ssh}
Mode Line Config

3.3.5.1 no transport output

Use this command to disable new outbound Telnet or SSH connection. If disabled, no new outbound Telnet or SSH
connection can being established.

Format no transport output

Mode Line Config
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3.3.6 session-limit

This command specifies the maximum number of simultaneous outbound Telnet sessions. A value of 0 indicates that no
outbound Telnet session can be established.

Default 5
Format session-limit 0-5
Mode Line Config

3.3.6.1 no session-limit

This command sets the maximum number of simultaneous outbound Telnet sessions to the default value.

Format no session-limit

Mode Line Config

3.3.7 session-timeout

This command sets the Telnet session timeout value. The timeout value unit of time is minutes.

Default 5
Format session-timeout 1-160
Mode Line Config

3.3.7.1 no session-timeout

This command sets the Telnet session timeout value to the default.

Format no session-timeout

Mode Line Config

3.3.8 telnetcon maxsessions

This command specifies the maximum number of Telnet connection sessions that can be established. A value of 0 indicates
that no Telnet connection can be established. The range is 0 to 5.

Default 5
Format telnetcon maxsessions 0-5
Mode Privileged EXEC

3.3.8.1 no telnetcon maxsessions

This command sets the maximum number of Telnet connection sessions that can be established to the default value.

Format no telnetcon maxsessions

Mode Privileged EXEC

3.3.9 telnetcon timeout

This command sets the Telnet connection session timeout value, in minutes. A session is active as long as the session
has not been idle for the value set. The time is a decimal value from 1 to 160.
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@ When you change the timeout value, the new value is applied to all active and inactive sessions immediately.
Any sessions that have been idle longer than the new timeout value are disconnected immediately.

Default 5
Format telnetcon timeout 1-160
Mode Privileged EXEC

3.3.9.1 no telnetcon timeout

This command sets the Telnet connection session timeout value to the default.

@ Changing the timeout value for active sessions does not become effective until the session is accessed again.

Also, any keystroke activates the new timeout duration.

Format no telnetcon timeout
Mode Privileged EXEC
3.3.10 show telnet

This command displays the current outbound Telnet settings. In other words, these settings apply to Telnet connections
initiated from the switch to a remote system.

Format show telnet
Mode > Privileged EXEC
> User EXEC
Term Definition
Outbound Telnet Login Timeout The number of minutes an outbound Telnet session is allowed to remain inactive before

being logged off.

Maximum Number of Outbound Telnet | The number of simultaneous outbound Telnet connections allowed.
Sessions

Allow New Outbound Telnet Sessions Indicates whether outbound Telnet sessions will be allowed.

3.3.11 show telnetcon

This command displays the current inbound Telnet settings. In other words, these settings apply to Telnet connections
initiated from a remote system to the switch.

Format show telnetcon
Mode > Privileged EXEC
> User EXEC

Definition

Remote  Connection Login  Timeout | This object indicates the number of minutes a remote connection session is allowed to
(minutes) remain inactive before being logged off. May be specified as a number from 1 to 160.
The factory default is 5.
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Term Definition

Maximum Number of Remote Connection | This object indicates the number of simultaneous remote connection sessions allowed.

Sessions The factory default is 5.

Allow New Telnet Sessions New Telnet sessions will not be allowed when this field is set to no. The factory default
value is yes.

Telnet Server Admin Mode If Telnet Admin mode is enabled or disabled.

Telnet Server Port The configured TCP port number on which the Telnet server listens for requests. (The
default is 23.)

3.4 Secure Shell Commands

This section describes the commands you use to configure Secure Shell (SSH) access to the switch. Use SSH to access
the switch from a remote management host.

@ The system allows a maximum of five SSH sessions.

3.4.1ip ssh

Use this command to enable SSH access to the system. (This command is the short form of the ip ssh server

enable command.)

Default Disabled
Format ip ssh
Mode Privileged EXEC

3.4.1.1 no ip ssh

Use this command to disable SSH access to the system.

Format no ip ssh

Mode Privileged EXEC

3.4.2 ip ssh port

Use this command to configure the TCP port number on which the SSH server listens for requests. Valid port numbers
are from 1 to 65535.

Default 22
Format ip ssh port 1-65535
Mode Privileged EXEC

3.4.2.1 no ip ssh port

Use this command to restore the SSH server listen port to its factory default value.

Format no ip ssh port
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| Mode Privileged EXEC

3.4.3 ip ssh pubkey-auth

Use this command to enable public key authentication for incoming SSH sessions.

Default Disabled
Format ip ssh pubkey-auth
Mode Privileged EXEC

3.4.3.1 no ip ssh pubkey-auth

Use this command to disable SSH access to the system.

Format no ip ssh pubkey-auth

Mode Privileged EXEC

3.4.4 ip ssh server enable

This command enables the IP secure shell server. No new SSH connections are allowed, but the existing SSH connections
continue to work until timed-out or logged-out.

Default Enabled
Format ip ssh server enable
Mode Privileged EXEC

3.4.4.1 no ip ssh server enable

This command disables the IP secure shell server.

Format no ip ssh server enable

Mode Privileged EXEC

3.4.5 sshcon maxsessions

This command specifies the maximum number of SSH connection sessions that can be established. A value of 0 indicates
that no ssh connection can be established. The range is 0 to 5.

Default 5
Format sshcon maxsessions 0-5
Mode Privileged EXEC

3.4.5.1 no sshcon maxsessions

This command sets the maximum number of allowed SSH connection sessions to the default value.

Format no sshcon maxsessions

Mode Privileged EXEC
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3.4.6 sshcon timeout

This command sets the SSH connection session timeout value, in minutes. A session is active as long as the session has
been idle for the value set. The time is a decimal value from 1 to 160.

Changing the timeout value for active sessions does not become effective until the session is re accessed. Also, any
keystroke activates the new timeout duration.

Default 5
Format sshcon timeout 1-160
Mode Privileged EXEC

3.4.6.1 no sshcon timeout
This command sets the SSH connection session timeout value, in minutes, to the default.

Changing the timeout value for active sessions does not become effective until the session is re accessed. Also, any
keystroke activates the new timeout duration.

Format no sshcon timeout

Mode Privileged EXEC

3.4.7 show ip ssh

This command displays the ssh settings.

Format show ip ssh

Mode Privileged EXEC

Administrative Mode This field indicates whether the administrative mode of SSH is enabled or disabled.

SSH Port The SSH port.

Protocol Level The SSH protocol version. This field may have the values of version 1, version 2, or both
version 1 and version 2.

SSH Sessions Currently Active The number of SSH sessions currently active.

Max SSH Sessions Allowed The maximum number of SSH sessions allowed.

SSH Timeout The SSH timeout value in minutes.

Keys Present Indicates whether the SSH RSA, DSA, and ECDSA key files are present on the device.
The length of the respective keys is displayed in parenthesis.

Key Generation in Progress Indicates whether RSA, DSA, or ECDSA key files generation is currently in progress.

Public Key Authentication Mode Indicates whether the password less login for the SSH client is enabled or not.

SCP Server Administrative Mode Indicates whether the SCP server is enabled on the switch. To allow file transfers from
a host system to the switch using SCP push operations, the SCP server must be enabled.

Example: The following shows example CLI display output for the command.
(Routing) (Config) #show ip ssh

SSH Configuration

Administratiive Model S UL DL Disabled
S POEES 0000000000000000000000000000000000000 22
PEOEEE®L LEAVELS cococcoocooscoccoocoonooocnoconc0c0o Version 2
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SSH Sessions Currently Active: ................ 0

Max SSH Sessions Allowed: ..........cceeveunnnn 5

SSH Timeout (MIiNS) @ .« viieeeneeenennannnnnnns 5

IS PiSEEMES 00000000006000000000006000600000000 DSA (1024) RSA(1024) ECDSA(256)
Key Generation In ProgressS: ..........ceeeeee.. None

SSH Public Key Authentication Mode: ........... Disabled

SCP server Administrative Mode: ............... Disabled

3.4.8 ssh
Use this command to establish an outbound SSH session for the DUT to a remote host.
Format ssh [-1 user name] [-p port number] {ip-address | hostname}
Mode Privileged EXEC
-l user_name Specify the user name to log in on the remote machine. If this parameter is not specified, the

user_ name currently logged in to the DUT is used as the user name.

-p port_number Specify the port number used to establish the SSH session. If this parameter is not specified, port
number 22 is used as the port number.

ip-address The IP address of the host to which to establish the SSH connection.

hostname The hostname of the host to which to establish the SSH connection.

3.4.9 ssh session-limit

Use this command to specify the maximum number of outbound SSH sessions that can be established simultaneously.
A value of 0 (zero) indicates that no outbound SSH session can be established. The range is 0 to 5.

Default 5
Format ssh session-limit 0-5
Mode Global Config

3.4.9.1 no ssh session-limit

This command sets to the default value the maximum number of outbound SSH sessions that can be established
simultaneously.

Format no ssh session-limit

Mode Global Config

3.4.10 ssh timeout

Use this command to set the outbound SSH session timeout value, in minutes. A value of 0 (zero) indicates that the
session remains active indefinitely. The time is a decimal value from 0 to 160.

Default 0
Format ssh timeout 0-160
Mode Global Config

3.4.10.1 no ssh timeout

This command sets to the default value the outbound SSH session timeout value, in minutes.
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Format no ssh timeout

Mode Global Config

3.4.11 show ssh

Use this command to display the current outbound SSH settings.

Format show ssh

Mode Privileged EXEC

Parameter Description

Outbound SSH Admin Mode Indicates if outbound SSH sessions can be established.

Outbound SSH Login Timeout (minutes) | Indicates the number of minutes an outbound telnet session is allowed to remain inactive
before being logged off.

Maximum Number of Outbound SSH Indicates the number of simultaneous outbound SSH connections allowed.
Sessions

Number of Active Outbound SSH Sessions | Indicates the number of simultaneous outbound SSH connections active.

3.5 Management Security Commands

This section describes commands you use to generate keys and certificates, which you can do in addition to loading
them as before.

3.5.1 crypto certificate generate

Use this command to generate a self-signed certificate for HTTPS. This command enters the Crypto Certificate Generation
mode. Enter the fields, such as key-generate, duration, location, and so on. The generated RSA key for

SSL has a length specified by the key-generate field. Use the exit command to exit from Crypto Certificate
Generation mode and generate the self-signed certificate.

@ The switch uses SHA2-256 to sign the generated certificate, and the key length of the certificate generated is
2048 bits.

Format crypto certificate 1-2 generate

Mode Global Config

Example: The following example shows the fields entered by the user to generate a self-signed certificate.

(Routing) (config) #crypto certificate 1 generate
(Routing) (config-crypto-cert-gen) #?

common-name Specifies the common name.

country Specifies the country name.

do Run Privileged Exec mode commands.

duration Specifies number of days a self-signed
certification would be valid.

email Specifies the contact email address.

exit To exit from the mode.

key-generate Regenerate SSL RSA key. If unspecified defaults to
1024.

location Specifies the location or city name.

organization-name Specifies the organization name

organization-unit Specifies the organization internal unit
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show Display Switch Options and Settings.
state Specifies the state or province name.
(Routing) (config-crypto-cert-gen) #

(Routing) (config-crypto-cert-gen) #key-generate 1024

(Routing) (config-crypto-cert-gen) #exit

Certification Generation Successful..

(Routing) (config) #

3.5.1.1 no crypto certificate

Use this command to delete the HTTPS certificate files from the device, regardless of whether they are self-signed or
downloaded from an outside source.

Format no crypto certificate 1-2

Mode Global Config

3.5.2 crypto certificate import

Use this command to import a signed certificate provided by the Certification Authority (CA). The imported certificate
must be based on a certificate request created by the crypto certificate request Privileged EXEC command.

Enter an external certificate (signed by the Certification Authority) to the switch. To end the session, add a period on a
separate line after the input, and press Enter. The signed certificate must contain the switch public key, match the RSA
key on the switch, and must be in X509 PEM text format.

Format crypto certificate 1-2 import

Mode Global Config

Example: The following example imports a certificate signed by the Certification Authority for HTTPS.

(Routing) (Config) #crypto certificate 1 import
Please paste the input now, add a period (.) on a separate line after the input, and press Enter.

MIIBrDCCARWGAWIBAGIJANI +zML5qmloMAOGCSqGS Ib3DOEBCWUAMBGXFAUBGNY
BAMMDTEwWLJjEzMC44Ni4yMTcwHhcNNzZAWMTAxMDMOMzM3WhcNNzEwMTAxMDMOMzM3
WIAYMRYWFAYDVQQDDAOXMC4xMzAuUODYUMjE3MIGEMAOGCSgGSIb3DQEBAQUAAAGN
ADCBiQKBgQCZsOyuz2M1Q8ab+Y9vcRggJdakeL8z4XLNRRD1ASNCOE6GXwskDrT8
hx0r7MywrO4J6bP£fgG2t 63ee3KUyPS+B60dxwmNycRwbUZabxD87MmBwx 90t UULY
AKNCUKXG6I9kxUXry4CNbOmFtVpTHDr+xgWbmpQemRjB3VpUXOueewIDAQABMAOG
CSgGSIb3DQEBCWUAA4GBAHYycAeQZv80Vxcw+hWENsWePkD6VdM8o3ecV9kcCcFuVv
SreKkICC6HBUPKVxgcoVoGbBiRSMGcDJI4XDOVEWWHZv1QiIn821jy+OSpEAruloi
myM305cleG/4balcilccIIgWjwxZwAPd6kz+OtXHhWLN/+Y2akg3sev60XTLTCsv

Certificate imported successfully

(Routing) (Config) #

3.5.3 crypto certificate request
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Use this command to gene rate and display a certificate request for HTTPS. This command enters the Crypto Certificate
Request mode. The certificate request that is generated using this command is sent to the Certification Authority for
signing. The certificate request is generated in Base64-encoded X509 format.

Before generating a certificate request, you must first generate a self-signed certificate using the crypto certificate
generate on page 93 command in Global Configuration mode, to sign the certificate request. Make sure to re-enter the
identical values in the certificate request fields as were entered in the self-signed certificate generated by the crypto
certificate generate on page 93 command.

Format crypto certificate 1-2 request

Mode Global Config
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Example: The following is an example crypto certificate request.

(Routing) (Config) #crypto certificate 1 request
(Routing) (config-crypto-cert-req) #?

common-name Specifies the common name.

country Specifies the country name.

do Run Privileged Exec mode commands.

email Specifies the contact email address.
exit To exit from the mode.

location Specifies the location or city name.
organization-name Specifies the organization name
organization-unit Specifies the organization internal unit
show Display Switch Options and Settings.
state Specifies the state or province name.

subject-alternative-name Specifies the Subject Alernative Name.

(Routing) (config-crypto-cert-req)# exit

MIIBUTCBuwIBAJjASMRAwWDgYDVQQDDACWLjAUMC4wWMIGEMAOGCSgGSIb3DQEBAQUA
A4GNADCBiQKBgQC+pfOyHFIjXe/2DDwedT1GkZKX8PP1/4F35KyaounA35kHGwIx
+y+1T5hMfOererTbkLdoM8taPOYipv+gJd978DL8tNMBIMIHACPokAmuv+PDNYaGK
sY1Y+L/Ajge7qh3iCO/HR/wPenKab4 fChbyKA5x7GFriPs4YWGxbv1X2wQIDAQAR
OAAWDQYJK0oZIhvcNAQELBQADGYEADXHN2ScDYGnHETrgjl6+5XDIJW66Pxidr/JPs
BVCF+QKrwItwg6AqGwIDHDVY fve5FGnpW3vYbfovRuSalbNGmS/1UOXmp]j YQryQWw
AwTt2DTNPxiuZZjumfjT/utWmdFPsaibGyjczU/HyDDFsrC7ukLWrXro6£fbjviWx
mnxt7FQ=

(Routing) (config) #

@ The Subject Alternative Name (SAN) is an extension to the X.509 specification that allows users to specify
additional host names for a single SSL certificate. Some browsers will not accept the Common Name field in an
SSL certificate and require the SAN field instead.

LCOS SX supports adding the SAN field to the certificate request. The following sample SAN formats are supported.

DNS:example.com

DNS:*.example.com

DNS:xyz.com,IP:10.10.20.1

DNS.1l:myserver.com, DNS.2:xyz.com, IP:10.10.32.1

3.5.4 crypto key generate rsa

Use this command to generate an RSA key pair for SSH. The new key files will overwrite any existing generated or
downloaded RSA key files.

Format crypto key generate rsa

Mode Global Config

3.5.4.1 no crypto key generate rsa

Use this command to delete the RSA key files from the device.

Format no crypto key generate rsa

Mode Global Config

3.5.5 crypto key generate dsa

Use this command to generate a DSA key pair for SSH. The new key files will overwrite any existing generated or
downloaded DSA key files.

Format crypto key generate dsa

Mode Global Config
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3.5.5.1 no crypto key generate dsa

Use this command to delete the DSA key files from the device.

Format no crypto key generate dsa

Mode Global Config

3.5.6 crypto key generate ecdsa

Use this command to generate an ECDSA key pair for SSH. The new key files overwrite any existing generated or
downloaded ECDSA key files.

Format crypto key generate ecdsa key-len

Mode Global Config

Parameter Description

key-len Key length for the ECDSA key in bits. Valid lengths are 256, 384, and 521.

3.5.6.1 no crypto key generate ecdsa
Use this command to delete the ECDSA key files from the device.

Format no crypto key generate ecdsa

Mode Global Config

3.5.7 crypto key pubkey-chain ssh
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Use this command to enter the Public Key Configuration mode to manually specify public keys for SSH clients or an
individual user.

Format crypto key pubkey-chain ssh user-key user-name

Mode Global Config

Example: Following is an example of the CLI command.

(Routing) (Config) #crypto key pubkey-chain ssh user-key test rsa

(Routing) (config-pubkey-key) #key-String "ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAQEAVwovalrICLGoTJ46ZMRknjAk8pBEZz3Y4DijzV70im+wiW7DISmFUULI3cT1110cjGHeQF03ph
ufEDCK45CrOnHCD37zDwiN5B2+YFtVq6h4dQGEBFIVNXvJ/PmgDt5iti/jJAVRXn4NzHAO3byn8/
yHUsrzI6Syd3FZfaBvD+Shxpgx+pZkkLRXHgZ1L/s7uxOpubaWwjhZEZFz5RJIX//chT5J3uHn++WoYt/
3CwEenZeF400wEji5DTnPfkTnHxm8s4NSWHPKYOsSN8LW2300EmUOmoRUOKJIX7 /

Zeuw36fI6RVEIFbTmX6a59GRBPpaMh 9oHBAGxXDA4XIx5AXTrsqS1Q==""

(Routing) (config-pubkey-key) #exit

(Routing) (config) #

3.5.7.1 no crypto key pubkey-chain ssh

Use this command to erase all the SSH server public key chains or the public key for a user.

Format no crypto key pubkey-chain ssh [user-key user-name]

Mode Global Config
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3.5.8 show crypto certificate mycertificate

Use this command to display the SSH certificates present on the switch.

Format show crypto certificate mycertificate [number]

Mode Privileged EXEC

Parameter Description

number Specifies the certificate number. Range: 1 to 2 digits.

Example: The following shows example display output for the CLI command.

(Routing) #show crypto certificate mycertificate

MIIBrDCCARWGAWIBAGIJANI +zML5qmloMAQGCSqGS Tb3DOEBCWUAMBGXFAUBGNY
BAMMDTEWLjEzMC44Ni4yMTcwHhcNNzAwWMTAXMDMOMzM3WhcNNzZEwWMTAXMDMOMzM3
WHAYMRYWFAYDVQQDDAOxMC4xMzAuODYuMjE3MIGEMAOGCSgGSIb3DQEBAQUAA4GN
ADCBiQKBgQCZsOyuz2M1Q8ab+Y9vcRgqJdakeL8z4XLNRRD1ASNCOE6GXwskDrT8
hx0r7MywrO4J6bPfqG2t63ee3KUyPS+B60dxwmNycRwbUZabxD8 7MmBwx 90t UULY
AkKNCUKXG6I9kxUXry4CNbOmFtVpTHDr +xqWompQemRjB3VpUXOueew IDAQABMAOG
CSgGSIb3DQEBCWUAA4GBAHYycAeQZv80Vxcw+hWFNsWePkD6VdM8o3ecV9kcCcFuv
SreKkICC6HBUPKVxgcoVoGbBiRSMGcDJ4XDOVEWWHZv1QiIn821jy+OSpEAruIOoi
myM305cleG/4balcilccIIgWjwxZwAPd6kz+OtXHhWLN/+Y2akg3sev60XTLTCsV

Issued by: 10.130.86.200

Valid from Jan 1 03:43:37 1970 GMT to Jan 1 03:43:37 1971 GMT
Subject: /CN=10.130.86.200

Fingerprint: 970A9E32A301507C28D1E36805109C77

(Routing) #

3.5.9 show crypto key mypubkey

Use this command to display the SSH certificates present on the switch.

Format show crypto key mypubkey

Mode Privileged EXEC

Example: The following shows example display output for the CLI command.
(Routing) #show crypto key mypubkey

RSA Key Data:
ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAAAGQDIxWi3s2eakSEsmMDoRIF748Q7pChNctFsSJ0aD7esTIgGHhfFL3i2EPn9VOh2A+8tFg2k
XaiIzgWzy9kTbhmen/tCtRyBkvmpLve2z+AKwdHQOx00ZzdLjtTv4/c4XTE4AF6]jg/
LBKdhFb4+gGr6PekbGbuMpp4rvIF76r8wXX1lsw==

Fingerprint (Hex): MD5:ad:bb:2b:dd:c0:4b:8e:bc:£1:99:35:05:25:00:d5:cd

Fingerprint (Bubble Babble): =xicag-duvek-fulir-lelab-sumyk-selar-suzys-fopum-cavis-gebyh-coxax

DSA Key Data:

ssh-dss AAAAB3NzaClkc3MAAACBANrQifFkVewhGrGtOM8tzmlgig7vdp3zRY81jIiQF8ukS8x2f/
WDPAulaZa+wf8pmtO0y+nAvIrPmYTDnMOIfe8X+uu669xdl5+FWkrSqe8B6c1NXVDIxDqJIggOuNjxBj5W+hzwvQODTndVJImIL23h
1+0zxt0DcWfvFVJIILFNhjHAAAAFQCO00gsPDniPrEn7wNUZH2r2mwGohwAAAIBECrS5kreyIwwVBXg05yuSc+khzQ5aDdHBaEKk4RI
qggXvPUMzyaH/
nR84TOX1syUcP51xK1lnoo5ayVwUZKp9Gf43NC1KOmg4cI30VsNswvwn6tvm6+Brsw+DA2KcOxgeGjCZTEZOZXzsgD+0SndE5106G
BKQdA577NFoo3Szmf fwAAAIEAO4gsY12WDINBEf86Ga7kX1EZYPVyNo8tmz3tk899P4VoZFRDWIBzrC/
3723Vd127j0u8oddIJKwliXWFSi4nbWg5NdiaSXtBH5vOnzs3GK59QIirXAJp3ZKMaTzn26PTlemLpw9zxwDpjRLmtpUIKG4 64KZQ

wIzSjhcWDJAgGDmyVU=

Fingerprint (Hex): MD5:50:4e:c7:aa:ff:41:48:0f:f1:f6:46:4a:le:db:e2:a7

Fingerprint (Bubble Babble): =xomal-radyc-rebid-hodid-gelos-pekyn-voduz-cidom-damen-mogeb-hoxox
(Routing) #

3.5.10 show crypto key pubkey-chain ssh

Use this command to display the SSH client's public keys stored on the switch.
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Format show crypto key pubkey-chain ssh

Mode Privileged EXEC

Example: The following shows example display output for the CLI command.
(Routing) #show crypto key pubkey-chain ssh

Username Fingerprint
test MD5:19:8c:81:e3:cd:5c:2a:8a:91:cb:5e:35:a4:43:93:91
(Routing) #

3.6 Hypertext Transfer Protocol Commands

This section describes the commands you use to configure Hypertext Transfer Protocol (HTTP) and secure HTTP access
to the switch. Access to the switch by using a Web browser is enabled by default. Everything you can view and configure
by using the CLI is also available by using the Web.

3.6.1 ip http accounting exec, ip https accounting exec

This command applies user exec (start-stop/stop-only) accounting list to the line methods HTTP and HTTPS.

@ The user exec accounting list should be created using the command aaa accounting on page 124.

Format ip {httplhttps} accounting exec {default|listname}

Mode Global Config

http/https The line method for which the list needs to be applied.

default The default list of methods for authorization services.

listname An alphanumeric character string used to name the list of accounting methods.

3.6.1.1 no ip http accounting exec, no ip https accounting exec

This command deletes the authorization method list.

Format no ip {httplhttps} accounting exec {default|listname}

Mode Global Config

3.6.2 ip http authentication
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Use this command to specify authentication methods for http server users. The default configuration is the local user
database is checked. This action has the same effect as the command ip http authentication local.The

additional methods of authentication are used only if the previous method returns an error, not if it fails. To ensure that
the authentication succeeds even if all methods return an error, specify none as the final method in the command line.

For example, if none is specified as an authentication method after radius, no authentication is used if the RADIUS

server is down.

Default local
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Format ip http authentication methodl [method2...]
Mode Global Config

Idap Uses the list of all LDAP servers for authentication.

local Uses the local username database for authentication.

none Uses no authentication.

radius Uses the list of all RADIUS servers for authentication.

tacacs Uses the list of all TACACS+ servers for authentication.

Example: The following example configures the http authentication.

(switch) (config)# ip http authentication radius local

3.6.2.1 no ip http authentication

Use this command to return to the default.

Format no ip http authentication

Mode Global Config

3.6.3 ip https authentication

Use this command to specify authentication methods for https server users. The default configuration is the local user
database is checked. This action has the same effect as the command ip https authentication local.

The additional methods of authentication are used only if the previous method returns an error, not if it fails. To ensure
that the authentication succeeds even if all methods return an error, specify none as the final method in the command

line. For example, if none is specified as an authentication method after radius, no authentication is used if the

RADIUS server is down.

Default local
Format ip https authentication methodl [method2...]
Mode Global Config

Idap Uses the list of all LDAP servers for authentication.
local Uses the local username database for authentication.
none Uses no authentication.

radius Uses the list of all RADIUS servers for authentication.
tacacs Uses the list of all TACACS+ servers for authentication.

Example: The following example configures https authentication.

(switch) (config)# ip https authentication radius local

3.6.3.1 no ip https authentication

Use this command to return to the default.
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Format no ip https authentication
Mode Global Config
3.6.4 ip http server

This command enables access to the switch through the Web interface. When access is enabled, the user can login to
the switch from the Web interface. When access is disabled, the user cannot login to the switch's Web server. Disabling

the Web interface takes effect immediately. All interfaces are affected.

Default Enabled
Format ip http server
Mode Privileged EXEC

3.6.4.1 no ip http server

This command disables access to the switch through the Web interface. When access is disabled, the user cannot login

to the switch's Web server.

Format no ip http server

Mode Privileged EXEC

3.6.5 ip http secure-server

This command is used to enable the secure socket layer for secure HTTP.

Default Disabled
Format ip http secure-server
Mode Privileged EXEC

3.6.5.1 no ip http secure-server

This command is used to disable the secure socket layer for secure HTTP.

Format no ip http secure-server
Mode Privileged EXEC
3.6.6 ip http port
This command configures the TCP port number on which the HTP server listens for requests.
Default 80
Format ip http port 1025-65535
Mode Privileged EXEC

3.6.6.1 no ip http port

This command restores the HTTP server listen port to its factory default value.

Format no ip http port

Mode Privileged EXEC
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3.6.7 ip http session hard-timeout

This command configures the hard timeout for un-secure HTTP sessions in hours. Configuring this value to zero will give
an infinite hard-timeout. When this timeout expires, the user will be forced to re-authenticate. This timer begins on
initiation of the web session and is unaffected by the activity level of the connection.

Default 24
Format ip http session hard-timeout 1-168
Mode Privileged EXEC

3.6.7.1 no ip http session hard-timeout

This command restores the hard timeout for un-secure HTTP sessions to the default value.

Format no ip http session hard-timeout

Mode Privileged EXEC

3.6.8 ip http session maxsessions

This command limits the number of allowable un-secure HTTP sessions. Zero is the configurable minimum.

Default 16
Format ip http session maxsessions 0-16
Mode Privileged EXEC

3.6.8.1 no ip http session maxsessions

This command restores the number of allowable un-secure HTTP sessions to the default value.

Format no ip http session maxsessions 0-16

Mode Privileged EXEC

3.6.9 ip http session soft-timeout

This command configures the soft timeout for un-secure HTTP sessions in minutes. Configuring this value to zero will
give an infinite soft-timeout. When this timeout expires the user will be forced to reauthenticate. This timer begins on
initiation of the Web session and is restarted with each access to the switch.

Default 5
Format ip http session soft-timeout 1-60
Mode Privileged EXEC

3.6.9.1 no ip http session soft-timeout

This command resets the soft timeout for un-secure HTTP sessions to the default value.

Format no ip http session soft-timeout

Mode Privileged EXEC
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3.6.10 ip http secure-certificate

Use this command to configure the active certificate for HTTPS.

Format ip http secure-certificate

Mode Privileged EXEC

3.6.11 ip http secure-session hard-timeout

This command configures the hard timeout for secure HTTP sessions in hours. When this timeout expires, the user is
forced to reauthenticate. This timer begins on initiation of the Web session and is unaffected by the activity level of the
connection. The secure-session hard-timeout can not be set to zero (infinite).

Default 24
Format ip http secure-session hard-timeout 1-168
Mode Privileged EXEC

3.6.11.1 no ip http secure-session hard-timeout

This command resets the hard timeout for secure HTTP sessions to the default value.

Format no ip http secure-session hard-timeout

Mode Privileged EXEC

3.6.12 ip http secure-session maxsessions

This command limits the number of secure HTTP sessions. Zero is the configurable minimum.

Default 16
Format ip http secure-session maxsessions 0-16
Mode Privileged EXEC

3.6.12.1 no ip http secure-session maxsessions

This command restores the number of allowable secure HTTP sessions to the default value.

Format no ip http secure-session maxsessions

Mode Privileged EXEC

3.6.13 ip http secure-session soft-timeout

This command configures the soft timeout for secure HTTP sessions in minutes. Configuring this value to zero will give
an infinite soft-timeout. When this timeout expires, you are forced to reauthenticate. This timer begins on initiation of
the Web session and is restarted with each access to the switch. The secure-session soft-timeout can not be set to zero

(infinite).

Default 5

Format ip http secure-session soft-timeout 1-60
Mode Privileged EXEC
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3.6.13.1 no ip http secure-session soft-timeout

This command restores the soft timeout for secure HTTP sessions to the default value.

Format no ip http secure-session soft-timeout

Mode Privileged EXEC

3.6.14 ip http secure-port
This command is used to set the SSL port where port can be 1025-65535 and the default is port 443.

Default 443
Format ip http secure-port portid
Mode Privileged EXEC

3.6.14.1 no ip http secure-port

This command is used to reset the SSL port to the default value.

Format no ip http secure-port

Mode Privileged EXEC

3.6.15 ip http secure-protocol

This command is used to set protocol levels (versions). The protocol level can be set to TLS1, SSL3 or to both TLS1 and

SSL3.
Default SSL3 and TLS1
Format ip http secure-protocol [SSL3] [TLS1]
Mode Privileged EXEC
3.6.16 show ip http
This command displays the http settings for the switch.
Format show ip http
Mode Privileged EXEC
HTTP Mode (Unsecure) The unsecure HTTP server administrative mode.
Java Mode The java applet administrative mode which applies to both secure and un-secure web
connections.
HTTP Port The configured TCP port on which the HTTP server listens for requests. (The default is
80.)
RESTful API HTTP Port The HTTPS TCP port number on which the OpEN RESTful API server listens for RESTful
requests.
RESTful API HTTPS Port The HTTPS TCP port number on which the OpEN RESTful API server listens for secure
RESTful requests.
Maximum Allowable HTTP Sessions The number of allowable un-secure http sessions.
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Term Definition

HTTP Session Hard Timeout

The hard timeout for un-secure http sessions in hours.

HTTP Session Soft Timeout

The soft timeout for un-secure http sessions in minutes.

HTTP Mode (Secure)

The secure HTTP server administrative mode.

Secure Port

The secure HTTP server port number.

Secure Protocol Level(s)

The protocol level may have the values of SSL3, TLS1, or both SSL3 and TLST.

Maximum Allowable HTTPS Sessions

The number of allowable secure http sessions.

HTTPS Session Hard Timeout

The hard timeout for secure http sessions in hours.

HTTPS Session Soft Timeout

The soft timeout for secure http sessions in minutes.

Certificate Present

Indicates whether the secure-server certificate files are present on the device.

Certificate Generation in Progress

Indicates whether certificate generation is currently in progress.

3.7 Access Commands

Use the commands in this section to close remote connections or to view information about connections to the system.

3.7.1 disconnect

Use the disconnect command to close HTTP, HTTPS, Telnet or SSH sessions. Use a1l to close all active sessions,

or use session-1idto specify the session ID to close. To view the possible values for session-id, use the show

loginsession command.

Mode Privileged EXEC

Format disconnect {session id | all}

3.7.2 show loginsession

This command displays current Telnet, SSH, and serial port connections to the switch, as well as all remote connections
(including SSH). This command displays truncated user names. Use the show loginsession long command to

display the complete usernames.

Mode Privileged EXEC

Format show loginsession

Term Definition

ID Login Session ID.

User Name The name the user entered to log on to the system.

Connection From IP address of the remote client machine or EIA-232 for the serial port connection.
Idle Time Time this session has been idle.

Session Time Total time this session has been connected.

Session Type Shows the type of session, which can be HTTP, HTTPS, telnet, serial, or SSH.
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3.7.3 show loginsession long

This command displays the complete user names of the users currently logged in to the switch.

Format show loginsession long

Mode Privileged EXEC

Example: The following shows an example of the command.

(switch) #show loginsession long
User Name

admin
testlllltestlllltestlllltestlllltestlllltestlllltestlllltestllll

3.8 User Account Commands

This section describes the commands you use to add, manage, and delete system users. LCOS SX software has two default
users: admin and guest. The admin user can view and configure system settings, and the guest user can view settings.

@ You cannot delete the admin user. There is only one user allowed with level-15 privileges. You can configure up
to five level-1 users on the system.

3.8.1 aaa authentication login

Use this command to set authentication at login. The default and optional list names created with the command are
usedwiththeaaa authentication logincommand.Createa listbyenteringthe aaa authentication
login list-name method command, where 1ist-name is any character string used to name this list. The
method argument identifies the list of methods that the authentication algorithm tries, in the given sequence.

The additional methods of authentication are used only if the previous method returns an error, not if there is an
authentication failure. To ensure that the authentication succeeds even if all methods return an error, specify none as
the final method in the command line. For example, if none is specified as an authentication method after radius,
no authentication is used if the RADIUS server is down.

Default > defaultList — Used by the console and only contains the method none.

> networkList — Used by telnet and SSH and only contains the method local

Format aaa authentication login {default | list-name} methodl [method2...]
Mode Global Config

Parameter Definition

default Uses the listed authentication methods that follow this argument as the default list of methods

when a user logs in.

list-name Character string of up to 15 characters used to name the list of authentication methods activated
when a user logs in.

method1...[method?2...] At least one from the following:
> enable. Uses the enable password for authentication.
> Idap. Uses the list of all LDAP servers for authentication.

> line. Uses the line password for authentication.
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Parameter Definition

> local. Uses the local username database for authentication.
> none. Uses no authentication.

> radius. Uses the list of all RADIUS servers for authentication.
>

tacacs. Uses the list of all TACACS servers for authentication.

Example: The following shows an example of the command.

(switch) (config)# aaa authentication login default radius local enable none

3.8.1.1 no aaa authentication login

This command returns to the default.

Format no aaa authentication login {default | list-name}

Mode Global Config

3.8.2 aaa authentication enable

Use this command to set authentication for accessing higher privilege levels. The default enable list is enableList.

It is used by console, and contains the method as enable followed by none.

A separate default enable list, enableNetList, is used for Telnet and SSH users instead of enablelList. This
list is applied by default for Telnet and SSH, and contains enable followed by deny methods. In LCOS SX, by default, the
enable password is not configured. That means that, by default, Telnet and SSH users will not get access to Privileged
EXEC mode. On the other hand, with default conditions, a console user always enter the Privileged EXEC mode without
entering the enable password.

The default and optional list names created with the aaa authentication enable command are used with
the enable authentication command. Create a list by entering the aaa authentication enable
list-name method command where 1ist-name is any character string used to name this list. The method
argument identifies the list of methods that the authentication algorithm tries in the given sequence.

The user manager returns ERROR (not PASS or FAIL) for enable and line methods if no password is configured, and moves
to the next configured method in the authentication list. The method none reflects that there is no authentication

needed.

The user will only be prompted for an enable password if one is required. The following authentication methods do not
require passwords:

1. none
2. deny

3. enable (if no enable password is configured)
4. line (if no line password is configured)
Example: See the examples below.

d. aaa authentication enable default enable none
b. aaa authentication enable default line none
C. aaa authentication enable default enable radius none

d. aaa authentication enable default line tacacs none
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Examples 4.a on page 106 and 4.b on page 106 do not prompt for a password, however because examples 4.c on page
106 and 4.d on page 106 contain the radius and tacacs methods, the password prompt is displayed.

If the login methods include only enable, and there is no enable password configured, then LCOS SX does not prompt
for a username. In such cases, LCOS SX only prompts for a password. LCOS SX supports configuring methods after the
local method in authentication and authorization lists. If the user is not present in the local database, then the next
configured method is tried.

The additional methods of authentication are used only if the previous method returns an error, not if it fails. To ensure
that the authentication succeeds even if all methods return an error, specify none as the final method in the command

line.

Use the commmand show authorization methods on page 110 to display information about the authentication methods.

@ Requests sent by the switch to a RADIUS server include the username $enabx$, where x is the requested
privilege level. For enable to be authenticated on Radius servers, add $enabx$ users to them. The login user
ID is now sent to TACACS+ servers for enable authentication.

Default Uses the listed authentication methods that follow this argument as the default list of methods, when using
higher privilege levels.

Format aaa authentication enable {default | list-name} methodl [method2...]

Mode Global Config

default Uses the listed authentication methods that follow this argument as the default list of methods,

when using higher privilege levels.

list-name Character string used to name the list of authentication methods activated, when using access
higher privilege levels. Range: 1-15 characters.

method1 [method?...] Specify at least one from the following:

> deny Used to deny access.

> enable Uses the enable password for authentication.

> 1dap Uses the list of all LDAP servers for authentication.

> 1line. Uses the line password for authentication.

> none Uses no authentication.

> radius Uses the list of all RADIUS servers for authentication.

> tacacs Uses the list of all TACACS+ servers for authentication.

Example: The following example sets authentication when accessing higher privilege levels.

(switch) (config)# aaa authentication enable default enable

3.8.2.1 no aaa authentication enable

Use this command to return to the default configuration.

Format no aaa authentication enable {default | list-name}

Mode Global Config

107



LCOS SX 5.20

3 Management Commands

3.8.3 aaa authorization

108

Use this command to configure command and exec authorization method lists. This list is identified by default ora
user- specified 1ist-name. If tacacs is specified as the authorization method, authorization commands are notified
to a TACACS+ server. If none is specified as the authorization method, command authorization is not applicable. A

maximum of five authorization method lists can be created for the commands type.

@ Local method is not supported for command authorization. Command authorization with RADIUS will work if,
and only if, the applied authentication method is also radius.

3.8.3.1 Per-Command Authorization

When authorization is configured for a line mode, the user manager sends information about an entered command to
the AAA server. The AAA server validates the received command, and responds with either a PASS or FAIL response. If
approved, the command is executed. Otherwise, the command is denied and an error message is shown to the user. The
various utility commands like tftp, and ping, and outbound telnet should also pass command authorization. Applying
the script is treated as a single command apply script, which also goes through authorization. Startup-config commands
applied on device boot-up are not an object of the authorization process.

The per-command authorization usage scenario is this:
1. Configure Authorization Method List

aaa authorization commands Ilistname tacacs radius none

2. Apply AML to an Access Line Mode (console, telnet, SSH)

authorization commands listname

3. Commands entered by the user will go through command authorization via TACACS+ or RADIUS server and will be
accepted or denied.

3.8.3.2 Exec Authorization

When exec authorization is configured for a line mode, the user may not be required to use the enable command to

enter Privileged EXEC mode. If the authorization response indicates that the user has sufficient privilege levels for
Privileged EXEC mode, then the user bypasses User EXEC mode entirely.

The exec authorization usage scenario is this:
1. Configure Authorization Method List

aaa authorization exec listname methodl [methodZ2...]
2. Apply AML to an Access Line Mode (console, telnet, SSH)

authorization exec listname

3. When the user logs in, in addition to authentication, authorization will be performed to determine if the user is
allowed direct access to Privileged EXEC mode.

Format aaa authorization {commands|exec} {default|list—-name} methodl [methodZ2]
Mode Global Config

Parameter Description

commands Provides authorization for all user-executed commands.

exec Provides exec authorization.
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Parameter Description

default The default list of methods for authorization services.

list-name Alphanumeric character string used to name the list of authorization methods.
method TACACS+/RADIUS/Local and none are supported.

Example: The following shows an example of the command.

(Routing) #configure
(Routing) (Config)#aaa authorization exec default tacacs+ none
(Routing) (Config)#aaa authorization commands default tacacs+ none

3.8.3.3 no aaa authorization

This command deletes the authorization method list.

Format no aaa authorization {commands|exec} {default]|list-name}

Mode Global Config

3.8.4 authorization commands

This command applies a command authorization method list to an access method (console, telnet, ssh). For usage
scenarios on per command authorization, see the command aaa authorization on page 108.

Format authorization commands [default|list—-name]

Mode Line console>, Line telnet, Line SSH

Parameter Description

commands This causes command authorization for each command execution attempt.

Example: The following shows an example of the command.

(Switching) (Config)#line console
(Switching) (Config-line)#authorization commands list2
(Switching) (Config-line)#exit

3.8.4.1 no authorization commands

This command removes command authorization from a line config mode.

Format no authorization {commands|exec}

Mode Line console>, Line telnet, Line SSH

3.8.5 authorization exec

This command applies a command authorization method list to an access method so that the user may not be required
to use the enable command to enter Privileged EXEC mode. For usage scenarios on exec authorization, see the command
aaa authorization on page 108.

Format authorization exec list-name

Mode Line console, Line telnet, Line SSH

Parameter Description

list-name The command authorization method list.

109



LCOS SX 5.20

3 Management Commands

3.8.5.1 no authorization exec

This command removes command authorization from a line config mode.

Format no authorization exec

Mode Line console, Line telnet, Line SSH

3.8.6 authorization exec default

This command applies a default command authorization method list to an access method so that the user may not be
required to use the enable command to enter Privileged EXEC mode. For usage scenarios on exec authorization, see the
command aaa authorization on page 108.

Format authorization exec default

Mode Line console, Line telnet, Line SSH

3.8.6.1 no authorization exec default

This command removes command authorization from a line config mode.

Format no authorization exec default

Mode Line console, Line telnet, Line SSH

3.8.7 show authorization methods

This command displays the configured authorization method lists.

Format show authorization methods

Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(Switching) #show authorization methods

Command Authorization List Method

dfltCmdAuthList tacacs none
list2 none undefined
list4 tacacs undefined
Line Command Method List

Console dfltCmdAuthList

Telnet dfltCmdAuthList

SSH dfltCmdAuthList

Exec Authorization List Method

dfltExecAuthList tacacs none
list2 none undefined
list4 tacacs undefined
Line Exec Method List

Console dfltExecAuthList

Telnet dfltExecAuthList

SSH dfltExecAuthList

3.8.8 enable authentication
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Use this command to specify the authentication method list when accessing a higher privilege level from a remote telnet
or console.
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Format enable authentication {default | list-name}

Mode Line Config

Parameter Description

default Uses the default list created with the aaa authentication enable command.
list-name Uses the indicated list created with the aaa authentication enable command.

Example: The following example specifies the default authentication method when accessing a higher privilege level
console.

(switch) (config)# line console
(switch) (config-line)# enable authentication default

3.8.8.1 no enable authentication

Use this command to return to the default specified by the enable authentication command.

Format no enable authentication

Mode Line Config

3.8.9 username (Global Config)

Use the username command in Global Config mode to add a new user to the local user database. The default privilege
level is 1. Using the encrypted keyword allows the administrator to transfer local user passwords between devices
without having to know the passwords. When the password parameter is used along with encrypted parameter,

the password must be exactly 128 hexadecimal characters in length. If the password strength feature is enabled, this
command checks for password strength and returns an appropriate error if it fails to meet the password strength criteria.
Giving the optional parameter override-complexity-check disables the validation of the password strength.

Format username name {password password [encrypted [override-complexity-check]
| level level [encrypted [override-complexity-check]] |
override-complexity-check]} | {level level [override-complexity-check]
password}

Mode Global Config

Parameter Description

name The name of the user. Range: 1-64 characters.

password The authentication password for the user. Range S-64 characters. This value can be zero if the no

passwords min-length command has been executed. The special characters allowed in
the password include 1 #$% &' ()*+,-./:;<=>@[\]A_"'{l}~

level The user level. Level 0 can be assigned by a level 15 user to another user to suspend that user's
access. Range 0-15. Enter access level 1 for non-privileged (switch> prompt) or 15 for highest

privilege (switch# prompt) Access. If not specified where it is optional, the privilege level is 1.

encrypted Encrypted password entered or copied from another switch configuration.
encryption-type Specifies encryption algorithm type, either Crypt or AES. The encryption-type default value is Crypt.
override-complexity-check Disables the validation of the password strength.
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Example: The following example configures user bob with password xxx yyymmmm and user level 15.

(switch) (config) # username bob password xxxyyymmmm level 15

Example: The following example configures user test with password testPassword and assigns a user level of 1. The
password strength will not be validated.

(switch) (config)# username test password testPassword level 1 override-complexity-check

Example: A third example.

(Switching) (Config)#username test password testtest

Example: A fourth example.

(Switching) (Config)# username test password
eB8d63677741431114£9e39%a853a15e8£d35ad05%2e1b49816c243d7e08152b052eafbf230528d348cdbalblb7ab91be842278e5e970dbfc62d16dcdl3c0b864
level 1 encrypted override-complexity-check

(Switching) (Config)# username test level 15 password

Enter new password:*x*x*x*x

Confirm new password:*****xx*x

Example: A fifth example.

(Switching) (Config)# username test level 15 override-complexity-check password
Enter new password:***x*x*x

Confirm new password:*****xx¥x

Example: A sixth example.

(switch) (config) # username test password testPassword level 1 encrypted override-complexity-check

Example: A seventh example.

(Switching) (Config)# username test password testPassword encrypted override-complexity-check
Example: An eighth example.

(Switching) (Config)# username test password testPassword override-complexity-check

3.8.9.1 no username

Use this command to remove a user name.

Format no username name

Mode Global Config

3.8.10 username nopassword

Use this command to remove an existing user's password (NULL password).

Format username name nopassword [level level]

Mode Global Config

name The name of the user. Range: 1-32 characters.

password The authentication password for the user. Range S-64 characters.

level The user level. Level 0 can be assigned by a level 15 user to another user to suspend that user's
access. Range 0-15.
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3.8.11 username unlock

Use this command to allows a locked user account to be unlocked. Only a user with read/write access can reactivate a
locked user account.

Format username name unlock

Mode Global Config

3.8.12 show users
This command displays the configured user names and their settings. The show users command displays truncated
user names. Use the show users longcommand to display the complete usernames. The show users command
is only available for users with Level 15 privileges. The SNMPv3 fields will only be displayed if SNMP is available on the

system.

Format show users

Mode Privileged EXEC

Term Definition

User Name The name the user enters to login using the serial port, Telnet or Web.

Access Mode Shows whether the user is able to change parameters on the switch (Level 15) or is only able to
view them (Level 1). As a factory default, the “admin” user has Level 15 access and the “guest”
has Level 1 access.

SNMPv3 Access Mode The SNMPv3 Access Mode. If the value is set to ReadWri te, the SNMPv3 user is able to set and
retrieve parameters on the system. If the value is set to Readon 1y, the SNMPv3 user is only able
to retrieve parameter information. The SNMPv3 access mode may be different than the CLI and
Web access mode.

SNMPv3 Authentication The authentication protocol to be used for the specified login user.

SNMPv3 Encryption The encryption protocol to be used for the specified login user.

3.8.13 show users long

This command displays the complete usernames of the configured users on the switch.

Format show users long

Mode Privileged EXEC

Example: The following shows an example of the command.

(switch) #show users long
User Name

guest
testlllltestlllltestlllltestl11l

3.8.14 show users accounts

This command displays the local user status with respect to user account lockout and password aging.This command
displays truncated user names. Use the show users long command to display the complete usernames.

Format show users accounts [detail]

Mode Privileged EXEC
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Parameter Description

User Name The local user account's user name.

Access Level The user's access level (1 for non-privilege (switch> prompt) or 15 for highest privilege
(switch# prompt).

Password Aging Number of days, since the password was configured, until the password expires.
Password Expiry Date The current password expiration date in date format.
Lockout Indicates whether the user account is locked out (true or false).

If the detail keyword is included, the following additional fields display.

Parameter Description

Password Override Complexity | Displays the user's Password override complexity check status. By default it is disabled.

Check

Password Strength Displays the user password's strength (Strong or Weak). This field is displayed only if the Password
Strength feature is enabled.

Encryption Type Displays the encryption type used to store the user password. The following encryption types are

available:

> Crypt (default setting)
> AES

Example: The following example displays information about the local user database.
(XS-5110F) (Config) #show users accounts

UserName Privilege Password Password Lockout
Aging Expiry date
admin 15 === === False
guest 1 === === False

(XS-5110F) (Config) #show users accounts detail

0SSN EME6 0 0 000 0 B0 00000 E000000000000060060000000 admin
Il Y1) 0 66 00 00 0000000000000 00000600000000000 15
PEgSNTOEGl AGHLAE 0 c 00000 00c000000000000000600060000 SES
PEGENTOEGl IBOLEY 00 00000000000006000000060000000 ===

ILEEIOWE 6 0 0 60000000000000000000060060000660000000 False
Override Complexity Check...........coiiiiinn.. Disable
ENCryption TypPe. . iuee it inentnentoentnennnenns Crypt
[USEENENE . 5 5 co0o0c0000000000000000000c000000000a0 guest
el LY (D 0 6 000 000 080000006000 00000680003008000 1

Pageerel ACHNE 6 0 00 000000000000000000000600000000 ===
Password EXPiry. ..o et in it e ineeeeeneeennennns o=
ILEEIROUIE 6 6 0 600 00000000000000000660060000C50000600 False
Override Complexity Check..........ciiviniivnn.. Disable
PagEerel SEERHEER 0 cooocooccoaccoabc0a000000000 ===
ITnEEVIELEM TYIDE 0 0 0000 0060000600006000060000600060000 AES

3.8.15 show users login-history [long]

Use this command to display information about the login history of users.

Format show users login-history [long]

Mode Privileged EXEC

3.8.16 show users login-history [username]

Use this command to display information about the login history of users.
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Format show users login-history [username name]

Mode Privileged EXEC

Parameter Description

name Name of the user. Range: 1-20 characters.

Example: The following example shows user login history outputs.

Console>show users login-history

Login Time Username Protocol Location
Jan 19 2005 08:23:48 Bob Serial

Jan 19 2005 08:29:29 Robert HTTP 172.16.0.8
Jan 19 2005 08:42:31 John SSH 172.16.0.1
Jan 19 2005 08:49:52 Betty Telnet 172.16.1.7

3.8.17 login authentication

Use this command to specify the login authentication method list for a line (console, telnet, or SSH). The default
configuration uses the default set with the command aaa authentication login.

Format login authentication {default | list-name}

Mode Line Configuration

Parameter Description

default Uses the default list created with the aaa authentication login command.
list-name Uses the indicated list created with the aaa authentication login command.

Example: The following example specifies the default authentication method for a console.

(switch) (config)# line console
(switch) (config-line)# login authentication default

3.8.17.1 no login authentication

Use this command to return to the default specified by the aaa authentication login command.

Format no login authentication
Mode Line Configuration
3.8.18 password
This command allows the currently logged in user to change his or her password without having Level 15 privileges.
Format password cr
Mode User EXEC

Example: The following is an example of the command.

console>password
Enter old password:***x*x*xxx*
Enter new password:*x*x*x*x

Confirm new password:***x**xx*
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3.8.19 password (Line Configuration)

Use the password command in Line Configuration mode to specify a password on a line. The default configuration

is no password is specified. This command allows the administrator to input the password in encrypted format, which
aids in transferring the password between devices without having to know the password.

Format password [encryption-type <encryption-type>] | [password [encryption-type

<encryption-type>] [encrypted]]

Mode Line Config

Parameter Definition

password Password for this level. Range: 8-64 characters

encryption-type Specify the encryption algorithm type as MD5 or AES. The default value is AES.

encrypted The password entered or copied from another switch configuration, and is already encrypted. The
<password>parameter must be exactly 128 hexadecimal characters for AES, and 34 characters
for MD5-Salt hash, if specified in encrypted format.

Example: The following example specifies a password mcmxxyyy on a line.

(switch) (config-line) # password mcmxxyyy

Example: The following is another example of the command.
(Switching) (Config-line) # password testtest

(Switching) (Config=-11ne) # pas s word
e8d63677741431114£9e39%a853a15e8£d35ad059%e2e1b49816c243d7e08152b052eafbf23b528d348cdbalblb7ab91be842278e5e970dbfc62dl6dcdl3c0b864
encrypted

(Switching) (Config-line)# password
Enter new password:*x*x*xx*x

Confirm new password:***x**x*

Example: The following is an example of the command in Line Configuration mode (ssh).

(Switchding) (Config-s s h) #p as s word
eB8d63677741431114f9%39a853a15e8fd35ad05%2e1b49816c243d7e08152b052eafbf23b528d348cdbalblb7ab91be842278e5e970dbfc62d16dcdl3c0b864
encrypted

(Switching) (Config-ssh)#password
Enter new password:*x*x*x*x

Confirm new password:*****xx*x

3.8.19.1 no password (Line Configuration)

Use this command to remove the password on a line.

Format no password

Mode Line Config

3.8.20 password (User EXEC)

Use this command to allow a user to change the password for only that user. This command should be used after the
password has aged. The user is prompted to enter the old password and the new password.

Format password

Mode User EXEC
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Example: The following example shows the prompt sequence for executing the password command.
(switch) >password

Enter old password:*****xx+%

Enter new password:***x*xix

Confirm new password:***x**x*

3.8.21 password (aaa IAS User Config)

This command is used to configure a password for a user. An optional parameter [encrypted] is provided to indicate
that the password given to the command is already preencrypted.

Format password password [encrypted]

Mode aaa IAS User Config

Example: The following shows an example of the command.

(Routing) #configure

(Routing) (Config)#aaa ias-user username client-1
(Routing) (Config-aaa-ias-User) #password clientl23
(Routing) (Config-aaa-ias-User)#no password

Example: The following is an example of adding a MAB Client to the Internal user database.
(Routing) #

(Routing) #configure

(Routing) (Config)#aaa ias-user username 1f3ccbl1157

(Routing) (Config-aaa-ias-User) #password 1f3ccbl157

(Routing) (Config-aaa-ias-User)#exit

(Routing) (Config)#

3.8.21.1 no password (aaa IAS User Config)

This command is used to clear the password of a user.

Format no password

Mode aaa IAS User Config

3.8.22 enable password (Privileged EXEC)

Use the enable password configuration command to set a local password to control access to the privileged EXEC

mode. This command allows the administrator to input the password in encrypted format, which aids in transferring the
enable password between devices without having to know the password.

Format enable password [encryption-type <encryption-type>] | [password

[encryption-type <encryption-type>] [encrypted]]

Mode Privileged EXEC

Parameter Description

password Password string. Range: 8 to 64 characters.

encryption-type Specify the encryption algorithm type as MD5 or AES. The default value of encryption-type
is AES.

encrypted The password entered or copied from another switch configuration, and is already encrypted. The
<password>parameter must be exactly 128 hexadecimal characters for AES, and 34 characters
for MD5-Salt hash, if specified in encrypted format.

Example: The following shows an example of the command.
(Switching) #enable password testtest

117



LCOS SX 5.20

3 Management Commands

(S w i t ¢ h i n g ) # e n a b 1 e p a s s w o r d
e8d63677741431114£9e39a853a15e8£d35ad059%e2e1b49816c243d7e08152b052eafbf23b528d348cdbalblb7ab91be842278e5e970dbfc62dl6dcdl3c0b864
encrypted

Example: The other option to change the enable password is to use interactive mode.

(Switching) #enable password
Enter old password:***x*xx*x
Enter new password:***x*x*x

Confirm new password:***x**x*

3.8.22.1 no enable password (Privileged EXEC)

Use the no enable password command to remove the password requirement.

Format no enable password

Mode Privileged EXEC

3.8.23 passwords min-length

Use this command to enforce a minimum password length for local users. The value also applies to the enable password.
The valid range is 8-64.

Default 8
Format passwords min-length 8-64
Mode Global Config

3.8.23.1 no passwords min-length

Use this command to set the minimum password length to the default value.

Format no passwords min-length

Mode Global Config

3.8.24 passwords history

Use this command to set the number of previous passwords that shall be stored for each user account. When a local
user changes his or her password, the user will not be able to reuse any password stored in password history. This ensures
that users do not reuse their passwords often. The valid range is 0-10.

Default 0
Format passwords history 0-10
Mode Global Config

3.8.24.1 no passwords history

Use this command to set the password history to the default value.

Format no passwords history

Mode Global Config
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3.8.25 passwords aging

Use this command to implement aging on passwords for local users. When a user's password expires, the user will be
prompted to change it before logging in again. The valid range is 1-365. The default is 0, or no aging.

Default 0
Format passwords aging 1-365
Mode Global Config

3.8.25.1 no passwords aging

Use this command to set the password aging to the default value.

Format no passwords aging

Mode Global Config

3.8.26 passwords lock-out

Use this command to strengthen the security of the switch by locking user accounts that have failed login due to wrong
passwords. When a lockout count is configured, a user that is logged in must enter the correct password within that
count. Otherwise the user will be locked out from further switch access. Only a user with Level 15 access can reactivate
a locked user account. Password lockout does not apply to logins from the serial console. The valid range is 1-5. The
default is 0, or no lockout count enforced.

Default 0
Format passwords lock-out 1-5
Mode Global Config

3.8.26.1 no passwords lock-out

Use this command to set the password lock-out count to the default value.

Format no passwords lock-out

Mode Global Config

3.8.27 passwords strength-check

Use this command to enable the password strength feature. It is used to verify the strength of a password during

configuration.
Default Disable
Format passwords strength-check
Mode Global Config

3.8.27.1 no passwords strength-check

Use this command to set the password strength checking to the default value.

Format no passwords strength-check

Mode Global Config
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3.8.28 passwords strength maximum consecutive-characters

Use this command to set the maximum number of consecutive characters that a password can contain. If a password
has consecutive characters more than the configured maximum, it fails to configure. The valid range is 0 to 15. The
default is 0. A maximum of 0 means no restriction on that set of characters.

Default 0
Format passwords strength maximum consecutive-characters 0-15
Mode Global Config

3.8.28.1 no passwords strength maximum consecutive-characters

Use this command to reset the maximum consecutive characters to the default value.

Format no passwords strength maximum consecutive-characters

Mode Global Config

3.8.29 passwords strength maximum repeated-characters

Use this command to set the maximum number of repeated characters that a password can contain. If a password has
repetition of characters more than the configured maximum, it fails to configure.The valid range is 0 to 15. The default
is 0. A maximum of 0 means no restriction on that set of characters.

Default 0
Format passwords strength maximum repeated-characters 0-15
Mode Global Config

3.8.29.1 no passwords strength maximum repeated-characters

Use this command to reset the maximum repeated characters to the default value.

Format no passwords strength maximum repeated-characters

Mode Global Config

3.8.30 passwords strength minimum uppercase-letters

Use this command to enforce a minimum number of uppercase letters that a password should contain. The valid range
is 0-16. The default is 2. Minimum of 0 means no restriction on that set of characters.

Default 2
Format passwords strength minimum uppercase-letters
Mode Global Config

3.8.30.1 no passwords strength minimum uppercase-letters

Use this command to reset the minimum uppercase letters required in a password to the default value.

Format no passwords strength minimum uppercase-letters

Mode Global Config
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3.8.31 passwords strength minimum lowercase-letters

Use this command to enforce a minimum number of lowercase letters that a password should contain. The valid range
is 0-16. The default is 2. Minimum of 0 means no restriction on that set of characters.

Default 2
Format passwords strength minimum lowercase-letters
Mode Global Config

3.8.31.1 no passwords strength minimum lowercase-letters

Use this command to reset the minimum lower letters required in a password to the default value.

Format no passwords strength minimum lowercase-letters

Mode Global Config

3.8.32 passwords strength minimum numeric-characters

Use this command to enforce a minimum number of numeric characters that a password should contain. The valid range
is 0-16. The default is 2. Minimum of 0 means no restriction on that set of characters.

Default 2
Format passwords strength minimum numeric-characters
Mode Global Config

3.8.32.1 no passwords strength minimum numeric-characters

Use this command to reset the minimum numeric characters required in a password to the default value.

Format no passwords strength minimum numeric-characters

Mode Global Config

3.8.33 passwords strength minimum special-characters

Use this command to enforce a minimum number of special characters that a password should contain. The valid range
is 0-16. The default is 2. Minimum of 0 means no restriction on that set of characters.

Default 2
Format passwords strength minimum special-characters
Mode Global Config

3.8.33.1 no passwords strength minimum special-characters

Use this command to reset the minimum special characters required in a password to the default value.

Format no passwords strength minimum special-characters

Mode Global Config
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3.8.34 passwords strength minimum character-classes

Use this command to enforce a minimum number of characters classes that a password should contain. Character classes
are uppercase letters, lowercase letters, numeric characters and special characters. The valid range is 0-4. The default

is 4.

Default 4

Format passwords strength minimum character-classes
Mode Global Config

3.8.34.1 no passwords strength minimum character-classes

Use this command to reset the minimum number of character classes required in a password to the default value.

Format no passwords strength minimum character-classes

Mode Global Config

3.8.35 passwords strength exclude-keyword

Use this command to exclude the specified keyword while configuring the password. The password does not accept the
keyword in any form (in between the string, case in-sensitive and reverse) as a substring. User can configure up to a
maximum of 3 keywords.

Format passwords strength exclude-keyword keyword

Mode Global Config

3.8.35.1 no passwords strength exclude-keyword

Use this command to reset the restriction for the specified keyword or all the keywords configured.

Format no passwords strength exclude-keyword keyword

Mode Global Config

3.8.36 show passwords configuration

Use this command to display the configured password management settings.

Format show passwords configuration

Mode Privileged EXEC

Minimum Password Length Minimum number of characters required when changing passwords.

Password History Number of passwords to store for reuse prevention.

Password Aging Length in days that a password is valid.

Lockout Attempts Number of failed password login attempts before lockout.

Minimum Password Uppercase Letters Minimum number of uppercase characters required when configuring passwords.
Minimum Password Lowercase Letters Minimum number of lowercase characters required when configuring passwords.
Minimum Password Numeric Characters | Minimum number of numeric characters required when configuring passwords.
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Term Definition

Maximum Password Consecutive Characters | Maximum number of consecutive characters required that the password should contain
when configuring passwords.

Maximum Password Repeated Characters | Maximum number of repetition of characters that the password should contain when
configuring passwords.

Minimum Password Character Classes Minimum number of character classes (uppercase, lowercase, numeric and special)
required when configuring passwords.

Password Exclude-Keywords The set of keywords to be excluded from the configured password when strength
checking is enabled.

Example: The following shows example CLI display output for the command.

(Routing) #show passwords configuration

Passwords Configuration

il  PAgeiierel LEMGHEN . o o coocoocoooooaocconnooas 8
PagSiorel HilSESREY o cooocoocoasocoocaonoocaocancooaon 0
Paggirerel Agilne (6EYS) o ocooocconoconocanocanooano 0
Lockout AttemptsS. . uvee et in it ieenieeneeeneeens 0
Pageniorel Sitrangithn CRE@Ekc o ooocooccsotsocnacossocao Enable
Minimum Password Uppercase Letters............. 4
Minimum Password Lowercase Letters............. 4
Minimum Password Numeric Characters............ 3
Minimum Password Special Characters............ 3
Maximum Password Consecutive Characters........ 3
Maximum Password Repeated Characters........... 3
Minimum Password Character ClasseS............. 4
Password Exclude KeywordsS.......eeveeeeeenneenns brcm, brcml,brcm2

3.8.37 show passwords result

Use this command to display the last password set result information.

Format show passwords result

Mode Privileged EXEC

Last User Whose Password Is Set Shows the name of the user with the most recently set password.

Password Strength Check Shows whether password strength checking is enabled.

Last Password Set Result Shows whether the attempt to set a password was successful. If the attempt failed, the
reason for the failure is included.

Example: The following shows example CLI display output for the command.

# show passwords result

Last User whose password is set ...........ccvvu. brcm

Password strength check ........ ... it Enable

Last Password Set Result:

Reason for failure: Could not set user password! Password should contain at least 4 uppercase letters.

3.8.38 aaa ias-user username

The Internal Authentication Server (IAS) database is a dedicated internal database used for local authentication of users
for network access through the IEEE 802.1X feature.

Usethe aaa ias-user username command in Global Config mode to add the specified user to the internal user
database. This command also changes the mode to AAA User Config mode.

Format aaa las-user username user
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Mode Global Config

3.8.38.1 no aaa ias-user username

Use this command to remove the specified user from the internal user database.

Format no aaa las-user username user

Mode Global Config

Example: The following shows an example of the command.
(Routing) #

(Routing) #configure

(Routing) (Config)#aaa ias-user username client-1
(Routing) (Config-aaa-ias-User)#exit

(Routing) (Config)#no aaa ias-user username client-1
(Routing) (Config)#

3.8.39 aaa session-id

Use this command in Global Config mode to specify if the same session-id is used for Authentication, Authorization and
Accounting service type within a session.

Default common

Format aaa session-id [common | unique]

Mode Global Config

common Use the same session-id for all AAA Service types.
unique Use a unique session-id for all AAA Service types.

3.8.39.1 no aaa session-id

Use this command in Global Config mode to reset the aaa session-id behavior to the default.

Format no aaa session-id [unique]

Mode Global Config

3.8.40 aaa accounting

124

Use this command in Global Config mode to create an accounting method list for user EXEC sessions, user-executed
commands, or DOT1X. This list is identified by default or a user-specified 1ist name. Accounting records, when

enabled for a line-mode, can be sent at both the beginning and at the end (start-stop) or only at the end
(stop-only). If none is specified, then accounting is disabled for the specified list. If tacacs is specified as the
accounting method, accounting records are notified to a TACACS+ server. If radi us is the specified accounting method,
accounting records are notified to a RADIUS server.

®

Note the following:

> A maximum of five Accounting Method lists can be created for each exec and commands type.
> Only the default Accounting Method list can be created for DOT1X. There is no provision to create more.

> The same list-name can be used for both exec and commands accounting type
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> AAA Accounting for commands with RADIUS as the accounting method is not supported.

> Start-stop or None are the only supported record types for DOT1X accounting. Start-stop enables accounting
and None disables accounting.

> RADIUS is the only accounting method type supported for DOT1X accounting.

Format aaa accounting {exec | commands |  dotlx} {default | list_name}

{start-stop | stop-only | none} methodl [methodZ2..]

Mode Global Config

exec Provides accounting for a user EXEC terminal sessions.

commands Provides accounting for all user executed commands.

dot1x Provides accounting for DOT1X user commands.

default The default list of methods for accounting services.

list-name Character string used to name the list of accounting methods.

start-stop Sends a start accounting notice at the beginning of a process and a stop accounting notice at the
beginning of a process and a stop accounting notice at the end of a process.

stop-only Sends a stop accounting notice at the end of the requested user process.

none Disables accounting services on this line.

method Use either TACACS or radius server for accounting purposes.

Example: The following shows an example of the command.

(Routing) #

(Routing) #configure

(Routing) #aaa accounting commands default stop-only tacacs
(Routing) #aaa accounting exec default start-stop radius
(Routing) #aaa accounting dotlx default start-stop radius
(Routing) #aaa accounting dotlx default none

(Routing) #exit

For the same set of accounting type and list name, the administrator can change the record type, or the methods list,
without having to first delete the previous configuration.

(Routing) #

(Routing) #configure

(Routing) #aaa accounting exec ExecList stop-only tacacs
(Routing) #aaa accounting exec ExecList start-stop tacacs
(Routing) #aaa accounting exec ExecList start-stop tacacs radius

The first aaa command creates a method list for exec sessions with the name Execlist, with record-type as
stop-onlyand the me thod as TACACS+. The second command changes the record type to start-stop from stop-only
for the same method list. The third command, for the same list changes the methods 1ist to {facacs,radius} from
{tacacs).

3.8.40.1 no aaa accounting

This command deletes the accounting method list.

Format no aaa accounting {exec | commands | dotlx} {default | list_name default}

Mode Global Config
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Example: The following shows an example of the command.

(Routing) #

(Routing) #configure

(Routing) #aaa accounting commands userCmdAudit stop-only tacacs radius
(Routing) #no aaa accounting commands userCmdAudit

(Routing) #exit

3.8.41 aaa accounting update

Use this command to configure interim accounting records.

Default newinfo: Disabled

Periodic: 5 minutes

Format aaa accounting update [newinfo [periodic 1-200] | periodic 1-200]
Mode Global Config

Parameter Definition

newinfo Indicates that updates should be sent to the RADIUS server whenever there is a new information

available, such as “Re-authentication of the client”.

periodic The interval at which interim accounting records are sent, in minutes

Example: The following shows an example of the command.
(Routing) #configure
(Routing) (Config)#aaa accounting update newinfo periodic 20

3.8.41.1 no aaa accounting update

This command resets sending the interim accounting records.

Format no aaa accounting update

Mode Global Config

3.8.42 password (AAA IAS User Configuration)

Use this command to specify a password for a user in the IAS database. An optional parameter encrypted is provided
to indicate that the password given to the command is already preencrypted.

Format password password [encrypted]

Mode AAA IAS User Config

Parameter Definition

password Password for this level. Range: 8-64 characters

encrypted Encrypted password to be entered, copied from another switch configuration.

Example: The following shows an example of the command.
(Routing) #

(Routing) #configure

(Routing) (Config)#aaa ias-user username client-1
(Routing) (Config-aaa-ias-User) #password clientl23
(Routing) (Config-aaa-ias-User)#no password

Example: The following is an example of adding a MAB Client to the Internal user database.
(Routing) #

(Routing) #configure

(Routing) (Config)#aaa ias-user username 1f3ccbl157

126



LCOS SX'5.20

3 Management Commands

(Routing) (Config-aaa-ias-User) #password 1f3ccbl157
(Routing) (Config-aaa-ias-User)#exit
(Routing) (Config)#

3.8.42.1 no password (AAA IAS User Configuration)

Use this command to clear the password of a user.

Format no password

Mode AAA 1AS User Config

3.8.43 clear aaa ias-users

Use this command to remove all users from the IAS database.

Format clear aaa ias-users

Mode Privileged EXEC

Parameter Definition

password Password for this level. Range: 8-64 characters

encrypted Encrypted password to be entered, copied from another switch configuration.

Example: The following is an example of the command.

(Routing) #
(Routing) #clear aaa ias-users
(Routing) #

3.8.44 show aaa ias-users

Use this command to display configured IAS users and their attributes. Passwords configured are not shown in the show
command output.

Format show aaa ias-users [username]

Mode Privileged EXEC

Example: The following is an example of the command.

(Routing) #
(Routing) #show aaa ias-users
UserName

Client-1
Client-2

Example: Following are the IAS configuration commands shown in the output of show running-configcommand.

Passwords shown in the command output are always encrypted.
aaa ias-user username client-1

password a45c74£fdf50a558a2b5cf05573cd633bac2c6c598d54497ad4c46104918£f2¢c encrypted
exit

3.8.45 accounting

Use this command in Line Configuration mode to apply the accounting method list to a line config (console/telnet/ssh).

Format accounting {exec | commands } {default | listname}

Mode Line Configuration
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Parameter Description

exec Causes accounting for an EXEC session.

commands This causes accounting for each command execution attempt. If a user is enabling accounting for
exec mode for the current line-configuration type, the user will be logged out.

default The default Accounting List

listname Enter a string of not more than 15 characters.

Example: The following is a example of the command.
(Routing) #

(Routing) #configure

(Routing) (Config)#line telnet

(Routing) (Config-line)# accounting exec default
(Routing) #exit

3.8.45.1 no accounting

Use this command to remove accounting from a Line Configuration mode.

Format no accounting {exec | commands }

Mode Line Configuration

3.8.46 show accounting

Use this command to display ordered methods for accounting lists.

Format show accounting

Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(Routing) #show accounting

Number of Accounting Notifications sent at beginning of an EXEC session:

Errors when sending Accounting Notifications beginning of an EXEC session:

Number of Accounting Notifications at end of an EXEC session:

Errors when sending Accounting Notifications at end of an EXEC session:

Number of Accounting Notifications sent at beginning of a command execution:
Errors when sending Accounting Notifications at beginning of a command execution:
Number of Accounting Notifications sent at end of a command execution:

Errors when sending Accounting Notifications at end of a command execution:

O o oooo oo

3.8.47 show accounting methods

Use this command to display configured accounting method lists.

Format show accounting methods

Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(Routing) #
(Routing) #show accounting methods

Acct Type Method Name Record Type Method Type
Exec dfltExecList start-stop TACACS
Commands dfltCmdsList stop-only TACACS
Commands UserCmdAudit start-stop TACACS
DOT1X dfltDotlxList start-stop radius
Line EXEC Method List Command Method List
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Console dfltExecList dfltCmdsList
Telnet dfltExecList dfltCmdsList
SSH dfltExecList UserCmdAudit

3.8.48 show accounting update

Use this command to display configured accounting interim update information.

3 Management Commands

Format show accounting update

Mode Privileged EXEC

Example: The following shows example CLI display output for the command.
(Routing) #
(Routing) #show accounting update

aaa accounting update newinfo : Enabled
aaa accounting update periodic : 10 minutes

3.8.49 clear accounting statistics

This command clears the accounting statistics.

Format clear accounting statistics

Mode Privileged EXEC

3.8.50 show domain-name

This command displays the configured domain-name.

Format show domain-name

Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(Routing) #

(Routing) #show domain-name

Domain : Enable

Domain-name : abc
3.9 SNMP Commands

This section describes the commands you use to configure Simple Network Management Protocol (SNMP) on the switch.
You can configure the switch to act as an SNMP agent so that it can communicate with SNMP managers on your network.

3.9.1 snmp-server

This command sets the name and the physical location of the switch, and the organization responsible for the network.

The parameters name, 1oc and con can be up to 255 characters in length.

@ To clear the snmp-server, enter an empty string in quotation marks. For example, snmp-server {sysname

™ "} clears the system name.

Default None
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Format snmp-server {sysname name | location loc | contact con}

Mode Global Config

3.9.2 snmp-server community

This command adds (and names) a new SNMP community, and optionally sets the access mode, allowed IP address,
and create a view for the community.

@ Note the following:
> No SNMP communities exist by default.

> Community names in the SNMP Community Table must be unique. When making multiple entries using the
same community name, the first entry is kept and processed and all duplicate entries are ignored.

Default None

Format snmp-server community community-name [{ro | rw |[su }] [ipaddress

ip-address [ipmask ip-mask]][view view-name]

Mode Global Config

Parameter Description

community-string A name associated with the switch and with a set of SNMP managers that manage it with a specified
privileged level. The length of community-string can be up to 20 case-sensitive characters.

ro|wsu The access mode of the SNMP community, which can be read-only (ro), read-write (rw), or super
user su).
ip-address The associated community SNMP packet sending address. It is used along with an optional IP mask

value to denote an individual client or range of IP addresses from which SNMP clients may access
the device using the specified community-string. If unspecified, access from any host is permitted.

ip-mask The optional IP mask. This value is AND'ed with the IP address to determine the range of permitted
client IP addresses.

view-name The name of the view to create or update.

3.9.2.1 no snmp-server community

This command removes this community name from the table. The name is the community name to be deleted.

Format no snmp-server community community-name

Mode Global Config

3.9.3 snmp-server community-group

This command configures a community access string to permit access via the SNMPv1 and SNMPv2c protocols.

Format snmp-server community-group community-string group-name [ipaddress
ipaddress]
Mode Global Config
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Parameter Description

community-string The community which is created and then associated with the group. The range is 1 to 20 characters.
group-name The name of the group that the community is associated with. The range is 1 to 30 characters.
ipaddress Optionally, the IPv4 address that the community may be accessed from.

3.9.4 snmp-server enable traps violation

The Port MAC locking component interprets this command and configures violation action to send an SNMP trap with
default trap frequency of 30 seconds. The Global command configures the trap violation mode across all interfaces valid
for port- security. There is no global trap mode as such.

@ For other port security commands, see Port Security Commands on page 571.

Default Disabled
Format snmp-server enable traps violation
Mode > Global Config

> Interface Config

3.9.4.1 no snmp-server enable traps violation

This command disables the sending of new violation traps.

Format no snmp-server enable traps violation

Mode > Global Config
> Interface Config

3.9.5 snmp-server enable traps

This command enables the Authentication Flag.

Default Enabled
Format snmp-server enable traps
Mode Global Config

3.9.5.1 no snmp-server enable traps

This command disables the Authentication Flag.

Format no snmp-server enable traps

Mode Global Config

3.9.6 snmp-server enable traps bgp

The bgp option on the no snmp-server enable traps on page 131 command enables the two traps defined in the standard

BGP MIB, RFC 4273. A trap is sent when an adjacency reaches the ESTABLISHED state and when a backward adjacency
state transition occurs.

Default BGP traps are disabled by default.

Format snmp-server enable traps bgp state-changes limited
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Mode Global Config

Parameter Description

state-changes limited Enable standard traps defined in RFC 4273.

3.9.6.1 no snmp-server enable traps bgp
This command disables the two traps defined in the standard BGP MIB, RFC 4273.

Format no snmp-server enable traps bgp state-changes limited

Mode Global Config

3.9.7 snmp-server enable traps fip-snooping

@ This command may not be available on all platforms.

This command enables FCoE Initialization Protocol (FIP) snooping traps for the entire switch. When enabled, link traps
are sent only if the Link Trap flag setting associated with the port is enabled. See show snmp on page 140.

Default Enabled
Format snmp-server enable traps fip-snooping
Mode Global Config

3.9.7.1 no snmp-server enable traps fip-snooping

@ This command may not be available on all platforms.

This command disables FCoE Initialization Protocol (FIP) snooping traps for the entire switch.

Format no snmp-server enable traps fip-snooping

Mode Global Config

3.9.8 snmp-server port

This command configures the UDP port number on which the SNMP server listens for requests.

Default 161
Format snmp-server port 1025-65535
Mode Privileged EXEC

3.9.8.1 no snmp-server port

This command restores the SNMP server listen port to its factory default value.

Format no snmp-server port

Mode Privileged EXEC

3.9.9 snmp trap link-status

This command enables link status traps on an interface or range of interfaces.
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@ This command is valid only when the Link Up/Down Flag is enabled. See no snmp-server enable traps bgp on
page 132.

Format snmp trap link-status

Mode Interface Config

3.9.9.1 no snmp trap link-status

This command disables link status traps by interface.

@ This command is valid only when the Link Up/Down Flag is enabled. See no snmp-server enable traps bgp on
page 132.

Format no snmp trap link-status

Mode Interface Config

3.9.10 snmp trap link-status all

This command enables link status traps for all interfaces.

@ This command is valid only when the Link Up/Down Flag is enabled. See no snmp-server enable traps bgp on
page 132.

Format snmp trap link-status all

Mode Global Config

3.9.10.1 no snmp trap link-status all

This command disables link status traps for all interfaces.

@ This command is valid only when the Link Up/Down Flag is enabled. See no snmp-server enable traps bgp on
page 132.

Format no snmp trap link-status all

Mode Global Config

3.9.11 snmp trap mac-notification

Use this command to enable MAC notification traps to be sent for an interface.

Default Disabled

Format snmp trap mac-notification [added|removed]

Mode Interface Config

added Used to send a trap when a station MAC address is learned.

removed Used to send a trap when a station MAC address is removed from the MAC table.
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3.9.11.1 no snmp trap mac-notification

Use this command to disable MAC notification traps to be sent for an interface.

Format no snmp trap mac-notification

Mode Interface Config

3.9.12 snmp-server enable traps linkmode

@ This command may not be available on all platforms.

This command enables Link Up/Down traps for the entire switch. When enabled, link traps are sent only if the Link Trap
flag setting associated with the port is enabled. See show snmp on page 140.

Default Enabled

Format snmp-server enable traps linkmode

Mode Global Config

3.9.12.1 no snmp-server enable traps linkmode

@ This command may not be available on all platforms.

This command disables Link Up/Down traps for the entire switch.

Format no snmp-server enable traps linkmode

Mode Global Config

3.9.13 snmp-server enable traps mac-notification change

Use this command to configure the mac-notification traps or informs to be sent to the SNMP server. MACs notification
traps are only sent when enabled on an interface using the snmp trap mac-notification on page 133 command, in addition
to the Global Configuration mode command snmp-server enable traps mac-notification change on page 134 and show

mac-address-table notification change interface on page 134 command.

Default Disabled
Format snmp-server enable traps mac-notification change
Mode Global Config

3.9.14 show mac-address-table notification change interface
Use this command to display the status of mac notification configuration done in the Interface mode.

Format show mac-address-table notification change [interface unit/slot/port]

Mode Privileged EXEC

3.9.15 snmp-server enable traps multiusers
This command enables Multiple User traps. When the traps are enabled, a Multiple User Trap is sent when a user logs
in to the terminal interface (EIA 232 or Telnet) and there is an existing terminal interface session.

| Default Enabled
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Format snmp-server enable traps multiusers

Mode Global Config

3.9.15.1 no snmp-server enable traps multiusers

This command disables Multiple User traps.

Format no snmp-server enable traps multiusers

Mode Global Config

3.9.16 snmp-server enable traps stpmode

This command enables the sending of new root traps and topology change notification traps.

Default Enabled
Format snmp-server enable traps stpmode
Mode Global Config

3.9.16.1 no snmp-server enable traps stpmode

This command disables the sending of new root traps and topology change notification traps.

Format no snmp-server enable traps stpmode

Mode Global Config

3.9.17 snmp-server enginelD local

This command configures the SNMP engine ID on the local device.

Default The enginelD is configured automatically, based on the device MAC address.

Format snmp-server engineID local {engineid-string|default}

Mode Global Config

engineid-string A hexadecimal string identifying the engine-id, used for localizing configuration. Engine-id must
be an even length in the range of 6 to 32 hexadecimal characters.

default Sets the engine-id to the default string, based on the device MAC address.

@ Changing the engine-id will invalidate all SNMP configuration that exists on the box.

3.9.17.1 no snmp-server enginelD local

This command removes the specified engine ID.

Format no snmp-server engineID local

Mode Global Config
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3.9.18 snmp-server filter

This command creates a filter entry for use in limiting which traps will be sent to a host.

Default No filters are created by default.

Format snmp-server filter filtername oid-tree {included|excluded}

Mode Global Config

filtername The label for the filter being created. The range is 1 to 30 characters.

oid-tree The OID subtree to include or exclude from the filter. Subtrees may be specified by numerical
(1.3.6.2.4) or keywords (system), and asterisks may be used to specify a subtree family (1.3.*.4).

included The tree is included in the filter.

excluded The tree is excluded from the filter.

3.9.18.1 no snmp-server filter

This command removes the specified filter.

Format snmp-server filter filtername oid-tree

Mode Global Config

3.9.19 snmp-server group

This command creates an SNMP access group.

Default Generic groups are created for all versions and privileges using the default views.
Format snmp-server group group-name {vl | v2c | v3 {noauth | auth | priv}}
[context context-name] [read read-view] [write write-view] [notify

notify-view]

Mode Global Config

group-name The group name to be used when configuring communities or users. The range is 1 to 30 characters.

v1 This group can be accessed only via SNMPv1.

v2 This group can be accessed only via SNMPv2c.

v3 This group can be accessed only via SNMPv3.

noauth This group can be accessed only when not using Authentication or Encryption. Applicable only if
SNMPv3 is selected.

auth This group can be accessed only when using Authentication but not Encryption. Applicable only if
SNMPv3 is selected.

priv This group can be accessed only when using both Authentication and Encryption. Applicable only
if SNMPV3 is selected.

context-name The SNMPv3 context used during access. Applicable only if SNMPv3 is selected.

read-view The view this group will use during GET requests. The range is 1 to 30 characters.

write-view The view this group will use during SET requests. The range is 1 to 30 characters.

notify-view The view this group will use when sending out traps. The range is 1 to 30 characters.
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3.9.19.1 no snmp-server group

This command removes the specified group.

Format

Mode

no snmp-server group group-name {vl | v2c | v3 {noauth | auth | priv}}

[context

Global Config

context-name]

3.9.20 snmp-server host

This command configures traps to be sent to the specified host.

Default

Format

Mode

No default hosts are configured.
snmp-server host host-addr {informs [timeout seconds] [retries
retries] |traps version {1 | 2c}} community-string [udp-port port] [filter

filter-name]

Global Config

Parameter Description

host-addr The IPv4 or IPv6 address of the host to send the trap or inform to.

traps Send SNMP traps to the host. This option is selected by default.

version 1 Sends SNMPv1 traps. This option is not available if informs is selected.

version 2 Sends SNMPv2c traps. This option is not available if informs is selected. This option is selected by
default.

informs Send SNMPv2 informs to the host.

seconds The number of seconds to wait for an acknowledgment before resending the Inform. The default
is 15 seconds. The range is 1 to 300 seconds.

retries The number of times to resend an Inform. The default is 3 attempts. The range is 0 to 255 retries.

community-string Community string sent as part of the notification. The range is 1 to 20 characters.

port The SNMP Trap receiver port. The default is port 162.

filter-name The filter name to associate with this host. Filters can be used to specify which traps are sent to
this host. The range is 1 to 30 characters.

3.9.20.1 no snmp-server host

This command removes the specified host entry.

Format

Mode

snmp-server host host-addr [traps|informs]

Global Config

3.9.21 snmp-server user

This command creates an SNMPv3 user for access to the system.

Default

Format

No default users are created.

snmp-server user username groupname [remote engineid-string] [ {auth-md5

password

| auth-sha password | auth-mdbS-key mdS-key | auth-sha-key
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Mode

sha-key}

[priv-des password | priv-des-key des-key] | [priv-aesl28 password

| priv-aesl28-key aesl28-key]}

Global Config

username

Parameter Description

The username the SNMPv3 user will connect to the switch as. The range is 1 to 30 characters.

group-name

The name of the group the user belongs to. The range is 1 to 30 characters.

engineid-string

The engine-id of the remote management station that this user will be connecting from. The range
is 5 to 32 characters.

password

The password the user will use for the authentication or encryption mechanism. The range is 1 to
32 characters.

md5-key

A pregenerated MD5 authentication key. The length is 32 characters.

sha-key

A pregenerated SHA authentication key. The length is 48 characters.

des-key

A pregenerated DES encryption key. The length is 32 characters if MD5 is selected, 48 characters
if SHA is selected.

priv-aes128-key

HMAC-MD5-96 authentication pre-generated key.

priv-aes128

Advanced encryption standard 128 password.

3.9.21.1 no snmp-server user

This command removes the specified SNMPv3 user.

Format

Mode

no snmp-server user username

Global Config

3.9.22 snmp-server view

This command creates or modifies an existing view entry that is used by groups to determine which objects can be
accessed by a community or user.

Default

Format

Mode

Views are created by default to provide access to the default groups.

snmp-server viewname oid-tree {included]|excluded}

Global Config

viewname

Parameter Description

The label for the view being created. The range is 1 to 30 characters.

oid-tree

The OID subtree to include or exclude from the view. Subtrees may be specified by numerical
(1.3.6.2.4) or keywords (system), and asterisks may be used to specify a subtree family (1.3.*.4).

included

The tree is included in the view.

excluded

The tree is excluded from the view.

3.9.22.1 no snmp-server view

This command removes the specified view.

Format

Mode

no snmp-server view viewname

Global Config

[oid-tree}
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Default

Format

Mode

No default hosts are configured.

snmp-server v3-host host-addr username [traps | informs [timeout seconds]

[retries

filtername]

Global Config

retries]] [auth | noauth | priv] [udpport port] [filter

Parameter Description

host-addr

The IPv4 or IPv6 address of the host to send the trap or inform to.

user-name

User used to send a Trap or Inform message. This user must be associated with a group that
supports the version and access method. The range is 1 to 30 characters.

traps

Send SNMP traps to the host. This is the default option.

informs

Send SNMP informs to the host.

seconds

Number of seconds to wait for an acknowledgement before resending the Inform. The default is
15 seconds. The range is 1 to 300 seconds.

retries

Number of times to resend an Inform. The default is 3 attempts. The range is 0 to 255 retries.

auth

Enables authentication but not encryption.

noauth

No authentication or encryption. This is the default.

priv

Enables authentication and encryption.

port

The SNMP Trap receiver port. This value defaults to port 162.

filter-name

The filter name to associate with this host. Filters can be used to specify which traps are sent to
this host. The range is 1 to 30 characters.

3.9.24 snmptrap source-interface

Use this command in Global Configuration mode to configure the global source-interface (Source IP address) for all
SNMP communication between the SNMP client and the server.

Format

Mode

snmptrap

tunnel-id|vlan vlan-id}

Global Config

source-interface {unit/slot/port | loopback loopback-id|tunnel

unit/slot/port

Parameter Description

The unit identifier assigned to the switch.

loopback-id

Configures the loopback interface. The range of the loopback ID is 0 to 7.

tunnel-id

Configures the IPv6 tunnel interface. The range of the tunnel ID is 0 to 7.

vlan-id

Configures the VLAN interface to use as the source IP address. The range of the VLAN ID is 1 to
4093.

3.9.24.1 no snmptrap source-interface

Use this command in Global Configuration mode to remove the global source-interface (Source IP selection) for all SNMP
communication between the SNMP client and the server.
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Format no snmptrap source-interface

Mode Global Config

3.9.25 snmptrap ipaddr snmpversion

This command modifies the SNMP version of a trap. The maximum length of name is 16 case-sensitive alphanumeric
characters. The snmpversion parameter options are snmpv1 Or snmpv?2.

@ This command does not support a no form.

Format snmptrap ipaddr snmpversion name snmpversion

Mode Global Config

3.9.26 snmptrap ip6addr snmpversion

This command modifies the SNMP version of a trap. The maximum length of name is 16 case-sensitive alphanumeric
characters. The snmpversion parameter options are snmpv1l or snmpv?2.

@ This command does not support a no form.

Format

Mode

snmptrap ip6addr snmpversion name snmpversion

Global Config

3.9.27 show snmp

This command displays the current SNMP configuration.

Format

Mode

show snmp

Privileged EXEC

Term DI

Community [ Community- | The community string for the entry. This is used by SNMPv1 and SNMPv2 protocols to access the
Table: String switch.
Community- | The type of access the community has:
Access > Read only
> Read write
> su
View Name The view this community has access to.
IP Address Access to this community is limited to this IP address.
Community | Community- | The community this mapping configures
Group Table: | String
Group Name | The group this community is assigned to.
IP Address The IP address this community is limited to.
Host Table: | Target Address | The address of the host that traps will be sent to.
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Term ‘ Definition

Type The type of message that will be sent, either traps or informs.

Community The community traps will be sent to.

Version The version of SNMP the trap will be sent as.

UDP Port The UDP port the trap or inform will be sent to.

Filter name The filter the traps will be limited by for this host.

TO Sec The number of seconds before informs will time out when sending to this host.

Retries The number of times informs will be sent after timing out.

3.9.28 show snmp enginelD
This command displays the currently configured SNMP enginelD.

Format show snmp enginelD

Mode Privileged EXEC

Parameter Description

Local SNMP EnginID The current configuration of the displayed SNMP enginelD.

3.9.29 show snmp filters

This command displays the configured filters used when sending traps.

Format show snmp filters [filtername]

Mode Privileged EXEC

Name The filter name for this entry.

0ID Tree The OID tree this entry will include or exclude.

Type Indicates if this entry includes or excludes the OID Tree.

3.9.30 show snmp group

This command displays the configured groups.

Format show snmp group [groupname]

Mode Privileged EXEC

Name The name of the group.

Security Model Indicates which protocol can access the system via this group.
Security Level Indicates the security level allowed for this group.

Read View The view this group provides read access to.

Write View The view this group provides write access to.
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Parameter Description

Notify View The view this group provides trap access to.

3.9.31 show snmp-server

This command displays the current SNMP server user configuration.

Format show snmp-server

Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(Routing) #show snmp-server
S? Server BoEtoooocoscconcooocooaconnoooscoas 161

3.9.32 show snmp source-interface

Use this command in Privileged EXEC mode to display the configured global source-interface (Source IP address) details
used for an SNMP client. The IP address of the selected interface is used as source IP for all communications with the

server.
Format show snmp source-interface
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(Routing) # show snmp source-interface

SNMP trap Client Source Interface........ 0/1
SNMP trap Client Source IPv4 Address.....1.1.1.1 [Down]

3.9.33 show snmp user

This command displays the currently configured SNMPv3 users.

Format show snmp user [username]

Mode Privileged EXEC

Name The name of the user.

Group Name The group that defines the SNMPv3 access parameters.
Auth Method The authentication algorithm configured for this user.
Privilege Method The encryption algorithm configured for this user.
Remote Engine ID The enginelD for the user defined on the client machine.

3.9.34 show snmp views

This command displays the currently configured views.

Format show snmp views [viewname]

Mode Privileged EXEC
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Parameter Description

Name The view name for this entry.

0ID Tree The OID tree that this entry will include or exclude.

Type Indicates if this entry includes or excludes the OID tree.
3.9.35 show trapflags

This command displays trap conditions. The command's display shows all the enabled OSPFv2 and OSPFv3 trapflags.
Configure which traps the switch should generate by enabling or disabling the trap condition. If a trap condition is
enabled and the condition is detected, the SNMP agent on the switch sends the trap to all enabled trap receivers. You
do not have to reset the switch to implement the changes. Cold and warm start traps are always generated and cannot

be disabled.
Format show trapflags
Mode Privileged EXEC

Authentication Flag

Term Definition

Can be enabled or disabled. The factory default is enabled. Indicates whether authentication failure
traps will be sent.

Link Up/Down Flag

Can be enabled or disabled. The factory default is enabled. Indicates whether link status traps will
be sent.

Multiple Users Flag

Can be enabled or disabled. The factory default is enabled. Indicates whether a trap will be sent
when the same user ID is logged into the switch more than once at the same time (either through
Telnet or the serial port).

Spanning Tree Flag

Can be enabled or disabled. The factory default is enabled. Indicates whether spanning tree traps
are sent.

ACL Traps May be enabled or disabled. The factory default is disabled. Indicates whether ACL traps are sent.

BGP4 Traps Can be enabled or disabled. The factory default is disabled. Indicates whether BGP4 traps are sent.
(This field appears only on systems with the BGPv4 software package installed.)

DVMRP Traps Can be enabled or disabled. The factory default is disabled. Indicates whether DVMRP traps are
sent.

OSPFv2 Traps Can be enabled or disabled. The factory default is disabled. Indicates whether OSPF traps are sent.
If any of the OSPF trap flags are not enabled, then the command displays disabled. Otherwise, the
command shows all the enabled OSPF traps' information.

OSPFv3 Traps Can be enabled or disabled. The factory default is disabled. Indicates whether OSPF traps are sent.
If any of the OSPFv3 trap flags are not enabled, then the command displays disabled. Otherwise,
the command shows all the enabled OSPFv3 traps' information.

PIM Traps Can be enabled or disabled. The factory default is disabled. Indicates whether PIM traps are sent.

MAC Notification Traps

Indicates whether MAC notification global trap status is enabled or disabled.

3.10 RADIUS Commands

This section describes the commands you use to configure the switch to use a Remote Authentication Dial-In User Service
(RADIUS) server on your network for authentication and accounting.
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3.10.1 aaa server radius dynamic-author

This command enables CoA functionality and enters dynamic authorization local server configuration mode.

Default Not applicable

Format aaa server radius dynamic-author
Mode Global Config

Example:

(Routing) #configure
(Routing) (Config)#aaa server radius dynamic-author
(Routing) (Config-radius-da)#

3.10.1.1 no aaa server radius dynamic-author

This command disables CoA functionality.

Default None

Format no aaa server radius dynamic-author
Mode Global Config

Example:

(Routing) #configure
(Routing) (Config)#no aaa server radius dynamic-author

3.10.2 authentication command bounce-port ignore

This command configures the device to ignore a RADIUS server bounce-host-port command. The bounce-host-port
command causes a host to flap the link on an authentication port. The link flap causes DHCP renegotiation from one or
more hosts connected to this port.

Default FALSE (Bounce-Port messages will be processed)

Format authentication command bounce-port ignore
Mode Global Config

Example:

(Routing) #configure
(Routing) (Config)#authentication command bounce-port ignore

3.10.2.1 no authentication command bounce-port ignore

This command resets the device to the default value so that RADIUS server bounce-host-port commands are processed.

Format no authentication command bounce-port ignore
Mode Global Config
Example:

(Routing) #configure
(Routing) (Config)#no authentication command bounce-port ignore

3.10.3 authentication command disable-port ignore
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disabled can be re-enabled either if the autorecovery cause is enabled for CoA after the expiry of the autorecovery timer
or manually by the administrator by not shutting down the port.

Default L7_DISABLE (DUT will process disable host-port messages)
Format authentication command disable-port ignore
Mode Global Config

Example:

(Routing) #configure
(Routing) (Config)#authentication command disable-port ignore

3.10.3.1 no authentication command disable-port ignore

This command resets the device to the default value so that RADIUS server disable-host-port commands are processed.

Format authentication command disable-port ignore
Mode Global Config
Example:

(Routing) #configure
(Routing) (Config)#no authentication command disable-port ignore

3.10.4 auth-type

Use this command to specify the type of authorization that the device uses for RADIUS clients. The client must match
the configured attributes for authorization.

Default All

Format auth-type { any | all | session-key }
Mode Dynamic Authorization

Example:

(Routing) (Config-radius-da)#auth-type all

3.10.4.1 no auth-type

Use this command to reset the specified authorization type that the device must use for RADIUS clients.

Default None

Format no auth-type
Mode Dynamic Authorization
Example:

(Routing) (Config-radius-da)#no auth-type

3.10.5 authorization network radius

Use this command to enable the switch to accept VLAN assignment by the radius server.

Default Disabled
Format authorization network radius
Mode Global Config
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3.10.5.1 no authorization network radius

Use this command to disable the switch to accept VLAN assignment by the radius server.

Format no authorization network radius

Mode Global Config

3.10.6 clear radius dynamic-author statistics

This command clears radius dynamic authorization counters.

Default None

Format clear radius dynamic-author statistics
Mode Privileged EXEC

Example:

(Routing) #clear radius dynamic-author statistics
Are you sure you want to clear statistics? (y/n) y

Statistics cleared.

3.10.7 client

Use this command to configure the IP address or IPv6 address or hostname of the AAA server client. Use the optional
server-key keyword and string argument to configure the server key at the client level.

Default None

Format client { ip-address |ipvé-address | hostname} [server-key [0]7]

key-string]

Mode Dynamic Authorization

Example:
(Routing) (Config-radius-da)#client 10.0.0.1 server-key 7 devicel

3.10.7.1 no client

Use this command to remove the configured Dynamic Authorization client and the key associated with that client in the

device.

Format client { ip-address |ipvé6-address | hostname}
Mode Dynamic Authorization

Example:

(Routing) (Config-radius-da)#no client 10.0.0.1

3.10.8 debug aaa coa

Use this command to display debug information for CoA processing.

Default None
Format debug aaa coa
Mode Dynamic Authorization
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3.10.9 debug aaa pod

Use this command to display debug messages related to packet of disconnect (POD) packets.

Default None
Format debug aaa pod
Mode Dynamic Authorization

3.10.10 ignore server-key

Use this optional command to configure the device to ignore the server key.

Default Disabled

Format ignore server-key
Mode Dynamic Authorization
Example:

(Routing) (Config-radius-da)#ignore server-key

3.10.10.1 ignore server-key

Use this optional command to configure the device to ignore the server key.

Default Disabled

Format ignore server-key
Mode Dynamic Authorization
Example:

(Routing) (Config-radius-da)#ignore server-key

3.10.11 ignore session-key

Use this optional command to configure the device to ignore the session key.

Default Disabled

Format ignore session-key
Mode Dynamic Authorization
Example:

(Routing) (Config-radius-da)#ignore session-key

3.10.11.1 no ignore session-key

Use this optional command to configure the device to not ignore the session key (that is, it resets the ignore session key
property on the device).

Format no ignore session-key
Mode Dynamic Authorization
Example:

(Routing) (Config-radius-da)#no ignore session-key
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3.10.12 port

Use this command to specify the UDP port on which a device listens for RADIUS requests from configured RADIUS clients.
The supported range for the port-number is 1025 to 65535.

Default 3799

Format port port-number
Mode Dynamic Authorization
Example:

(Routing) (Config-radius-da)#port 1700

3.10.12.1 no port

Use this command to reset the configured UDP port on which a device listens for RADIUS requests from configured
RADIUS clients.

Format no port
Mode Dynamic Authorization
Example:

(Routing) (Config-radius-da)#no port

3.10.13 radius accounting mode

This command is used to enable the RADIUS accounting function.

Default Disabled
Format radius accounting mode
Mode Global Config

3.10.13.1 no radius accounting mode

This command is used to set the RADIUS accounting function to the default value - i.e. the RADIUS accounting function
is disabled.

Format no radius accounting mode

Mode Global Config

3.10.14 radius server attribute
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This command specifies the RADIUS client to use the specified RADIUS attribute in the RADIUS requests. The supported
attributes are as follows:

> 4: Include the NAS-IP Address attribute. If the specific IP address is configured while enabling this attribute, the
RADIUS client uses that IP address while sending NAS-IP-Address attribute in RADIUS communication.

2 95: Include the NAS-IPV6-Address attribute. If the specific IPv6 address is configured while enabling this attribute,
the RADIUS client uses that IPv6 address while sending NAS-IPV6-Address attribute in RADIUS communication.

> 30: This command configures the format in which the MAC address is sent to the RADIUS server in attribute 30.

> 31: This command configures the format in which the MAC address is sent to the RADIUS server in attribute 31
Calling-Station-ID).
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> 32: This command configures the format in which the MAC address is sent to the RADIUS server in attribute 32
(NAS-Identifier).

Default (Attribute 30 and 31 only) MAC address format: legacy lower case

Format radius server attribute {4 [ipaddr] | 95 [ipvé addr] | {30 | 31 | 32}
mac-format {leagacy Iower-case | upper-case | 1ietf lower-case |
upper-case | unformatted lower-case | upper-case }}

Mode Global Config

4 NAS-IP-Address attribute to be used in RADIUS requests.

ipaddr The IP address of the server.

ipv6_addr The IPv6 address of the server.

ietf Format the MAC address as XX-XX-XX-XX-XX-XX.

legacy Format the MAC address as XX:XX:XX:XX:XX:XX

unformatted Format the MAC address as aaaabbbbcccc.

Example: The following shows an example of the command.
(Switch) (Config) #radius server attribute 4 192.168.37.60

Example: The following shows an example of the command.
(Switch) (Config) # (Config)#radius server attribute 95 3ffe:ffff:100:£101::1

Example: The following shows an example of the command.

(Switch) (Config) # (Config)#radius server attribute 31 mac-format unformatted lower-case

3.10.14.1 no radius server attribute

The no version of this command resets the RADIUS attributes to their default values. For attributes 4 and 95, this

command disables the specified attribute global parameter for the RADIUS client. When this parameter is disabled, the
RADIUS client does not send the NAS-IP-Address or NAS-IPv6-Address attribute in RADIUS requests.

Format no radius server attribute {4 [ipaddr] | 95 [ipvé addr] | {30 | 31 |

32} mac-format}

Mode Global Config

3.10.15 radius server attribute 32 include-in-access-req

When this command is configured with the 32 option, the RADIUS attribute 32 (NAS-Identifier) is sent to the RADIUS
server in access-request and accounting-request messages. The format option specifies the RADIUS Attribute 32
format. If the format is not configured, a default format (%m) is used.

Default Attribute is not sent
Format radius server attribute 32 include-in-access-req [format format]
Mode Global Config

Definition

format The format value can be 2 to 128 characters or one or more of the following:
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Term Definition

> %m: MAC address
> %i: IP address

> %h: Host Name
>

%d: Domain Name.

@ If the format parameter is not configured, the default format %m is used.

Example: The following shows an example of the command.

(Switch) (Config) #(Config)#radius server attribute 32 include-in-access-req format %i

3.10.15.1 no radius server attribute 32 include-in-access-req
This command disables sending RADIUS attribute 32.

Format no radius server attribute 32 include-in-access-req

Mode Global Config

3.10.16 radius server attribute 44 include-in-access-req

When this command is configured with the 44 option, the RADIUS attribute 44 (Accounting-Session-ID) is sent to the

RADIUS server in access-request messages. The same accounting session ID is used in the subsequent accounting requests
sent to the RADIUS server.

Default Attribute is not sent
Format radius server attribute 44 include-in-access-req
Mode Global Config

3.10.16.1 no radius server attribute 44 include-in-access-req
This command disables sending RADIUS attribute 44.

Format no radius server attribute 44 include-in-access-req

Mode Global Config

3.10.17 radius server deadtime

This command configures the dead time (in minutes) for all RADIUS authentication servers. The dead time is the amount
of time to skip a RADIUS server that is not responding to authentication requests. The valid deadtime range is 0 to 2000

minutes.
Format radius server deadtime minutes
Mode Global Config

3.10.17.1 no radius server deadtime

This command resets the deadtime for all RADIUS authentication servers to the default value.

Format no radius server deadtime

Mode Global Config
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3.10.18 radius server dead-criteria

This command configures the condition under which a RADIUS server is considered to be dead. The criteria configured
for both the dead time and the number of tries need to be satisfied before a RADIUS server is consider as unavailable.

Default Time: 20 seconds
Tries 4
Format radius server dead-criteria time seconds tries tries
Mode Global Config
time Number of seconds during which a RADIUS client need not get a valid response from the RADIUS server.

The valid range is 1 to 120 seconds.

tries Number of times that a RADIUS client attempts to get a valid response before the RADIUS server is
considered as unavailable. The valid range is 1 to 100.

Example:

(Switch) (Config)# radius server dead-criteria time 40 tries 6

3.10.18.1 no radius server dead-criteria

This command resets the dead criteria for all RADIUS servers to the default value.

Format no radius server dead-criteria {time | tries}

Mode Global Config

3.10.19 radius server host

This command configures the 1Pv4/IPv6 address or DNS name to use for communicating with the RADIUS server of a
selected server type. While configuring the [Pv4/IPv6 address or DNS name for the authenticating or accounting servers,
you can also configure the deadtime, port number, and server name. If the authenticating and accounting servers are
configured without a name, the command uses the Default_RADIUS_Auth_Server and Default_RADIUS_Acct_Server as
the default names, respectively. The same name can be configured for more than one authenticating servers and the
name should be unique for accounting servers. The RADIUS client allows the configuration of a maximum 32 authenticating
and accounting servers.

If you use the auth parameter, the command configures the IPv4/IPv6 address or hostname to use to connect to a

RADIUS authentication server. You can configure up to three servers per RADIUS client. If the maximum number of
configured servers is reached, the command fails until you remove one of the servers by issuing the no form of the

command. If you use the optional port parameter, the command configures the UDP port number to use when
connecting to the configured RADIUS server. The port number range is 1 to 65535, with 1812 being the default value.
If you use the optional deadt ime parameter, the command configures the deadtime to use for the configured RADIUS

server. The deadtime value is 0 to 2000 in minutes), with 0 being the default.

@ To reconfigure a RADIUS authentication server to use the default UDP port, set the port parameter to 1812.

If you use the acct token, the command configures the IPv4/IPv6 address or hostname to use for the RADIUS accounting
server. You can only configure one accounting server. If an accounting server is currently configured, use the no form

of the command to remove it from the configuration. The IPv4/IPv6 address or hostname you specify must match that
of a previously configured accounting server. If you use the optional port parameter, the command configures the
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UDP port to use when connecting to the RADIUS accounting server. If a port is already configured for the accounting
server, the new port replaces the previously configured port. The port must be a value in the range 0 to 65535,
with 1813 being the default. If you use the optional deadtime parameter, the command configures the deadtime to
use for the configured RADIUS server. The deadtime value is 0 to 2000 (in minutes), with 0 being the default.

@ To reconfigure a RADIUS accounting server to use the default UDP port, set the port parameter to 1813.

Format radius server host {auth | acct} {ipaddr | ipvéaddr | dnsname} [name

servername] [port 0-65535] [deadtime 0-2000]

Mode Global Config

ipaddr The IP address of the server.

ipvbaddr The IPv6 address of the server.

dnsname The DNS name of the server.

0-65535 The port number to use to connect to the specified RADIUS server.

servername The alias name to identify the server.

deadtime The amount of time to skip a RADIUS server that is not responding to authentication requests. The valid
deadtime range is 0 to 2000 minutes

Example: The following shows an example of the command.

(Switch) (Config) #radius server host acct 192.168.37.60

(Switch) (Config) #radius server host acct 192.168.37.60 port 1813

(Switch) (Config) #radius server host auth 192.168.37.60 name Networkl RS port 1813
(Switch) (Config) #radius server host acct 192.168.37.60 name Network2 RS

3.10.19.1 no radius server host

The no version of this command deletes the configured server entry from the list of configured RADIUS servers. If the

RADIUS authenticating server being removed is the active server in the servers that are identified by the same server
name, then the RADIUS client selects another server for making RADIUS transactions. If the auth token is used, the

previously configured RADIUS authentication server is removed from the configuration. Similarly, if the acct token is
used, the previously configured RADIUS accounting server is removed from the configuration. The ipaddr |
ipvéaddr | dnsname parameter must match the IPv4/IPv6 address or DNS name of the previously configured
RADIUS authentication / accounting server.

Format no radius server host {auth | acct} {ipaddr | ipvéaddr | dnsname}

Mode Global Config

Example: The following shows an example of the command.
(Switch) (Config) #no radius server host acct 192.168.37.60

3.10.20 radius server host link-local

This command configures the link-local-address of the RADIUS server and the outgoing interface to be used by the
RADIUS client to communicate with the RADIUS server. The outgoing interface can be any physical interface or service
port or network port.

| Default None
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Format radius server host {auth | acct} link-local link-local-address interface

{unit/slot/port | network | serviceport } [name servername] [port port]

Mode Global Config

link-local-address The IP address of the server.

interface The interface for the RADIUS client to use for outgoing RADIUS messages.
servername The alias name to identify the server.

port The port number to use to connect to the specified RADIUS server.

Example: The following shows an examples of the command.

(Switch) (Config) #radius server host auth link-local fe80::208:alff:fe7e:4519 interface network name auth_server
port 1813

(Switch) (Config) #radius server host acct link-local fe80::208:alff:fe7e:4519 interface serviceport name
acct_server port 1813

3.10.20.1 no radius server host link-local

This command removes the configured radius server link-local-address.

Format no radius server host {auth | acct} link-local link-local-address

Mode Global Config

Example: The following shows an examples of the command.
(Switch) (Config) #no radius server host auth link-local fe80::208:alff:fe7e:4519

3.10.21 radius server host test

This command configures automated tests for configured RADIUS servers. When a test user name is configured for a
RADIUS server, the client sends periodic test probes to the server. The RADIUS server responds with a reject message.
The receipt of a response is an indication of liveliness of the server. Test probes are sent to server based configured time
interval in minutes, idle time.

Default Idle time: 60 minutes

Format radius server host {auth | acct} {ipaddr | ipvéaddr | hostname} test
username name [deadtime 0-2000] [idle-time 1-35791] [name servername]

[port 1-65535]

Mode Global Config

ipaddr The IP address of the server.

ipvbaddr The IPv6 address of the server.

hostname The host name of the server.

username RADIUS server test user name.

deadtime The amount of time to skip a RADIUS server that is not responding to authentication requests. The valid
deadtime range is 0 to 2000 minutes.

idle-time The number of minutes between test probes, which is in the range of 1 to 35792 minutes.

name Identification name to the server.
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Description

port A Layer 4 port number in the range of 1 to 65535 (the default is 1813).

Example:

(Routing) (Config)# radius server acct 10.22.11.33 test username dummy idle-time 2

3.10.21.1 no radius server host test

This command disables RADIUS server test user name. It can also be used to set server idle-time to default value.

Format no radius server host {auth | acct} {ipaddr | ipvéaddr | hostname} test
username
Mode Global Config

3.10.22 radius server key

This command configures the key to be used in RADIUS client communication with the specified server. The key can be
configured for all RADIUS servers or, depending on whether the auth or acct token is used, the shared secret is

configured for the particular RADIUS authentication or accounting server. The IP address or IPv6 address or hostname,
when provided, must match a previously configured server. When this command is executed, the secret is prompted.

Text-based configuration supports RADIUS server's secrets in encrypted and non-encrypted format. When you save the
configuration, these secret keys are stored in encrypted format only. If you want to enter the key in encrypted format,
enter the key along with the encrypted keyword. In the show running-config on page 202 command's display, these
secret keys are displayed in encrypted format. You cannot show these keys in plain text format.

@ The secret must be an alphanumeric value not exceeding 64 characters.

Format radius server key [auth | acct | encrypted password] {ipaddr | ipvéaddr
| hostname} encrypted password

Mode Global Config

Field Description

ipaddr The IP address of the server.

dnsname The DNS name of the server.

password The password in encrypted format.

Example: The following shows an example of the CLI command.
radius server key acct 10.240.4.10 encrypted encrypt-string

3.10.22.1 no radius server key

This command removes the shared secret used for the RADIUS servers.

Format no radius server key [{auth | acct} {ipaddr | ipvéaddr | hostname}]

Mode Global Config

3.10.23 radius server load-balance

This command configures the load balancing algorithm used by the RADIUS client to manage authentication and
accounting requests sent to configured RADIUS servers. Load balancing configuration is configured for a group of RADIUS
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servers or global default RADIUS server group. A server group is identified as a group of RADIUS servers using the same
configured server name.

The supported load balancing method is based on the least number of outstanding requests. In this mode, the RADIUS
client selects a configured RADIUS server that has the least number of pending requests. Before selecting a new server,
the number of pending requests on the current server in use should be more than configured batch size value.

Default Method: None
Batch size: 25

Format radius server load-balance {acct | auth} {name servername | radius}
method {least-outstanding [batch-size 1-2147483647] | none}

Mode Global Config

acct Configure the RADIUS accounting server group.

auth Configure the RADIUS authentication server group.

name The RADIUS server group name.

radius Server using default identification name.

method Load balance based on the lowest number of outstanding requests.

none Do not load balance.

Example:

(Routing) (Config)# radius server load-balance acct name groupl method least-outstanding batch-size 40
(Routing) (Config)# radius server load-balance auth radius method least-outstanding batch-size 30

3.10.23.1 no radius server load-balance

The no version of this command disables the load balancing algorithm to be used for the specified RADIUS server.

Format no radius server load-balance {acct | auth} {name servername | radius}
method
Mode Global Config

3.10.24 radius server msgauth

This command enables the message authenticator attribute to be used for the specified RADIUS Authenticating server.

Format radius server msgauth {ipaddr | ipvéaddr | dnsname}
Mode Global Config

Field Description

ipaddr The IP address of the server.

ipvbaddr The IPv6 address of the server.

dnsname The DNS name of the server.
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3.10.24.1 no radius server msgauth

The no version of this command disables the message authenticator attribute to be used for the specified RADIUS
Authenticating server.

Format no radius server msgauth {ipaddr | ipvéaddr | dnsname}

Mode Global Config

3.10.25 radius server primary

This command specifies a configured server that should be the primary server in the group of servers which have the
same server name. Multiple primary servers can be configured for each number of servers that have the same name.
When the RADIUS client has to perform transactions with an authenticating RADIUS server of specified name, the client
uses the primary server that has the specified server name by default. If the RADIUS client fails to communicate with the
primary server for any reason, the client uses the backup servers configured with the same server name. These backup
servers are identified as the Secondary type.

Format radius server primary {ipaddr | ipvéaddr | dnsname}
Mode Global Config

Field Description

ip addr The IP address of the RADIUS Authenticating server.

dnsname The DNS name of the server.

3.10.26 radius server retransmit

This command configures the global parameter for the RADIUS client that specifies the number of transmissions of the
messages to be made before attempting the fall back server upon unsuccessful communication with the current RADIUS
authenticating server. When the maximum number of retries are exhausted for the RADIUS accounting server and no
response is received, the client does not communicate with any other server.

Default 4
Format radius server retransmit retries
Mode Global Config

Description

retries The maximum number of transmission attempts in the range of 1 to 15.

3.10.26.1 no radius server retransmit

The no version of this command sets the value of this global parameter to the default value.

Format no radius server retransmit

Mode Global Config

3.10.27 radius source-interface

Use this command to specify the physical or logical interface to use as the RADIUS client source interface (Source IP
address). If configured, the address of source Interface is used for all RADIUS communications between the RADIUS
server and the RADIUS client. The selected source-interface IP address is used for filling the IP header of RADIUS
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management protocol packets. This allows security devices (firewalls) to identify the source packets coming from the
specific switch.

If a source-interface is not specified, the primary IP address of the originating (outbound) interface is used as the source
address. If the configured interface is down, the RADIUS client falls back to its default behavior.

Format radius source-interface {unit/slot/port | loopback loopback-id | vlan
vian-id}

Mode Global Config

Parameter Description

unit/slot/port The unit identifier assigned to the switch.

loopback-id Configures the loopback interface. The range of the loopback ID is 0 to 7.

vlan-id Configures the VLAN interface to use as the source IP address. The range of the VLAN ID is 1 to 4093.

3.10.27.1 no radius source-interface

Use this command to reset the RADIUS source interface to the default settings.

Format no radius source-interface

Mode Global Config

3.10.28 radius server timeout

This command configures the global parameter for the RADIUS client that specifies the timeout value (in seconds) after
which a request must be retransmitted to the RADIUS server if no response is received. The timeout value is an integer
in the range of 1 to 30.

Default 5
Format radius server timeout seconds
Mode Global Config

Field Description

retries Maximum number of transmission attempts in the range 1-30.

3.10.28.1 no radius server timeout

The no version of this command sets the timeout global parameter to the default value.

Format no radius server timeout

Mode Global Config

3.10.29 radius server vsa send

This command enables the processing of Cisco dynamic ACL vendor-specific attributes sent by the RADIUS server. Use
the authentication keyword to allow the processing of attributes for authentication.

Default Disabled
Format radius server vsa send [authentication]
Mode Global Config
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3.10.29.1 no radius server vsa send

The no version of this command sets the Cisco dynamic VSA processing to the default value.

Format no radius server vsa send [authentication]

Mode Global Config

3.10.30 server-key

Use this command to configure a global shared secret that is used for all dynamic authorization clients that do not have
an individual shared secret key configured.

Default None

Format server-key [7] key-string

Mode Dynamic Authorization

Term Definition

0 An unencrypted key is to be entered

7 An encrypted key is to be entered

string The shared secret string. Maximum length is 128 characters for unencrypted key and 256 characters for
encrypted key. Overrides the global setting for this client only. Enclose in quotation marks to use special
characters or embedded blanks.

Example:

(Routing) (Config-radius-da)# server-key encrypted mydevice

3.10.30.1 no server-key

Use this command to remove the global shared secret key configuration.

Format no server-key
Mode Dynamic Authorization
Example:

(Routing) (Config-radius-da)# no server-key

3.10.31 show radius

This command displays the values configured for the global parameters of the RADIUS client.

Format show radius

Mode Privileged EXEC

Term Definition

Number  of  Configured | The number of RADIUS Authentication servers that have been configured.
Authentication Servers

Number ~ of  Configured | The number of RADIUS Accounting servers that have been configured.
Accounting Servers

Number  of  Named | The number of configured named RADIUS server groups.
Authentication Server Groups
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Term Definition

Number of Named Accounting
Server Groups

The number of configured named RADIUS server groups.

Number of Dead RADIUS
Authentication Servers

The number of RADIUS authentication servers that are considered to be unresponsive based on
the dead-time criteria.

Number of Dead RADIUS
Accounting Servers

The number of RADIUS accounting servers that are considered to be unresponsive based on the
dead-time criteria.

Number of Retransmits

The configured value of the maximum number of times a request packet is retransmitted.

Dead Time The amount of time to skip a RADIUS server that is not responding to authentication requests.
RADIUS  Server  VSA|Indicates whether VSA authentication is enabled for the configured RADIUS server.
Authentication

Dead Criteria Time

Number of seconds during which a RADIUS client need not get a valid response from the RADIUS
server,

Dead Criteria Tries

Number of times that a RADIUS client attempts to get a valid response before the RADIUS server
is considered as unavailable.

Timeout Duration

The configured timeout value, in seconds, for request retransmissions.

RADIUS Accounting Mode

A global parameter to indicate whether the accounting mode for all the servers is enabled or not.

RADIUS Attribute 4 Mode

A global parameter to indicate whether the NAS-IP-Address attribute has been enabled to use in
RADIUS requests.

RADIUS Attribute 4 Value

A global parameter that specifies the IP address to be used in the NAS-IP-Address attribute to be
used in RADIUS requests.

RADIUS Attribute 95 Mode

A global parameter to indicate whether the NAS-IPv6-Address attribute has been enabled to use
in RADIUS requests.

RADIUS Attribute 95 Value

A global parameter that specifies the IPv6 address to be used in the NAS-IPv6-Address attribute
to be used in RADIUS requests.

RADIUS Attribute 30 MAC
Format

The format in which the MAC address is sent to the RADIUS server in attribute 30.

RADIUS Attribute 31
Format

MAC

The format in which the MAC address is sent to the RADIUS server in attribute 31 Calling- Station-ID).

RADIUS Attribute 32 MAC
Format

The format in which the MAC address is sent to the RADIUS server in attribute 32 (NAS- Identifier).

RADIUS Attribute 32 include in
access request

Indicates whether RADIUS attribute 32 is sent to the RADIUS server in access-request and
accounting-request messages.

RADIUS Attribute 32 format

The format for RADIUS attribute 32, which is one or more of the following:
> %m: MAC address

> %i: IP address

> %h: Host Name
>

%d: Domain Name.

RADIUS Attribute 44 include in
access request

Indicates whether RADIUS attribute 44 is sent to the RADIUS server in access-request and
accounting-request messages.

Example: The following shows example CLI display output for the command.

(Switch) #show radius

Number of Configured Authentication Servers.... 1
Number of Configured Accounting Servers........ 1
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Number of Named Authentication Server Groups... 1

Number of Named Accounting Server Groups....... 1

Number of Dead RADIUS Authentication Servers... 0

Number of Dead RADIUS Accounting Servers....... 0

Number of Retransmits..............ciieeuunnnn. 4

ID2EE] AliS0 0000000000000 0000000000000006000000a0 0

Radius Server VSA Authentication: ............. Enabled

iDezel Crditerila TdmEo ccoooooooooooonooccocoooosoo 20

Deael Crliterila TEL@Sccooccoocoanconnccnosconoosoo 4

TiHEEUE DREEELSA . 0 0 c0000000000600000006000060000 5

RADIUS Accounting Mode........c.oeeuueeneennnnnn. Disable

RADIUS Attribute 4 Mode................oocv... Disable

RADIUS Attribute 4 Value...............oovo.... 0.0.0.0

RADIUS Attribute 95 Mode....................... Disable

RADIUS Attribute 95 Value...........ccoiieeneean. o2

RADIUS Attribute 30 Mac Format................. legacy lower-case
RADIUS Attribute 31 Mac Format...........c..co... ietf upper-case
RADIUS Attribute 32 Mac Format................. legacy lower-case
RADIUS Attribute 32 include in access request.. Enable

RADIUS Attribute 32 format..................... %1.%d.%m

RADIUS Attribute 44 include in access request.. Disable

3.10.32 show radius servers

This command displays the summary and details of RADIUS authenticating servers configured for the RADIUS client.

Format show radius servers {ipaddress | ipvéaddr | dnsname} | name [servername]}

Mode Privileged EXEC

Parameter Description

Command Variables

ipaddress The IP address of the authenticating server.
ipv6addr The IPv6 address of the server.

dnsname The DNS name of the authenticating server.
servername The alias name to identify the server.

Command Output Fields

Current The * symbol preceding the server host address specifies that the server is currently active.

Host Address The IP address of the host.

Server Name The name of the authenticating server.

Port The port used for communication with the authenticating server.

Type Specifies whether this server is a primary or secondary type.

Current Host Address (¥) An asterisk (*) indicates which configured RADIUS host is the currently active authenticating server.
Number of Retransmits The configured value of the maximum number of times a request packet is retransmitted.

Dead Time The amount of time to skip a RADIUS server that is not responding to authentication requests.
Timeout Duration The configured timeout value, in seconds, for request retransmissions.

RADIUS  Server  VSA|Indicates whether the system processes Cisco dynamic ACL vendor-specific attributes sent by
Authentication RADIUS Server.

Server State The administrative state of the RADIUS server.

Server Immortal State Indicates whether the server is an immortal |RADIUS server, which is a dead server that is marked

as alive after being determined to be dead because it is the last server known to be alive

Test User The name of the configured RAIDUS server test user.

Idle Time The number of minutes between RADIUS server test probes,
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Parameter Description

RADIUS Accounting Mode

A global parameter to indicate whether the accounting mode for all the servers is enabled or not.

RADIUS Attribute 4 Mode

A global parameter to indicate whether the NAS-IP-Address attribute has been enabled to use in
RADIUS requests.

RADIUS Attribute 4 Value

A global parameter that specifies the IP address to be used in NAS-IP-Address attribute used in
RADIUS requests.

RADIUS Attribute 95 Mode

A global parameter to indicate whether the NAS-IPv6-Address attribute has been enabled to use
in RADIUS requests.

RADIUS Attribute 95 Value

A global parameter that specifies the IPv6 address to be used in the NAS-IPv6-Address attribute
to be used in RADIUS requests.

RADIUS Attribute 30 MAC
Format

The format in which the MAC address is sent to the RADIUS server in attribute 30.

RADIUS Attribute 31
Format

MAC

The format in which the MAC address is sent to the RADIUS server in attribute 31 Calling-Station-
ID).

RADIUS Attribute 32 MAC
Format

The format in which the MAC address is sent to the RADIUS server in attribute 32 NAS-Identifier).

RADIUS Attribute 32 include in
access request

Indicates whether RADIUS attribute 32 is sent to the RADIUS server in access-request and
accounting-request messages.

RADIUS Attribute 32 format

The format for RADIUS attribute 32, which is one or more of the following:
> %m: MAC address

> %i: IP address

> %h: Host Name
>

%d: Domain Name.

RADIUS Attribute 44 include in
access request

Indicates whether RADIUS attribute 44 is sent to the RADIUS server in access-request and
accounting-request messages.

Link local interface

If configured, the link local IPv6 address.

Secret Configured

Yes or No Boolean value that indicates whether this server is configured with a secret.

Message Authenticator

A global parameter to indicate whether the Message Authenticator attribute is enabled or disabled.

CoA Bounce-Host-Port

Indicates whether RADIUS server Bounce-Port messages will be processed (Accept) or ignored.

Number
Received

of CoA Requests

The number of RADIUS Change of Authorization (CoA) requests messages received from a RADIUS
host.

Number of CoA ACK Responses
Sent

The number of RADIUS CoA acknowledgments the client has sent.

Number of CoA NAK Responses
Sent

The number of RADIUS CoA non-acknowledgments the client has sent.

Unsupported Attribute R

Number of CoA Requests | The number of RADIUS CoA requests the client has ignored.
Ignored
Number of CoA Missing/ | The number of RADIUS CoA requests the client has received that have a missing or unsupported

attribute value.

Number of CoA Session Context
Not Found Request

The number of RADIUS CoA requests the client has received in which the session context identified
in the CoA-Request or not exist on the NAS.

Number of CoA Invalid Attribute
Value Request

The number of RADIUS CoA requests the client has received that have an invalid attribute value.
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Number of Administratively
Prohibited Request

Description

The number of RADIUS CoA requests the client has received that where the NAS is configured to
prohibit honoring of CoA-Request or Disconnect- Request packets for the specified session.

Number of Dead servers in
Named Server Group

in the named server group that are determined to be dead.

When the name servername options are used, this field shows the number of RADIUS servers

Example: The following shows example CLI display output for the command.

(Switch) #show radius servers

Cur Host Address Server Name Port Type

rent

* 192.168.37.200 Networkl RADIUS_Server 1813 Primary

192.168.37.201 Network2 RADIUS_ Server
192.168.37.202 Network3 RADIUS_Server
192.168.37.203 Network4 RADIUS_Server
(Switch) #show radius servers name

Current Host Address Server Name Type

Networkl RADIUS_Server Secondary

1813 Secondary
1813 Primary
1813 Secondary

—————————————————————————————— 192.168.37.200

192.168.37.201 Network2 RADIUS_Server Primary

192.168.37.202 Network3_RADIUS_Server Secondary

192.168.37.203 Network4 RADIUS_ Server Primary

(Switch) #show radius servers 2.2.2.2

[RADIUS SEEvEE WEmE-0 0 000000000000000066000000000 Default-RADIUS-Server
Current Server IP Address...........ccceeeeeeen. 202022

[Numlser ©Ff REEEEMEMLEScccocoooonoooscoonconscoan 4

TilHEEUE DREEELSM. 0 0 c 000000000060000000000000000 5

RADIUS Server VSA Authentication............... Enable

EREWEEE SEE1ER0 0 00000060000000000000000000000GC 6000 Up

Server Immewtall SiEEE@ccccoocooocoooconnosooosaa False

LEEEl BRlAREE: 50 coooc000000000000000000000000000 Disable

(If23€ USEFoocooocooocooocoo0c0000000000000000000

TEILE a0 0 600000000000060000000060000006600060000 60

RADIUS Accounting Mode........uoeuiienrnenrnennn Disable

RADIUS Attribute 4 Mode................oovo... Disable

RADIUS Attribute 4 Value........coviuieennenn.. 0.0.0.0

RADIUS Attribute 30 Mac Format................. legacy lower-case
RADIUS Attribute 31 Mac Format................. legacy lower-case
RADIUS Attribute 32 Mac Format..........coveen. legacy lower-case
RADIUS Attribute 32 include in access request.. Disable

RADIUS Attribute 32 format..................... %m

RADIUS Attribute 44 include in access request.. Disable

IEOFE 0 600000000000000000000060000600000000000000 1812

T 0 e v v e e et e et e e te e e s e eeeneeeneaenenens Secondary

Seeret ComiElee@eEl o cooocooooooocoonoon0co000000 Yes

Message Authenticator.............ciiiiiiinnnnn Enable

(Cor BolnCE=—ROSL=IPEEC 00 c00060000600006200000000000 Accept

(Com DalEEISILE=EEEE=IPEEE 0 o0 0 oo ooo00060000000060000 Accept

Number of CoA Requests Received................ 0

Number of CoA ACK Responses Sent............... 0

Number of CoA NAK Responses Sent............... 0

Number of CoA Requests Ignored................. 0

Number of CoA Missing/Unsupported Attribute R.. 0

Number of CoA Session Context Not Found Reque.. 0

Number of CoA Invalid Attribute Value Request.. 0

Number of Administratively Prohibited Request.. 0

3.10.33 show radius accounting

This command displays a summary of configured RADIUS accounting servers.

Format show radius accounting {name [servername] | 1ipaddr | ipvéaddress |
hostname}
Mode Privileged EXEC

Description

servername An alias name to identify the server.
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Field ‘ Description

ipaddr The IPv4 address of the server.
ipvbaddress the IPv6 address of the server.
hostname The DNS resolvable hostname of the server.

If you use the name parameter without the servername option, then only the accounting mode and the RADIUS
accounting server details are displayed.

Parameter ‘ DI

Server Name The name of the accounting server.

Host Address The IP address or configured name of the host.

Port The port used for communication with the accounting server.

Secret Configured Yes or No Boolean value indicating whether this server is configured with a secret.

Example: The following shows example CLI display output for the command.

(Routing) #show radius accounting name

Server Name Host Address Port Secret
Configured
Default-RADIUS-Server acctServer 1813 No
backupAcct 192.168.10.55 1813 No
testServer fe80::1 1813 No

If you specify the hostname, IPv4 or IPv6 address of the accounting server, the following RADIUS accounting server

details are displayed.

Parameter

Definition

RADIUS Accounting Server IP
Address

The IPv4 address, IPv6 address, link local address, or configured hostname of the host.

RADIUS  Accounting  Server
Name

The name of the accounting server.

RADIUS Accounting Mode

The mode of the accounting server.

Link local interface

If configured, the interface associated with the link-local IPv6 address.

Port

The port used for communication with the accounting server.

Secret Configured

Yes or No Boolean value indicating whether this server is configured with a secret.

Server State

The administrative state of the server.

Server Immortal State

Indicates whether the server is an immortal RADIUS server, which is a dead server that is marked
as alive after being determined to be dead because it is the last server known to be alive

Test User

The name of the configured RAIDUS server test user.

Idle Time

The number of minutes between RADIUS server test probes,

Number of Dead servers in
Named Server Group

When the name servername options are used, this field shows the number of RADIUS servers
in the named server group that are determined to be dead.

Example:

(Routing) #show radius accounting acctServer

RADIUS Accounting Server IP Address............
RADIUS Accounting Server Name€..........oceeeenn
RADIUS Accounting Mode.....
Link local interface.......

192.168.10.55
backupAcct
Disable

Not Available
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IPOTEE 6 0 000000000000000006000000060000000600060000 1813
Seeret ComiElEiEEEsl 6 cooocooooconocanooan000000000 No
EREVEE SEEER0 0000000000000000000000000000000000 Up
Server LmeEital, SEEE@oocoonocnocoonoonocoonoono False
MeEE USE%0000000000000000000000000000006600000 0 testUser
eI 95liiS0 000000000000 000000000000000060000000a0 3233

(Routing) #show radius accounting fe80::1

RADIUS Accounting Server IP Address............ fe80::1
RADIUS Accounting Server Name.................. testServer
RADIUS Accounting Mode........coviieeneneenennns Disable
Ll Leeall LMEREEEEE 0 0000009000000000000000000 1/0/3

2@ 0 0 00000000000000006000000000000000000000000 1813
Seeret CoOMELGuEERl o ccoocoasocoocaonsoonocancooaon No

SREVRE SCAER00000000000000000000600060000000606006 Up

Server Immewrital SiEEEEcococooccooccooocooosoooooo False

ESE USEE60000000000000000000000000000000000000 testUser
Elle MiiE0 0000000000000000000000000000000000000 3233

3.10.34 show radius accounting servers

This command displays the configured RADIUS accounting servers and its name.

Format show radius accounting servers

Mode Privileged EXEC

The command displays the information the following table describes.

Parameter ‘ DI

Selected Server If an asteristk (*) appears in the first column, the RADIUS accounting server is the primary server for its
group.

Host Address The IPv4 address, IPv6 address, link local address, or configured hostname of the host.

Server Name The name of the accounting server.

Port The port used for communication with the accounting server.

Example: The following shows example CLI display output for the command.

(Routing) #show radius accounting servers

& Host Address Server Name Port
10.25.4.10 groupl 1813
b 10.25.4.5 Default-RADIUS-Server 1813
10.25.4.4 groupl 1813

* currently selected server

3.10.35 show radius accounting statistics
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This command displays a summary of statistics for the configured RADIUS accounting servers.

Format show radius accounting statistics [{ipaddr | ipvéaddr | dnsname} | name
[servername] }]

Mode Privileged EXEC

ipaddr The IP address of the server.

dnsname The DNS name of the server.

servername The alias name to identify the server.
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Term Definition

RADIUS  Accounting | The name of the accounting server.
Server Name

Server Host Address The IP address of the host.

Round Trip Time The time interval, in hundredths of a second, between the most recent Accounting- Response and the
Accounting-Request that matched it from this RADIUS accounting server.

Requests The number of RADIUS Accounting-Request packets sent to this server. This number does not include
retransmissions.

Retransmission The number of RADIUS Accounting-Request packets retransmitted to this RADIUS accounting server.

Responses The number of RADIUS packets received on the accounting port from this server.

Malformed Responses | The number of malformed RADIUS Accounting-Response packets received from this server. Malformed
packets include packets with an invalid length. Bad authenticators or signature attributes or unknown
types are not included as malformed accounting responses.

Bad Authenticators The number of RADIUS Accounting-Response packets containing invalid authenticators received from
this accounting server.

Pending Requests The number of RADIUS Accounting-Request packets sent to this server that have not yet timed out or
received a response.

Timeouts The number of accounting timeouts to this server.

Unknown Types The number of RADIUS packets of unknown types, which were received from this server on the accounting
port.

Packets Dropped The number of RADIUS packets received from this server on the accounting port and dropped for some

other reason.

Example: The following shows example CLI display output for the command.
(Switch) #show radius accounting statistics 192.168.37.200

RADIUS Accounting Server Name................. Default RADIUS_Server
FoSt ACKIEESSccocc00000000000000000000000000000 192.168.37.200
IRoumEl TEile TiME0 ¢ oo coooo0000000006006300600060a0 0.00

eI B0 0 0600 00000000003 00000C000000000000000 0
[RetranSinl9S1lemnSc o c o cooooonooooooonoccooco00000 0

S PIEEE0 6 00 00000 00000000000000000C0000000000 0

Malformed ResSponses........ ... . L L L., 0

26l AUEheniElERE@ES o o 0 0ooo0co00000000c000000000 0

PeimElilinG] REEUESES 0 0 0000 00000000000000000000000 0 0

ILiEEUES 6 6 0 60005000000000000000000000006000000 0

U EaERTm 578880 0 0 000 0000000060000000600600006000 0

PACKEES DEGRIOEGl: 0 0 0 ccooooooocao000000000000000 0

(Switch) #show radius accounting statistics name Default RADIUS_Server

RADIUS Accounting Server Name................. Default RADIUS_Server
Fogt ACIEeSSo0coocoocoooco00c000000600060000000 192.168.37.200
IReimel MiEile TN o 6 0 000 006000060000600006000600006000 0.00

REUESE S . i ittt ittt ittt ettt teeneeeneeenenns 0
[RetranSinlgSLlenSc o cccoooooonoonnoonoconoocon0o0o0 0

IRESOENEES 0 0 00 00000000000006060000000C000000003 0 0

Malformed RESPONSES ..t eeteeetocetocnsocasonas 0

Bacl AuiEhemitlE@aE®ES o s s0oc0000000000000000000000 0

Pending ReqUESES. .ot it ii it in e inenenenenens 0

AliEEUES 0 0 0 60000000000000000000000000000000000 0

(U EaEna T80 0 0 0 000 c0000000600060000C00060000000 0

PRCIRIES DEGEOEG 0 0 60 c000000000000060000600006000 0

3.10.36 show radius source-interface

Use this command in Privileged EXEC mode to display the configured RADIUS client source-interface (Source IP address)
information.
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3.10.37 show radius statistics
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Format

Mode

show radius source-interface

Privileged EXEC

Example: The following shows example CLI display output for the command.

(Switch) #show radius source-interface

RADIUS Client Source Interface.................
RADIUS Client Source IPv4 Address..............
RADIUS Client Source IPv6 Address..............

0/1
192.168.0.1 [Up]
200:23::12 [Up]

This command displays the summary statistics of configured RADIUS Authenticating servers.

Format show

Mode

radius

[servername] }]

Privileged EXEC

statistics [{ipaddr | ipvéaddr | dnsname} | name

Term Definition

ipaddr The IP address of the server.
dnsname The DNS name of the server.
servername The alias name to identify the server.

RADIUS Server Name

The name of the authenticating server.

Server Host Address

The IP address of the host.

Access Requests

The number of RADIUS Access-Request packets sent to this server. This number does not include
retransmissions.

Access Retransmissions

The number of RADIUS Access-Request packets retransmitted to this RADIUS authentication server.

Access Accepts

The number of RADIUS Access-Accept packets, including both valid and invalid packets, that were
received from this server.

Access Rejects

The number of RADIUS Access-Reject packets, including both valid and invalid packets, that were
received from this server.

Access Challenges

The number of RADIUS Access-Challenge packets, including both valid and invalid packets, that
were received from this server.

Malformed Access Responses

The number of malformed RADIUS Access-Response packets received from this server. Malformed
packets include packets with an invalid length. Bad authenticators or signature attributes or
unknown types are not included as malformed access responses.

Bad Authenticators

The number of RADIUS Access-Response packets containing invalid authenticators or signature
attributes received from this server.

Pending Requests

The number of RADIUS Access-Request packets destined for this server that have not yet timed out
or received a response.

Timeouts The number of authentication timeouts to this server.

Unknown Types The number of packets of unknown type that were received from this server on the authentication
port.

Packets Dropped The number of RADIUS packets received from this server on the authentication port and dropped

for some other reason.
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Example: The following shows example CLI display output for the command.
(Switch) #show radius statistics 192.168.37.200

[RADIUS ServeE WEi@c c c0o0c0000000000000050000000 Default RADIUS_Server
Server Hegt ACEIEESSccacocooccooooosccoonoonocon 192.168.37.200
IACEREE RECHESIES 00 00000000000000000600006000000 0 0.00

ASERss RetERnSilEF1eRS o oo oooooooooocc000000000 0

ACCESS ACCEPES . vt ittt ittt te e teeeteenneennnens 0

INeEEES REJEEEB0000000000000000000000600000006600 0

Access ChallengesS. ... .eeeteeetoeetocnsocasoeas 0

Malformed Access RESPONSES....uvu e rnenennns 0

[Be6] AuitlhemElEEE®ES o c coooooooo00000000000000000 0

Pending ReQUESTS. . vt et tn i tntnenenenenennnens 0

HEEUES 0 0 0 00000000000000000000000000000000000 0

(U saevia 5828 0 0 00 0000006000060000600000000603006000 0

PRCIRES DEGEIDEGE 0 000 000000000000000000600006000 0 0

(Switch) #show radius statistics name Default RADIUS_Server

[RADIUS S2EvEE WEMS6 c00000000000000006000006000 Default RADIUS Server
Server Host Address..........cceeeeeeeeecnnonn 192.168.37.200
ACCESS REQUESES . vt v it ittt ittt teeeteennennnens 0.00

Access Retransmissions............ceeeeeeennnn 0

IAEEEEE NEETPES000000000000000000000000060000600 0 0

IACIEEEE IREI)EEEE006000000000000000000000000000000 0

Aceess ChalllEnEES o 0 c000000600000000000000060600 0

Malformed Access RESPONSES.....ccvueeeneennennn 0

Bael AEENEmELEEAEGCES o c 0 0nooc0000000000c00600006000 0

IPEELIENG RECHESES 0 0 0000000000000 0000000000000 0

IEAEEEES 0 0 600 000000600000066000600000600600000600 0

UNKNOWN TYPES . v vt v tetnteenteeneeeneeeneeenennes 0

Packets Dropped. ... ve ettt tnenenenenenenens 0

3.11 TACACS+ Commands

TACACS+ provides access control for networked devices via one or more centralized servers. Similar to RADIUS, this
protocol simplifies authentication by making use of a single database that can be shared by many clients on a large
network. TACACS+ is based on the TACACS protocol (described in RFC1492) but additionally provides for separate
authentication, authorization, and accounting services. The original protocol was UDP based with messages passed in
clear text over the network; TACACS+ uses TCP to ensure reliable delivery and a shared key configured on the client and
daemon server to encrypt all messages.

3.11.1 tacacs-server host

Use the tacacs-server host command in Global Configuration mode to configure a TACACS+ server. This
command enters into the TACACS+ configuration mode. Use the ip-address, ipvé-address, Ofr hostname

parameter to specify the IPv4 address, IPv6 address, or hostname of the TACACS+ server. To specify multiple hosts,
multiple tacacs-server host commands can be used.

Format tacacs-server host {ip-address | ipvé-address | hostname}

Mode Global Config

3.11.1.1 no tacacs-server host

Usetheno tacacs-server hostcommand to delete the specified hostname or IP address. The i p-address,

ipvé-address, ofr hostname parameter is the IPv4 address, IPv6 address, or hostname of the TACACS+ server.

Format no tacacs-server host {ip-address | ipvé-address | hostname}

Mode Global Config

167



LCOS SX 5.20

3 Management Commands

3.11.2 tacacs-server host link-local

Use this command to configure the link-local-address of the TACACS+ server and the outgoing interface to be used by
the TACACS+ client to communicate with the TACACS+ server. The outgoing interface can be any physical interface, the
service port, or the network port.

Format tacacs-server host link-local link-local-address interface

{unit/slot/port | network | serviceport}

Mode Global Config

3.11.2.1 no tacacs-server host link-local

Use this command to remove the configured TACACS+ server link-local address.

Format no tacacs-server host link-local

Mode Global Config

3.11.3 tacacs-server key

Usethe tacacs-server keycommand to setthe authentication and encryption key for all TACACS+ communications
between the switch and the TACACS+ daemon. The key-string parameter has a range of 0 - 128 characters and

specifies the authentication and encryption key for all TACACS communications between the switch and the TACACS+
server. This key must match the key used on the TACACS+ daemon.

Text-based configuration supports TACACS server's secrets in encrypted and non-encrypted format. When you save the
configuration, these secret keys are stored in encrypted format only. If you want to enter the key in encrypted format,
enter the key along with the encrypted keyword. In the show running-config on page 202 command's display, these
secret keys are displayed in encrypted format. You cannot show these keys in plain text format.

Format tacacs-server key [key-string | encrypted key-string]

Mode Global Config

3.11.3.1 no tacacs-server key

Use the no tacacs-server key command to disable the authentication and encryption key for all TACACS+
communications between the switch and the TACACS+ daemon. The key-string parameter has a range of 0 - 128
characters This key must match the key used on the TACACS+ daemon.

Format no tacacs-server key [key-string]|

Mode Global Config

3.11.4 tacacs-server keystring
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Use the tacacs-server keystring command to set the global authentication encryption key used for all
TACACS+ communications between the TACACS+ server and the client.

Format tacacs-server keystring

Mode Global Config

Example: The following shows an example of the CLI command.
(Switching) (Config) #tacacs-server keystring

Enter tacacs key:***xkx¥x

Re-enter tacacs key:****xxx*
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3.11.5 tacacs-server source-interface

Use this command in Global Configuration mode to configure the source interface (Source IP address) for TACACS+
server configuration. The selected source-interface IP address is used for filling the IP header of management protocol
packets. This allows security devices (firewalls) to identify the source packets coming from the specific switch.

If a source-interface is not specified, the primary IP address of the originating (outbound) interface is used as the source

address.

Format tacacs-server source-interface {unit/slot/port|loopback loopback-id|vlan

vlian-id}

Mode Global Config

unit/slot/port The unit identifier assigned to the switch, in unit/slot/port format.

loopback-id Configuration of the loopback interface. The range of the loopback ID is 0 to 7.

network Use the network source IP address.

serviceport Use the serviceport source IP address.

vlan-id Configures the VLAN interface to use as the source IP address. The range of the VLAN ID is 1 to

4093.

Example: The following shows an example of the command.

(Config) #tacacs-server source-interface loopback 0
(Config) #tacacs-server source-interface 1/0/1

3.11.5.1 no tacacs-server source-interface

Use this command in Global Configuration mode to remove the global source interface (Source IP selection) for all
TACACS+ communications between the TACACS+ client and the server.

Format no tacacs-server source-interface

Mode Global Config

Example: The following shows an example of the command.

(Config) #no tacacs-server source-interface

3.11.6 tacacs-server timeout

Use the tacacs-server timeout command to set the timeout value for communication with the TACACS+
servers. The timeout parameter has a range of 1-30 and is the timeout value in seconds. If you do not specify a

timeout value, the command sets the global timeout to the default value. TACACS+ servers that do not use the global
timeout will retain their configured timeout values.

Default 5
Format tacacs-server timeout timeout
Mode Global Config

3.11.6.1 no tacacs-server timeout

Use the no tacacs-server timeout command to restore the default timeout value for all TACACS servers.
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Format no tacacs-server timeout

Mode Global Config

3.11.7 key

Use the key command in TACACS Configuration mode to specify the authentication and encryption key for all TACACS

communications between the device and the TACACS server. This key must match the key used on the TACACS daemon.
The key-string parameter specifies the key name. For an empty string use ™ ”. (Range: 0 - 128 characters).

Text-based configuration supports TACACS server's secrets in encrypted and non-encrypted format. When you save the
configuration, these secret keys are stored in encrypted format only. If you want to enter the key in encrypted format,
enter the key along with the encrypted keyword. In the show running-config on page 202 command's display, these
secret keys are displayed in encrypted format. You cannot show these keys in plain text format.

Format key [key-string | encrypted key-string]
Mode TACACS Config
3.11.8 keystring

Use the keystring command in TACACS Server Configuration mode to set the TACACS+ server-specific authentication
encryption key used for all TACACS+ communications between the TACACS+ server and the client.

Format keystring

Mode TACACS Server Config

3.11.9 port

Use the port command in TACACS Configuration mode to specify a server port number. The server port-number
range is 0 - 65535.

Default 49
Format port port-number
Mode TACACS Config

3.11.10 priority (TACACS Config)

Use the priority command in TACACS Configuration mode to specify the order in which servers are used, where 0
zero) is the highest priority. The priori ty parameter specifies the priority for servers. The highest priority is 0 (zero),
and the range is 0 - 65535.

Default 0
Format priority priority
Mode TACACS Config

3.11.11 timeout

Use the timeout command in TACACS Configuration mode to specify the timeout value in seconds. If no timeout value
is specified, the global value is used. The t imeout parameter has a range of 1-30 and is the timeout value in seconds.

Format timeout timeout
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| Mode TACACS Config

3.11.12 show tacacs

Use the show tacacs command to display the configuration, statistics, and source interface details of the TACACS+

client.

Format show tacacs [ip-address | ipvé6-address | hostname]

Mode Privileged EXEC

Host address The IP address or hostname of the configured TACACS+ server.

Port The configured TACACS+ server port number.

TimeOut The timeout in seconds for establishing a TCP connection.

Priority The preference order in which TACACS+ servers are contacted. If a server connection fails, the next

highest priority server is contacted.

Example: The following examples show output of this command.

(Routing) #show tacacs
Global Timeout: 5

Host address Port Timeout Priority Link Local Interface
1027 .36 49 Global 0
200:25:dead:beaf::1 49 Global 0 Not Available

3.11.13 show tacacs source-interface

Use the show tacacs source-interface command in Global Config mode to display the configured global

source interface details used for a TACACS+ client. The IP address of the selected interface is used as source IP for all
communications with the server.

Format show tacacs source-interface

Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(Config) # show tacacs source-interface
TACACS Client Source Interface : loopback 0
TACACS Client Source IPv4 Address : 1.1.1.1 [UP]

3.12 Configuration Scripting Commands

Configuration Scripting allows you to generate text-formatted script files representing the current configuration of a
system. You can upload these configuration script files to a PC or UNIX system and edit them. Then, you can download
the edited files to the system and apply the new configuration. You can apply configuration scripts to one or more
switches with no or minor modifications.

Use the show running-config command (see show running-config on page 202 to capture the running
configuration into a script. Use the copy command (see copyon page 227 to transfer the configuration script to or from
the switch.
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Use the show command to view the configuration stored in the startup-config, backup-config, or factory-defaults file
(see show on page 203.

You should use scripts on systems with default configuration; however, you are not prevented from applying scripts on
systems with non-default configurations.

Scripts must conform to the following rules:

> Script files are not distributed across the stack, and only live in the unit that is the master unit at the time of the file
download.

> The file extension must be “.scr”.

> A maximum of ten scripts are allowed on the switch.

> The combined size of all script files on the switch shall not exceed 2048 KB.
>

The maximum number of configuration file command lines is 2000.

You can type single-line annotations at the command prompt to use when you write test or configuration scripts to
improve script readability. The exclamation point (!) character flags the beginning of a comment. The comment flag
character can begin a word anywhere on the command line, and all input following this character is ignored. Any
command line that begins with the “1” character is recognized as a comment line and ignored by the parser.

The following lines show an example of a script:

! Script file for displaying management access

show telnet !Displays the information about remote connections
! Display information about direct connections

show serial

! End of the script file!

@ To specify a blank password for a user in the configuration script, you must specify it as a space within quotation
marks. For example, to change the password for user jane from a blank password to hello, the script entry is as
follows:

users passwd jane
won

hello
hello

3.12.1 script apply

This command applies the commands in the script to the switch. The scriptname parameter is the name of the script

to apply.

Format script apply scriptname

Mode Privileged EXEC

3.12.2 script delete

This command deletes a specified script where the scriptname parameter is the name of the script to delete. The
all option deletes all the scripts present on the switch.

Format script delete {scriptname | all}

Mode Privileged EXEC

3.12.3 script list
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Format script list

Mode Privileged EXEC

Configuration Script Name of the script.

Size Privileged EXEC

3.12.4 script show

This command displays the contents of a script file, which is named scriptname.
Format script show scriptname

Mode Privileged EXEC

Definition

Output Format line number: line contents

3.12.5 script validate

This command validates a script file by parsing each line in the script file where scriptname is the name of the script

to validate.The validate option is intended to be used as a tool for script development. Validation identifies potential
problems. It might not identify all problems with a given script on any given device.

Format script validate scriptname

Mode Privileged EXEC

3.13 Prelogin Banner, System Prompt, and Host Name Commands

This section describes the commands you use to configure the prelogin banner and the system prompt. The prelogin
banner is the text that displays before you login at the User : prompt.

3.13.1 copy (pre-login banner)

The copy command includes the option to upload or download the CLI Banner to or from the switch. You can specify
local URLs by using FTP, TFTP, SFTP, SCP, or Xmodem.

@ The parameter jp6address is also a valid parameter for routing packages that support [Pv6.

Default None

Format copy <tftp://<ipaddr>/<filepath>/<filename>> nvram:clibanner

copy nvram:clibanner <tftp://<ipaddr>/<filepath>/<filename>>

Mode Privileged EXEC
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3.13.2 set prompt

This command changes the name of the prompt. The length of name may be up to 64 alphanumeric characters.

Format set prompt prompt string

Mode Privileged EXEC

3.13.3 hostname

This command sets the system hostname. It also changes the prompt. The length of name may be up to 64 alphanumeric,
case-sensitive characters.

Format hostname hostname

Mode Privileged EXEC

3.13.4 show clibanner

Use this command to display the configured prelogin CLI banner. The prelogin banner is the text that displays before
displaying the CLI prompt.

Default No contents to display before displaying the login prompt.
Format show clibanner
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(Routing) #show clibanner
Banner Message configured :

3.13.5 set clibanner

Use this command to configure the prelogin CLI banner before displaying the login prompt.

Format set clibanner line

Mode Global Config

Parameter Description

line Banner text where "* (double quote) is a delimiting character. The banner message can be up to
2000 characters.

3.13.5.1 no set clibanner

Use this command to unconfigure the prelogin CLI banner.

Format no set clibanner

Mode Global Config
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3.14 Board Configuration Commands

3.14.1 board-type

Allows the configuration of the board type with flexible port type configuration.

@ This feature is only supported by the LANCOM XS-6128QF.

Default 1
Format board-type <name>
Mode Global Config
Parameter Description
name Number of the board type. For the LANCOM XS-6128QF the following possibilities exist:
> 1-4*SFP28and 4 * SFP DD
> 2—QSFP+and 4 * SFP DD
> 3-8*SFP28
> 4-QSFP+and 4 * SFP 28

3.15 LANCOM Management Cloud (LMC)

3.15.1 Imc config-via-dhcp

Allow the configuration of LMC-Servers via DHCP option 43.

Default Yes
Format lmc config-via-dhcp {no | yes}
Mode > Privileged EXEC

> Global Config

Parameter Description

no Always use the static LMC configuration.

yes Use configuration via DHCP option 43 if present.

3.15.2 Imc delete-certificate

Using this command you can delete the certificate used for the connection to the LMC.

Format lmc delete-certificate

Mode > Privileged EXEC
> Global Config
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Example: The following shows example CLI display output for the command.

<sys_name># lmc delete-certificate
done
<sys_name>#

3.15.3 Imc dhcp-auto-renew

Automatically renew the DHCP lease if the connection to the LMC fails.

Default Yes
Format Imc dhcp-auto-renew {no | yes}
Mode > Privileged EXEC

> Global Config

Parameter Description

no No renewal of the DHCP lease on connection failure to the LMC.

yes Automatic renewal of the DHCP lease on connection failure to the LMC.

3.15.4 Imc domain

Use this command to configure the LMC domain.

Default cloud.lancom.de
Format lmc domain hostname
Mode > Privileged EXEC

> Global Config

3.15.5 Imc operating

Using this command you can enable the LMC client.

Format Ilmc operating {no | try | yes}

Mode > Privileged EXEC
> Global Config

Parameter Description

no Disable the LMC client.

try Disable the LMC client after 24 hours, if the device is not claimed by a project of the LMC. A reset
or reboot of the switch starts the timer again.

yes Enable the LMC client.

Example: The following shows example CLI display output for the command.

<sys_name>(config)# lmc operating try
<sys name> (config) #

3.15.6 Imc rollout-location
Set the location ID (max. 36 characters) of this switch in the LMC.

Format Imc rollout-location Location-ID

176



LCOS SX'5.20

Mode > Privileged EXEC
> Global Config

3 Management Commands

3.15.7 Imc rollout-project
Set the project ID (max. 36 characters) of this switch in the LMC.

Format Imc rollout-project Project-ID

Mode > Privileged EXEC
> Global Config

3.15.8 Imc rollout-role
Set the role (max. 36 characters) of this switch in the LMC.

Format Imc rollout-role role

Mode > Privileged EXEC
> Global Config

3.15.9 startlmc

Connect this switch with the LANCOM Management Cloud (LMC). The LMC shows an activation code that you have to

use with this command.

Format startlmc Activation-Code [LMC-Domain]

Mode > Privileged EXEC
> Global Config

Parameter Description

Activation-Code The activation code as shown by the LMC.
LMC-Domain The LMC domain.
3.15.10 show Imc
Display information about LANCOM Management Cloud (LMC) configuration and status.
Format show lmc [transport]
Mode > Privileged EXEC

> Global Config

Parameter Definition

transport LMC transport status

Example: The following shows example CLI display output for the command.

<sys_name> show lmc
ILMC Configuration:

Operating : no
Configuration-Via-DHCP : yes
DHCP-Client-Auto-Renew : yes
LMC-Domain : "cloud.lancom.de"

LMC-Rollout-Project-ID
LMC-Rollout-Location-ID : ""

177



LCOS SX'5.20

3 Management Commands

178

LMC-Rollout-Role g Iw

LMC Status:

Management-Status
Monitor-Status

Control-Status
Config-Modified
Pairing-Token-Present
Zero-Touch-Support
Customer-Device-ID
Round-Trip-Time
Active-LMC-Domain
Active-LMC-Rollout-Project-ID
Active-LMC-Rollout-Location-ID
Active-LMC-Rollout-Role
<sys_name>#

Unpaired
Disabled
Disabled
no

no

no

wn

0 ms

wn

wn

wn
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This chapter describes the utility commands available in the LCOS SX CLI.

@ The commands in this chapter are in one of four functional groups:

> Show commands display switch settings, statistics, and other information.

> Configuration commands configure features and options of the switch. For every configuration command,
there is a show command that displays the configuration setting.

> Copy commands transfer or save configuration and informational files to and from the switch.

> Clear commands clear some or all of the settings to factory defaults.

4.1 Autolnstall Commands

The Autolnstall feature enables the automatic update of the image and configuration of the switch. This feature enables
touchless or low-touch provisioning to simplify switch configuration and imaging.

Autolnstall includes the following support:

> Downloading an image from TFTP server using DHCP option 125. The image update can result in a downgrade or
upgrade of the firmware on the switch.

> Automatically downloading a configuration file from a TFTP server when the switch is booted with no saved
configuration file.

> Automatically downloading an image from a TFTP server in the following situations:
> When the switch is booted with no saved configuration found.

> When the switch is booted with a saved configuration that has Autolnstall enabled.

When the switch boots and no configuration file is found, it attempts to obtain an IP address from a network DHCP
server. The response from the DHCP server includes the IP address of the TFTP server where the image and configuration
flies are located.

After acquiring an IP address and the additional relevant information from the DHCP server, the switch downloads the
image file or configuration file from the TFTP server. A downloaded image is automatically installed. A downloaded
configuration file is saved to non-volatile memory.

@ Autolnstall from a TFTP server can run on any IP interface, including the network port, service port, and in-band
routing interfaces (if supported). To support Autolnstall, the DHCP client is enabled operationally on the service
port, if it exists, or the network port, if there is no service port.

4.1.1 boot autoinstall

Use this command to operationally start or stop the Autolnstall process on the switch. The command is non-persistent
and is not saved in the startup or running configuration file.

Default stopped

Format boot autoinstall {start | stop}
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| Mode Privileged EXEC

4.1.2 boot host retrycount

Use this command to set the number of attempts to download a configuration file from the TFTP server.

Default 3
Format boot host retrycount 1-3
Mode Privileged EXEC

4.1.2.1 no boot host retrycount

Use this command to set the number of attempts to download a configuration file to the default value.

Format no boot host retrycount

Mode Privileged EXEC

4.1.3 boot host dhcp

Use this command to enable Autolnstall on the switch for the next reboot cycle. The command does not change the
current behavior of Autolnstall and saves the command to NVRAM.

Default Enabled
Format boot host dhcp
Mode Privileged EXEC

4.1.3.1 no boot host dhcp

Use this command to disable Autolnstall for the next reboot cycle.

Format no boot host dhcp

Mode Privileged EXEC

4.1.4 boot host autosave
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Use this command to automatically save the downloaded configuration file to the startup-config file on the switch. When
autosave is disabled, you must explicitly save the downloaded configuration to non-volatile memory by using the write

memory Of copy system:running-config nvram:startup-configcommand. If the switch reboots

and the downloaded configuration has not been saved, the Autolnstall process begins, if the feature is enabled.

Default Disabled
Format boot host autosave
Mode Privileged EXEC

4.1.4.1 no boot host autosave

Use this command to disable automatically saving the downloaded configuration on the switch.

Format no boot host autosave

Mode Privileged EXEC
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4.1.5 boot host autoreboot

Use this command to allow the switch to automatically reboot after successfully downloading an image. When auto
reboot is enabled, no administrative action is required to activate the image and reload the switch.

Default Enabled
Format boot host autoreboot
Mode Privileged EXEC

4.1.5.1 no boot host autoreboot

Use this command to prevent the switch from automatically rebooting after the image is downloaded by using the
Autolnstall feature.

Format no boot host autoreboot

Mode Privileged EXEC

4.1.6 erase startup-config

Use this command to erase the text-based configuration file stored in non-volatile memory. If the switch boots and no
startup- config file is found, the Autolnstall process automatically begins.

Format erase startup-config

Mode Privileged EXEC

4.1.7 erase factory-defaults
Use this command to erase the text-based factory-defaults file stored in non-volatile memory.

Default Disabled
Format erase factory-defaults
Mode Privileged EXEC

4.1.8 show autoinstall

This command displays the current status of the Autolnstall process.

Format show autoinstall

Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(switch) f#show autoinstall

ATE@ImSiEallll MEEIE 6 o 0 0 oo ocoo000000000000000000000 Stopped
AutoInstall Persistent Mode.................... Disabled
AIEGSEWVE MiBRIR0 o ccoooooocoanconnooonconnconocoaa Disabled
VATIEGIREIEOIE MEEE 0 0 00 0oo0coanooncconnoo0cco0n0000 Enabled
ApiE@InGEalLl REEEY COURE:coocoooooanooasooancooan 3
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4.2 Bonjour Commands

Bonjour is a protocol developed by Apple to provide zero-configuration networking over IP. The Bonjour protocol provides
IP configuration without a server, name resolution without a name server, and the ability for a Bonjour-capable client
to discover specific services in the network. The client does not need any information about the network to use the
functionality that Bonjour provides.

Bonjour advertises the services (HTTP, HTTPS, Telnet, SSH) that are supported by the software. LCOS SX does not parse
the services available on the network; it publishes the list of the services that are available with the LCOS SX-based

device.

4.2.1 bonjour run

Use this command to enable Bonjour on the switch.

Default Enabled
Format bonjour run
Mode Global Config

4.2.1.1 no bonjour run

Use this command to disable Bonjour on the switch.

Format no bonjour run

Mode Global Config

4.2.2 show bonjour

Use this command to show information about the Bonjour service and configuration on the switch.

Format show bonjour
Mode Privileged EXEC
Example:

(Routing) #show bonjour
Bonjour Administration Mode: Enabled

Published Services:

# Service Name Type Domain Port TXT data
1 switchD4B273 _http._tcp. local. 80 path=/
2 switchD4B273 _telnet._tcp. local. 23

4.3 CLI Output Filtering Commands
4.3.1 show xxxjinclude “string"

The command xxx is executed and the output is filtered to only show lines containing the “string” match. All

other non- matching lines in the output are suppressed.
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Example: The following shows an example of the CLI command.

(Routing) #show running-config | include “spanning-tree”
spanning-tree configuration name "00-02-BC-42-F9-33"

spanning-tree bpduguard
spanning-tree bpdufilter default

4.3.2 show xxxjinclude “string" exclude “string2"
The command xxx is executed and the output is filtered to only show lines containing the “string” match and not
containing the “string2” match. All other non-matching lines in the output are suppressed. If a line of output
contains both the include and exclude strings then the line is not displayed.

Example: The following shows an example of the CLI command.

(Routing) #show running-config | include “spanning-tree” exclude “configuration”

spanning-tree bpduguard
spanning-tree bpdufilter default

4.3.3 show xxxjexclude “string"

The command xxx is executed and the output is filtered to show all lines not containing the “ st ring” match. Output
lines containing the “string” match are suppressed.

Example: The following shows an example of the CLI command.

(Routing) #show interface 0/1

Packets Received Without Error................. 0
Packets Received With Error.................... 0
Broadcast Packets Received.........ccvceeeveen. 0
Receilve Paelkeits DLgeEizclEels o coooooooocoocoooosoo 0
Packets Transmitted Without Errors............. 0
Transmit Packets Discarded..................... 0
EERmEinle PEEIEE MEEGES o 0 000 0000600060006600060000 0
Collligilen ITEEmMES 0 000 000000000000600060006060000000 0
Time Since Counters Last Cleared............... 281 day 4 hr 9 min 0 sec
(Routing) #show interface 0/1 | exclude “Packets”
Transmit Packet ErrOrS......c.eceeeeenccoccesss 0
Colligilem IeEMESccocoo00000000000000000000000500 0
Time Since Counters Last Cleared............... 20 day 21 hr 30 min 9 sec

4.3.4 show xxxjbegin “string"

The command xxx is executed and the output is filtered to show all lines beginning with and following the first line

containing the “string” match. All prior lines are suppressed.

Example: The following shows an example of the CLI command.
(Routing) #show port all | begin “1/1”

1/1 Enable Down Disable N/A N/A
1/2 Enable Down Disable N/A N/A
1/3 Enable Down Disable N/A N/A
1/4 Enable Down Disable N/A N/A
1/5 Enable Down Disable N/A N/A
1/6 Enable Down Disable N/A N/A
(Routing) #

183



LCOS SX 5.20

4 Utility Commands

4.3.5 show xxx|section "string"

The command xxx is executed and the output is filtered to show only lines included within the section(s) identified by
lines containing the “string” match and ending with the first line containing the default end-of-section identifier
(i.e. "exit").

Example: The following shows an example of the CLI command.

(Routing) #show running-config | section “interface 0/1”

interface 0/1

no spanning-tree port mode
exit

1/

4.3.6 show xxx|section “string" “string2"
The command xxx is executed and the output is filtered to only show lines included within the section(s) identified by
lines containing the “string” match and ending with the first line containing the “string2” match. If multiple
sessions matching the specified string match criteria are part of the base output, then all instances are displayed.

4.3.7 show xxxsection “string" include "string2"
The command xxx is executed and the output is filtered to only show lines included within the section(s) identified by
lines containing the “string” match and ending with the first line containing the default end-of-section identifier
(i.e. "exit") and that include the “string2” match. This type of filter command could also include “exclude” or
user-defined end-of-section identifier parameters as well.

4.3.8 show xxx{count “string"

The command xxx is executed and the output is filtered to only count lines containing the “string” match. All lines
in the output are suppressed however the count is displayed.

Example: The following shows an example of the CLI command.
(Routing) #show port all

Admin Physical Physical Link Link LACP Actor
Intf Type Mode Mode Status Status Trap Mode Timeout
1/0/1 Enable Auto Down Enable Enable long
1/0/2 Enable Auto Down Enable Enable long
1/0/3 Enable Auto Down Enable Enable long
1/0/4 Enable Auto Down Enable Enable long
1/0/5 Enable Auto 1000 Full Up Enable Enable long
1/0/6 Enable Auto 1000 Full Up Enable Enable long
1/0/7 Enable Auto 1000 Full Up Enable Enable long
1/0/8 Enable Auto 1000 Full Up Enable Enable long
1/0/9 Enable Auto Down Enable Enable long
1/0/10 Enable Auto Down Enable Enable long
1/0/11 Enable Auto Down Enable Enable long
1/0/12 Enable Auto Down Enable Enable long
1/0/13 Enable Auto Down Enable Enable long
1/0/14 Enable Auto Down Enable Enable long
1/0/15 Enable Auto Down Enable Enable long
1/0/16 Enable Auto Down Enable Enable long
1/0/17 Enable Auto Down Enable Enable long
1/0/18 Enable Auto Down Enable Enable long
1/0/19 Enable Auto Down Enable Enable long
1/0/20 Enable Auto Down Enable Enable long
1/0/21 Enable Auto Down Enable Enable long
1/0/22 Enable Auto Down Enable Enable long
1/0/23 Enable Auto Down Enable Enable long
1/0/24 Enable Auto Down Enable Enable long
1/0/25 Enable 10G Full Detach Enable Enable long
1/0/26 Enable 10G Full Detach Enable Enable long
1/0/27 Enable 10G Full Detach Enable Enable long
1/0/28 Enable 10G Full Detach Enable Enable long
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0/3/1 Enable Down Disable N/A N/A
0/3/2 Enable Down Disable N/A N/A
0/3/3 Enable Down Disable N/A N/A
0/3/4 Enable Down Disable N/A N/A
0/3/5 Enable Down Disable N/A N/A
0/3/6 Enable Down Disable N/A N/A

(Routing) #show port all | count "Up"

"Up" occurs in four lines.

4.4 Dual Image Commands

@ These commands are only available on selected platforms.

LCOS SX software supports a dual image feature that allows the switch to have two software images in the permanent
storage. You can specify which image is the active image to be loaded in subsequent reboots. This feature allows reduced
down-time when you upgrade or downgrade the software.

4.4.1 delete

This command deletes the backup image file from the permanent storage or the core dump file from the local file system.
The optional uni t parameter is valid only on Stacks. Error will be returned, if this parameter is provided, on Standalone
systems. In a stack, the unit parameter identifies the node on which this command must be executed. When this

parameter is not supplied, the command is executed on all nodes in a Stack.

Format delete [unit] backup

delete core-dump-file file-name | all

Mode Privileged EXEC

4.4.2 boot system

This command activates the specified image. It will be the active-image for subsequent reboots and will be loaded by
the boot loader. The current active-image is marked as the backup-image for subsequent reboots. If the specified image
doesn't exist on the system, this command returns an error message. The optional unit parameter is valid only in

Stacking, where the uni t parameter identifies the node on which this command must be executed. When this parameter
is not supplied, the command is executed on all nodes in a Stack.

Format boot system [unit] {active | backup}

Mode Privileged EXEC

4.4.3 show bootvar

This command displays the version information and the activation status for the current active and backup images on
the supplied unit (node) of the Stack. If you do not specify a unit number, the command displays image details for all
nodes on the Stack. The command also displays any text description associated with an image. This command, when
used on a Standalone system, displays the switch activation status. For a standalone system, the unit parameter is not

valid.
Format show bootvar [unit]
Mode Privileged EXEC
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4.4.4 filedescr

This command associates a given text description with an image. Any existing description will be replaced. The command
is executed on all nodes in a Stack.

Format filedescr {active | backup} text-description

Mode Privileged EXEC

4.4.5 update bootcode

This command updates the bootcode (boot loader) on the switch. The bootcode is read from the active-image for
subsequent reboots.The optional unit parameter is valid only on Stacks. Error will be returned, if this parameter is

provided, on Standalone systems. For Stacking, the uni t parameter identifies the node on which this command must

be executed. When this parameter is not supplied, the command is executed on all nodes in a Stack.

Format update bootcode [unit]

Mode Privileged EXEC

4.5 System Information and Statistics Commands

This section describes the commands you use to view information about system features, components, and configurations.

4.5.1 load-interval

This command changes the length of time for which data is used to compute load statistics. The value is given in seconds,
and must be a multiple of 30. The allowable range for interval is from 30 to 600 seconds. The smaller the value of

the load interval is, the more accurate is the instantaneous rate given by load statistics. Smaller values may affect system

performance.

Default 300 seconds

Format load-interval interval
Mode Interface Config

Example:

(Routing) (Interface 0/1)#load-interval 30

4.5.1.1 no load-interval

This command resets the load interval on the interface to the default value.

Format no load-interval

Mode Interface Config

4.5.2 show arp switch

This command displays the contents of the IP stack's Address Resolution Protocol (ARP) table. The IP stack only learns
ARP entries associated with the management interfaces - network or service ports. ARP entries associated with routing
interfaces are not listed.

Format show arp switch
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Mode Privileged EXEC

IP Address IP address of the management interface or another device on the management network.

MAC Address Hardware MAC address of that device.

Interface For a service port the output is Management. For a network port, the output is the unit/slot/port of the
physical interface.

4.5.3 show eventlog

This command displays the event log, which contains error messages from the system. The event log is not cleared on
a system reset. The uni t is the switch identifier.

Format show eventlog [unit]

Mode Privileged EXEC

File The file in which the event originated.
Line The line number of the event.

Task Id The task ID of the event.

Code The event code.

Time The time this event occurred.

Unit The unit for the event.

@ Event log information is retained across a switch reset.

4.5.4 show hardware

This command displays inventory information for the switch.

@ The show versioncommand and the show hardware command display the same information. In future
releases of the software, the show hardware command will not be available. For a description of the
command output, see the command show version on page 187.

Format show hardware

Mode Privileged EXEC

4.5.5 show version

This command displays inventory information for the switch.

@ The show version command will replace the show hardware command in future releases of the
software.

Format show version
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Mode Privileged EXEC
System Description Text used to identify the product name of this switch.
Machine Type The machine model as defined by the Vital Product Data.
Machine Model The machine model as defined by the Vital Product Data
Serial Number The unique box serial number for this switch.
FRU Number The field replaceable unit number.
Part Number Manufacturing part number.
Maintenance Level Hardware changes that are significant to software.
Manufacturer Manufacturer descriptor field.
Burned in MAC Address Universally assigned network address.
Software Version The release.version.revision number of the code currently running on the switch.
Operating System The operating system currently running on the switch.
Network Processing Device The type of the processor microcode.
Additional Packages The additional packages incorporated into this system.
4.5.6 show platform vpd

This command displays vital product data for the switch.
Format show platform vpd
Mode User Privileged

The following information is displayed.

Term Definition

Operational Code Image File | Build Signature loaded into the switch

Name

Software Version Release Version Maintenance Level and Build (RVMB) information of the switch.
Timestamp Timestamp at which the image is built

Example: The following shows example CLI display output for the command.
(Routing) #show platform vpd

Operational Code Image File Name............... LCOS-SX-Ent-esw-xgs4-gto-BL20R-CS-6AIQHSr3v7ml4b35
SOIEYEAEE VERESLGM: 000000000000000000000000000000 5.00.00.00
PSS EET®0 0 00 0 0 00 00000 G000000060000000060000000C Thu Mai 7 14:36:14 IST 2020

4.5.7 show interface

This command displays a summary of statistics for a specific interface or a count of all CPU traffic based upon the

argument.
Format show interface {unit/slot/port | switchport | lag lag-id}
Mode Privileged EXEC
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The display parameters, when the argument is unit/slot/portor lag lag-id, are as follows:

Parameter Definition

Packets Received Without Error

The total number of packets (including broadcast packets and multicast packets) received
by the processor.

Packets Received With Error

The number of inbound packets that contained errors preventing them from being
deliverable to a higher-layer protocol.

Broadcast Packets Received

The total number of packets received that were directed to the broadcast address. Note
that this does not include multicast packets.

Receive Packets Discarded

The number of inbound packets which were chosen to be discarded even though no
errors had been detected to prevent their being deliverable to a higher-layer protocol.
One possible reason for discarding such a packet could be to free up buffered space.

Packets Transmitted Without Error

The total number of packets transmitted out of the interface.

Transmit Packets Discarded

The number of outbound packets which were chosen to be discarded even though no
errors had been detected to prevent their being deliverable to a higher-layer protocol.
A possible reason for discarding a packet could be to free up buffer space.

Transmit Packets Errors

The number of outbound packets that could not be transmitted because of errors.

Collisions Frames

The best estimate of the total number of collisions on this Ethernet segment.

Load Interval

The length of time for which data is used to compute load statistics. The value is given
in seconds, and must be a multiple of 30. The allowable range is from 30 to 600 seconds

Bits Per Second Received

Approximate number of bits per second received. This value is an exponentially weighted
average and is affected by the configured load-interval.

Bits Per Second Transmitted.

Approximate number of bits per second transmitted. This value is an exponentially
weighted average and is affected by the configured load-interval.

Packets Per Second Received

Approximate number of packets per second received. This value is an exponentially
weighted average and is affected by the configured load-interval.

Packets Per Second Transmitted

Approximate number of packets per second transmitted. This value is an exponentially
weighted average and is affected by the configured load-interval.

Percent Utilization Received

Value of link utilization in percentage representation for the RX line.

Percent Utilization Transmitted

Value of link utilization in percentage representation for the TX line.

Link Flaps

The number of link flaps (link up and down cycle) that have occurred.

Time Since Counters Last Cleared

The elapsed time, in days, hours, minutes, and seconds since the statistics for this port
were last cleared.

The display parameters, when the argument is “switchport” are as follows:

Term Definition

Packets Received Without Error

The total number of packets (including broadcast packets and multicast packets) received
by the processor.

Broadcast Packets Received

The total number of packets received that were directed to the broadcast address. Note
that this does not include multicast packets.

Packets Received With Error

The number of inbound packets that contained errors preventing them from being
deliverable to a higher-layer protocol.

Packets Transmitted Without Error

The total number of packets transmitted out of the interface.

Broadcast Packets Transmitted

The total number of packets that higher-level protocols requested to be transmitted to
the Broadcast address, including those that were discarded or not sent.
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Term Definition

Transmit Packet Errors The number of outbound packets that could not be transmitted because of errors.

Time Since Counters Last Cleared The elapsed time, in days, hours, minutes, and seconds since the statistics for this switch
were last cleared.

4.5.8 show interfaces status
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Use this command to display interface information, including the description, port state, speed and auto-neg capabilities.
The command is similar to show port all butdisplays additional fields like interface description and port-capability.

The description of the interface is configurable through the existing command description <name> which has

a maximum length of 64 characters that is truncated to 2S characters in the output. The long form of the description
can be displayed using show port description.Theinterfaces displayed by this command are physical interfaces,

LAG interfaces and VLAN routing interfaces.

The command show interfaces status all displaysthe configured vlan/trunk for each port under the VLAN

column.
Format show interfaces status [{unit/slot/port | vlan id}]
Mode Privileged EXEC
Port The interface associated with the rest of the data in the row.
Name The descriptive user-configured name for the interface.
Link State Indicates whether the link is up or down.
Physical Mode The speed and duplex settings on the interface.
Physical Status Indicates the port speed and duplex mode for physical interfaces. The physical status
for LAGs is not reported. When a port is down, the physical status is unknown.
Media Type The media type of the interface.
Flow Control Status The 802.3x flow control status.
Flow Control The configured 802.3x flow control mode.
VLAN When switchport mode for an interface is configured as trunk, this column displays
Trunk. For switchport mode other than trunk, only the VLAN ID is displayed. The mode
is not displayed.

Example: The following shows example CLI display output for the command show interfaces status all

(Switching) #show interfaces status all

Link Physical Physical Media Flow
Port Name State Mode Status Type Control VLAN
0/1 Down Auto Unknown Inactive 1
0/2 Down Auto Unknown Inactive 22
0/3 Down Auto Unknown Inactive 5,1
0/4 Down Auto Unknown Inactive 1
0/5 Down Auto Unknown Inactive trunk
0/6 Down Auto Unknown Inactive 10,1
0/7 Down Auto Unknown Inactive 1
0/8 Down Auto Unknown Inactive 1
0/9 Down Auto Unknown Inactive 1
0/10 Down Auto Unknown Inactive 1
0/11 Down Auto Unknown Inactive 1
0/12 Down Auto Unknown Inactive 1
0/13 Down 10G Full Unknown Inactive 1
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0/14 Down 10G Full Unknown Inactive 1
3/1 Detach N/A

3/2 Detach NN/A

3/3 Detach NN/A

3/4 Detach NN/A

3/5 Detach NN/A

3/6 Detach NN/A

3/17 Detach NN/A

3/8 Detach NN/A

3/9 Detach NN/A

4.5.9 show interfaces traffic

Use this command to display interface traffic information.

Format show interfaces traffic [unit/slot/port]

Mode Privileged EXEC

Interface Name The interface associated with the rest of the data in the row.
Congestion Drops The number of packets that have been dropped on the interface due to congestion.
TX Queue The number of bytes in the transmit queue.

RX Queue The number of bytes in the receive queue.

Color Drops: Green The number of green packets that were dropped.

Color Drops: Yellow The number of yellow (conformed) packets that were dropped.
Color Drops: Red The number of red (exceeded) packets that were dropped.
WRED TX Queue The number of packets in the WRED transmit queue.

ECN Tx Queue The number of packets in the ECN transmit queue.

Example: The following shows example CLI display output for the command.

(Routing) #show interfaces traffic

Intf Congestion Tx Queue Rx Queue Color Drops (Pkts) WRED Tx ECN Tx
Name Drops (Pkts) (KB) (KB) Green Yellow Red Queue (KB) (Pkts)
0/1 0 0 NA 0 0 0 0 0
0/2 0 0 NA 0 0 0 0 0
0/3 0 0 NA 0 0 0 0 0
0/4 0 0 NA 0 0 0 0 0
0/5 0 0 NA 0 0 0 0 0
0/6 0 0 NA 0 0 0 0 0
0/7 0 0 NA 0 0 0 0 0
0/8 0 0 NA 0 0 0 0 0
0/9 0 0 NA 0 0 0 0 0
0/10 0 0 NA 0 0 0 0 0
0/11 0 0 NA 0 0 0 0 0

The show interfaces traffic <u/s/p>command displays per cos queue statistics.

(Routing) #show interfaces traffic 0/1

Interface NamMe. . ...eeuueenneenneeneenneenneenns 0/1
Congestion Drops(PKES) cvvv e inin it ennns 0
TX QUEUE (KB) v vttt et e eeeeeeeeeeennnenennanss 0

RX QUEUE (KB) v v vttt vttt teeeeeeeeeenneannnnnns NA
Color Drops Green(PKES) ...t nnenn.. 0
(Coler Direps YELlew (PRES) c ocooocooocoaocoaocoaons 0
Coler DiEeps REEL(IPIKES) o ccooovoocoocoocococcooooooo 0
WRED TX QUEUE (KB) v vt vt v e eeeeeneeeneennnnnns 0

[2CN TR (IPIRES) 0 0 0000000000000 00000000000000000000 0

CoS Queue statistics
CoS Total Drops Total Peak Current Average
(Pkts) (KB) (KB) (KB) (KB)
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> If counter is not supported in hardware, the show command displays the counter value as NA.

> The clear counters command clears all the new counters except peak count as this is a status

value not a counter.

4.5.10 show interface counters
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This command reports key summary statistics for all the ports (physical/CPU/port-channel).

Format show interface counters
Mode > Privileged EXEC

> User EXEC
Term Definition
Port The interface associated with the rest of the data in the row.
InOctects The total number of octets received on the interface.
InUcastPkts The total number of unicast packets received on the interface.
InMcastPkts The total number of multicast packets received on the interface.
InBcastPkts The total number of broadcast packets received on the interface.
InDropPkts The number of packets dropped at the ingress.
OutOctects The total number of octets transmitted by the interface.
OutUcastPkts The total number of unicast packets transmitted by the interface.
OutMcastPkts The total number of multicast packets transmitted by the interface.
OutBcastPkts The total number of broadcast packets transmitted by the interface.
OutDropPkts The number of packets dropped at the egress.
Tx Error The number of error packets (FCS, Jabbers, Undersize, and so on) captured at the egress.

Example: The following shows example CLI display output for the command.

(Routing) #show interface counters

Port InOctets InUcastPkts InMcastPkts InBcastPkts InDropPkts Rx Error
0/1 0 0 0 0 0 0
0/2 0 0 0 0 0 0
0/3 7186336 0 76181 14757 12 0
0/4 7731501 13097 55309 3356 0 0
0/5 298587 0 2468 0 0 0
0/6 0 0 0 0 0 0
Port OutOctets OutUcastPkts OutMcastPkts OutBcastPkts OutDropPkts Tx Error
0/1 0 0 0 0 0 0
0/2 0 0 0 0 0 0
0/3 6284609 70 50423 3542 7 0
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0/4 9122028
0/5 13279037
0/6 0

4.5.11 show interface ethernet

This command displays detailed statistics for a specific interface or for all CPU traffic based upon the argument.

4 Utility Commands

13670 78689 14951 0 0
70 124151 18307 0 0
0 0 0 0 0

Format

Mode

show interface ethernet {unit/slot/port | all}

Privileged EXEC

When you specify a value for unit/slot/port, the command displays the following information.

Term Definition

Packets Received

> Total Packets Received (Octets) — The total number of octets of data (including those in

bad packets) received on the network (excluding framing bits but including Frame Check
Sequence (FCS) octets). This object can be used as a reasonable estimate of Ethernet utilization.
If greater precision is desired, the etherStatsPkts and etherStatsOctets objects should be sampled
before and after a common interval. The result of this equation is the value Utilization which
is the percent utilization of the Ethernet segment on a scale of 0 to 100 percent.

Packets Received 64 Octets — The total number of packets (including bad packets) received
that were 64 octets in length (excluding framing bits but including FCS octets).

Packets Received 65-127 Octets — The total number of packets (including bad packets)
received that were between 65 and 127 octets in length inclusive (excluding framing bits but
including FCS octets).

Packets Received 128-255 Octets — The total number of packets (including bad packets)
received that were between 128 and 255 octets in length inclusive (excluding framing bits but
including FCS octets).

Packets Received 256-511 Octets — The total number of packets (including bad packets)
received that were between 256 and 511 octets in length inclusive (excluding framing bits but
including FCS octets).

Packets Received 512-1023 Octets — The total number of packets (including bad packets)
received that were between 512 and 1023 octets in length inclusive (excluding framing bits
but including FCS octets).

Packets Received 1024-1518 Octets — The total number of packets (including bad packets)
received that were between 1024 and 1518 octets in length inclusive (excluding framing bits
but including FCS octets).

Packets Received > 1518 Octets — The total number of packets received that were longer
than 1522 octets (excluding framing bits, but including FCS octets) and were otherwise well
formed.

Packets RX and TX 64 Octets — The total number of packets (including bad packets) received
and transmitted that were 64 octets in length (excluding framing bits but including FCS octets).

Packets RX and TX 65-127 Octets — The total number of packets (including bad packets)
received and transmitted that were between 65 and 127 octets in length inclusive (excluding
framing bits but including FCS octets).

Packets RX and TX 128-255 Octets — The total number of packets (including bad packets)
received and transmitted that were between 128 and 255 octets in length inclusive (excluding
framing bits but including FCS octets).

Packets RX and TX 256-511 Octets — The total number of packets (including bad packets)
received and transmitted that were between 256 and 511 octets in length inclusive (excluding
framing bits but including FCS octets).

Packets RX and TX 512-1023 Octets — The total number of packets (including bad packets)
received and transmitted that were between 512 and 1023 octets in length inclusive (excluding
framing bits but including FCS octets).
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Term Definition

> Packets RX and TX 1024-1518 Octets — The total number of packets (including bad packets)
received and transmitted that were between 1024 and 1518 octets in length inclusive (excluding
framing bits but including FCS octets).

> Packets RX and TX 1519-2047 Octets — The total number of packets received and transmitted
that were between 1519 and 2047 octets in length inclusive (excluding framing bits, but
including FCS octets) and were otherwise well formed.

> Packets RX and TX 1523-2047 Octets — The total number of packets received and transmitted
that were between 1523 and 2047 octets in length inclusive (excluding framing bits, but
including FCS octets) and were otherwise well formed.

> Packets RX and TX 2048-4095 Octets — The total number of packets received that were
between 2048 and 4095 octets in length inclusive (excluding framing bits, but including FCS
octets) and were otherwise well formed.

> Packets RX and TX 4096-9216 Octets — The total number of packets received that were
between 4096 and 9216 octets in length inclusive (excluding framing bits, but including FCS
octets) and were otherwise well formed.

Packets Received Successfully | > Total Packets Received Without Error — The total number of packets received that were
without errors.

> Unicast Packets Received — The number of subnetwork-unicast packets delivered to a
higher-layer protocol.

> Multicast Packets Received — The total number of good packets received that were directed
to a multicast address. Note that this number does not include packets directed to the broadcast
address.

> Broadcast Packets Received — The total number of good packets received that were directed
to the broadcast address. Note that this does not include multicast packets.

Packets Received Discarded The number of inbound packets which were chosen to be discarded even though no errors had
been detected to prevent their being deliverable to a higher-layer protocol. One possible reason
for discarding such a packet could be to free up buffer space.

Received Packets Error Counts | > Total Packets Received with MAC Errors — The total number of inbound packets that
contained errors preventing them from being deliverable to a higher-layer protocol.

> Jabbers Received — The total number of packets received that were longer than 1518 octets
(excluding framing bits, but including FCS octets), and had either a bad Frame Check Sequence
(FCS) with an integral number of octets (FCS Error) or a bad FCS with a non-integral number
of octets (Alignment Error). Note that this definition of jabber is different than the definition
in IEEE-802.3 section 8.2.1.5 (10BASE5) and section 10.3.1.4 (10BASE2). These documents
define jabber as the condition where any packet exceeds 20 ms. The allowed range to detect
jabber is between 20 ms and 150 ms.

> Fragments/Undersize Received — The total number of packets received that were less than
64 octets in length (excluding framing bits but including FCS octets).

> Alignment Errors — The total number of packets received that had a length (excluding framing
bits, but including FCS octets) of between 64 and 1518 octets, inclusive, but had a bad Frame
Check Sequence FCS) with a non-integral number of octets.

> FCS Errors — The total number of packets received that had a length (excluding framing bits,
butincluding FCS octets) of between 64 and 1518 octets, inclusive, but had a bad Frame Check
Sequence (FCS) with an integral number of octets.

> Overruns — The total number of frames discarded as this port was overloaded with incoming
packets, and could not keep up with the inflow.

> uRPF Discards — The number of packets dropped due to failing the uRPF.

Received Packets Not| > Total Received Packets Not Forwarded — A count of valid frames received which were
Forwarded discarded (in other words, filtered) by the forwarding process.
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Term Definition

> 802.3x Pause Frames Received — A count of MAC Control frames received on this interface
with an opcode indicating the PAUSE operation. This counter does not increment when the
interface is operating in half- duplex mode.

> Unacceptable Frame Type — The number of frames discarded from this port due to being an
unacceptable frame type.

Packets Transmitted Octets > Total Packets Transmitted (Octets) — The total number of octets of data (including those
in bad packets) received on the network (excluding framing bits but including FCS octets). This
object can be used as a reasonable estimate of Ethernet utilization. If greater precision is
desired, the etherStatsPkts and etherStatsOctets objects should be sampled before and after
a common interval.

> Packets Transmitted 64 Octets — The total number of packets (including bad packets)
received that were 64 octets in length (excluding framing bits but including FCS octets).

> Packets Transmitted 65-127 Octets — The total number of packets (including bad packets)
received that were between 65 and 127 octets in length inclusive (excluding framing bits but
including FCS octets).

> Packets Transmitted 128-255 Octets — The total number of packets (including bad packets)
received that were between 128 and 255 octets in length inclusive (excluding framing bits but
including FCS octets).

> Packets Transmitted 256-511 Octets — The total number of packets (including bad packets)
received that were between 256 and 511 octets in length inclusive (excluding framing bits but
including FCS octets).

> Packets Transmitted 512-1023 Octets — The total number of packets (including bad packets)
received that were between 512 and 1023 octets in length inclusive (excluding framing bits
but including FCS octets).

> Packets Transmitted 1024-1518 Octets — The total number of packets (including bad
packets) received that were between 1024 and 1518 octets in length inclusive (excluding
framing bits but including FCS octets).

> Packets Transmitted > 1518 Octets — The total number of packets transmitted that were
longer than 1518 octets (excluding framing bits, but including FCS octets) and were otherwise
well formed.

> Max Frame Size — The maximum size of the Info (non-MAQ) field that this port will receive
or transmit.

> Maximum Transmit Unit — The maximum Ethernet payload size.

Packets Transmitted | > Total Packets Transmitted Successfully —The number of frames that have been transmitted
Successfully by this port to its segment.

> Unicast Packets Transmitted — The total number of packets that higher-level protocols
requested be transmitted to a subnetwork-unicast address, including those that were discarded
or not sent.

> Multicast Packets Transmitted — The total number of packets that higher-level protocols
requested be transmitted to a Multicast address, including those that were discarded or not
sent.

> Broadcast Packets Transmitted — The total number of packets that higher-level protocols
requested be transmitted to the Broadcast address, including those that were discarded or not
sent.

Transmit Packets Discarded The number of outbound packets which were chosen to be discarded even though no errors had
been detected to prevent their being deliverable to a higher-layer protocol. A possible reason for
discarding a packet could be to free up buffer space.

Transmit Errors > Total Transmit Errors — The sum of Single, Multiple, and Excessive Collisions.
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Term Definition

> FCS Errors — The total number of packets transmitted that had a length (excluding framing
bits, but including FCS octets) of between 64 and 1518 octets, inclusive, but had a bad Frame
Check Sequence (FCS) with an integral number of octets.

> Underrun Errors — The total number of frames discarded because the transmit FIFO buffer
became empty during frame transmission.

Transmit Discards > Total Transmit Packets Discards — The sum of single collision frames discarded, multiple
collision frames discarded, and excessive frames discarded.

> Single Collision Frames — A count of the number of successfully transmitted frames on a
particular interface for which transmission is inhibited by exactly one collision.

> Multiple Collision Frames — A count of the number of successfully transmitted frames on a
particular interface for which transmission is inhibited by more than one collision.

> Excessive Collisions — A count of frames for which transmission on a particular interface fails
due to excessive collisions.

> Port Membership Discards — The number of frames discarded on egress for this port due to
egress filtering being enabled.

Protocol Statistics > 802.3x Pause Frames Transmitted — A count of MAC Control frames transmitted on this
interface with an opcode indicating the PAUSE operation. This counter does not increment
when the interface is operating in half-duplex mode.

> GVRP PDUs Received — The count of GVRP PDUs received in the GARP layer.
> GVRP PDUs Transmitted — The count of GVRP PDUs transmitted from the GARP layer.

> GVRP Failed Registrations — The number of times attempted GVRP registrations could not
be completed.

> GMRP PDUs Received — The count of GMRP PDUs received in the GARP layer.
> GMRP PDUs Transmitted — The count of GMRP PDUs transmitted from the GARP layer.

v

GMRP Failed Registrations — The number of times attempted GMRP registrations could not
be completed.

STP BPDUs Transmitted — Spanning Tree Protocol Bridge Protocol Data Units sent.

STP BPDUs Received — Spanning Tree Protocol Bridge Protocol Data Units received.

RST BPDUs Transmitted — Rapid Spanning Tree Protocol Bridge Protocol Data Units sent.
RSTP BPDUs Received — Rapid Spanning Tree Protocol Bridge Protocol Data Units received.

vV VvV VvV VvV Vv

MSTP BPDUs Transmitted — Multiple Spanning Tree Protocol Bridge Protocol Data Units
sent.

v

MSTP BPDUs Received — Multiple Spanning Tree Protocol Bridge Protocol Data Units received.
> SSTP BPDUs Transmitted — Shared Spanning Tree Protocol Bridge Protocol Data Units sent.
> SSTP BPDUs Received — Shared Spanning Tree Protocol Bridge Protocol Data Units received.

Dot1x Statistics > EAPOL Frames Transmitted — The number of EAPOL frames of any type that have been
transmitted by this authenticator.

> EAPOL Start Frames Received — The number of valid EAPOL start frames that have been
received by this authenticator.

Traffic Load Statistics > Load Interval — The length of time for which data is used to compute load statistics. The value
is given in seconds, and must be a multiple of 30. The allowable range is from 30 to 600
seconds.

> Bits Per Second Received — Approximate number of bits per second received. This value is
an exponentially weighted average and is affected by the configured load-interval.

> Bits Per Second Transmitted — Approximate number of bits per second transmitted. This
value is an exponentially weighted average and is affected by the configured load-interval.
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Term Definition

> Packets Per Second Received — Approximate number of packets per second received. This
value is an exponentially weighted average and is affected by the configured load-interval.

> Packets Per Second Transmitted — Approximate number of packets per second transmitted.
This value is an exponentially weighted average and is affected by the configured load-interval.

> Percent Utilization Received — Value of link utilization in percentage representation for the
RX line.

> Percent Utilization Transmitted — Value of link utilization in percentage representation for
the TX line.

Time Since Counters Last | The elapsed time, in days, hours, minutes, and seconds since the statistics for this port were last
Cleared cleared.

If you use the a11 keyword, the following information appears for all interfaces on the switch.

Term ‘ DI

Port The Interface ID.

Bytes Tx The total number of bytes transmitted by the interface.
Bytes Rx The total number of bytes transmitted by the interface.
Packets Tx The total number of packets transmitted by the interface.
Packets Rx The total number of packets transmitted by the interface.

4.5.12 show interface lag

Use this command to display configuration information about the specified LAG interface.

Format show interface lag lag-intf-num

Mode Privileged EXEC

Parameter Definition

Packets Received Without Error | The total number of packets (including broadcast packets and multicast packets) received on the
LAG interface

Packets Received With Error | The number of inbound packets that contained errors preventing them from being deliverable to
a higher-layer protocol.

Broadcast Packets Received The total number of packets received that were directed to the broadcast address. Note that this
does not include multicast packets.

Receive Packets Discarded The number of inbound packets which were chosen to be discarded even though no errors had
been detected to prevent their being deliverable to a higher-layer protocol. One possible reason
for discarding such a packet could be to free up buffer space.

Packets Transmitted Without | The total number of packets transmitted out of the LAG.
Error

Transmit Packets Discarded The number of outbound packets which were chosen to be discarded even though no errors had
been detected to prevent their being deliverable to a higher-layer protocol. A possible reason for
discarding a packet could be to free up buffer space.

Transmit Packets Errors The number of outbound packets that could not be transmitted because of errors.

Collisions Frames The best estimate of the total number of collisions on this Ethernet segment.

Time Since Counters Last | The elapsed time, in days, hours, minutes, and seconds since the statistics for this LAG were last
Cleared cleared.
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4.5.13 show mac-addr-table

This command displays the forwarding database entries. These entries are used by the transparent bridging function to
determine how to forward a received frame.

Enter a11 or no parameter to display the entire table. Enter a MAC Address and VLAN ID to display the table entry for
the requested MAC address on the specified VLAN. Enter the count parameter to view summary information about
the forwarding database table. Use the interface unit/slot/port parameter to view MAC addresses on a
specific interface.

Instead of unit/slot/port,lag lag-intf-numcanbe used asan alternate way to specify the LAG interface.
lag lag-intf-numcanalso be used to specify the LAG interface where 1ag—-int £-numis the LAG port number.
Usethe vian vlan id parameter to display information about MAC addresses on a specified VLAN.

Format show mac-addr-table [{macaddr vlan id | all | count | interface

{unit/slot/port | lag lag-id | vlan vlan id} | vlan vlan id}]

Mode Privileged EXEC

The following information displays if you do not enter a parameter, the keyword all, or the MAC address and VLAN ID.

Term Definition

VLAN ID The VLAN in which the MAC address is learned.

MAC Address A unicast MAC address for which the switch has forwarding and or filtering information. The format
is 6 two-digit hexadecimal numbers that are separated by colons, for example
01:23:45:67:89:AB.

Interface The port through which this address was learned.
Interface Index This object indicates the ifindex of the interface table entry associated with this port.
Status The status of this entry. The meanings of the values are:

> Static— The value of the corresponding instance was added by the system or a user when a
static MAC filter was defined. It cannot be relearned.

> learned - The value of the corresponding instance was learned by observing the source MAC
addresses of incoming traffic, and is currently in use.

> Management—The value of the corresponding instance (system MAC address) is also the value
of an existing instance of dot1dStaticAddress. It is identified with interface 0/1. and is currently
used when enabling VLANS for routing.

> Self—The value of the corresponding instance is the address of one of the switch's physical
interfaces (the system's own MAC address).

> GMRP Learned— The value of the corresponding was learned via GMRP and applies to Multicast.

> Other—The value of the corresponding instance does not fall into one of the other categories.

Ifyouentervlian vlan id,onlythe MACAddress, Interface, and Status fields appear. If you enterthe interface
unit/slot/port parameter, in addition to the MAC Address and Status fields, the VLAN ID field also appears.

The following information displays if you enter the count parameter:

Term Definition

Dynamic Address count Number of MAC addresses in the forwarding database that were automatically learned.

Static Address (User-defined) | Number of MAC addresses in the forwarding database that were manually entered by a user.
count
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Term Definition

Total MAC Addresses in use Number of MAC addresses currently in the forwarding database.

Total MAC Addresses available | Number of MAC addresses the forwarding database can handle.

4.5.14 process cpu threshold

Use this command to configure the CPU utilization thresholds. The Rising and Falling thresholds are specified as a
percentage of CPU resources. The utilization monitoring time period can be configured from 5 seconds to 86400 seconds
in multiples of 5 seconds. The CPU utilization threshold configuration is saved across a switch reboot. Configuring the
falling utilization threshold is optional. If the falling CPU utilization parameters are not configured, then they take the
same value as the rising CPU utilization parameters.

Format process cpu threshold type total rising 1-100 interval

Mode Global Config

Parameter Description

rising threshold The percentage of CPU resources that, when exceeded for the configured rising interval, triggers

a notification. The range is 1 to 100. The default is 0 (disabled).

rising interval The duration of the CPU rising threshold violation, in seconds, that must be met to trigger a
notification. The range is 5 to 86400. The default is 0 (disabled).

falling threshold The percentage of CPU resources that, when usage falls below this level for the configured interval,
triggers a notification. The range is 1 to 100. The default is 0 (disabled .

A notification is triggered when the total CPU utilization falls below this level for a configured
period of time. The falling utilization threshold notification is made only if a rising threshold
notification was previously done. The falling utilization threshold must always be equal or less than
the rising threshold value. The CLI does not allow setting the falling threshold to be greater than
the rising threshold.

falling interval The duration of the CPU falling threshold, in seconds, that must be met to trigger a notification.
The range is 5 to 86400. The default is 0 (disabled).

4.5.15 show process app-list

This command displays the user and system applications.

Format show process app-list

Mode Privileged EXEC

ID The application identifier.

Name The name that identifies the process.

PID The number the software uses to identify the process.

Admin Status The administrative status of the process.

Auto Restart Indicates whether the process will automatically restart if it stops.
Running Status Indicates whether the process is currently running or stopped.

Example: The following shows example CLI display output for the command.

Admin Auto Running
ID Name PID Status Restart Status
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1 dataplane 15309 Enabled Disabled Running
2 switchdrvr 15310 Enabled Disabled Running
3 syncdb 15314 Enabled Disabled Running
4 lighttpd 18718 Enabled Enabled Running
5 syncdb-test 0 Disabled Disabled Stopped
6 proctest 0 Disabled Enabled Stopped
7 user.start 0 Enabled Disabled Stopped

4.5.16 show process app-resource-list

This command displays the configured and in-use resources of each application.

Format show process app-resource-list

Mode Privileged EXEC

ID The application identifier.

Name The name that identifies the process.

PID The number the software uses to identify the process.

Memory Limit The maximum amount of memory the process can consume.

CPU Share The maximum percentage of CPU utilization the process can consume.

Memory Usage The amount of memory the process is currently using.

Max Mem Usage The maximum amount of memory the process has used at any given time since it started.

Example: The following information shows an example of the command output:

(Routing) #show process app-resource-list

Memory CPU Memory Max Mem

ID Name PID Limit Share Usage Usage

1 switchdrvr 251 Unlimited Unlimited 380 MB 381 MB
2 syncdb 252 Unlimited Unlimited 0 MB 0 MB
3 syncdb-test 0 Unlimited Unlimited 0 MB 0 MB
4 proctest 0 10 MB 20% 0 MB 0 MB
5 utelnetd 0 Unlimited Unlimited 0 MB 0 MB
6 1xshTelnetd 0 Unlimited Unlimited 0 MB 0 MB
7 user.start 0 Unlimited Unlimited 0 MB 0 MB

4.5.17 show process cpu

This command provides the percentage utilization of the CPU by different tasks.

@ Itis not necessarily the traffic to the CPU, but different tasks that keep the CPU busy.

Format show process cpu [I-n | all]

Mode Privileged EXEC

Free System wide free memory

Alloc System wide allocated memory (excluding cache, file system used space)
Pid Process or Thread Id

Name Process or Thread Name

5Secs CPU utilization sampling in 5Secs interval
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Keyword Description

60Secs CPU utilization sampling in 60Secs interval

300Secs CPU utilization sampling in 300Secs interval

Total CPU Utilization Total CPU utilization % within the specified window of 5Secs, 60Secs and 300Secs.

Example: The following shows example CLI display output for the command.

(Routing) #show process cpu
Memory Utilization Report
status bytes

free 106450944

alloc 423227392

CPU Utilization:

PID Name 5 Secs 60 Secs 300 Secs
765 _interrupt_thread 0.00% 0.01% 0.02%
767 bemL2X. 0 0.58% 0.35% 0.28%
768 bcmCNTR. 0 0.77% 0.73% 0.72%
773 bcmRX 0.00% 0.04% 0.05%
786 cpuUtilMonitorTask 0.19% 0.23% 0.23%
834 dotls_task 0.00% 0.01% 0.01%
810 hapiRxTask 0.00% 0.01% 0.01%
805 dtlTask 0.00% 0.02% 0.02%
863 spmTask 0.00% 0.01% 0.00%
894 ip6MapLocalDataTask 0.00% 0.01% 0.01%
908 RMONTask 0.00% 0.11% 0.12%
Total CPU Utilization 1.55% 1.58% 1.50%

4.5.18 show process proc-list

This application displays the processes started by applications created by the Process Manager.

Format show process proc-list

Mode Privileged EXEC

Parameter ‘ Description

PID The number the software uses to identify the process.
Process Name The name that identifies the process.

Application ID-Name The application identifier and its associated name.

Child Indicates whether the process has spawned a child process.

VM Size Virtual memory size.

VM Peak The maximum amount of virtual memory the process has used at a given time.
FD Count The file descriptors count for the process.

Example: The following shows example CLI display output for the command.

(Routing) #show process proc-list

Process Application VM Size VM Peak
PID Name ID-Name Chld (KB) (KB) FD Count
15260 procmgr 0-procmgr No 1984 1984 8
15309 dataplane l-dataplane No 293556 293560 11
15310 switchdrvr 2-switchdrvr No 177220 177408 57
15314 syncdb 3-syncdb No 2060 2080 8
18718 lighttpd 4-lighttpd No 5508 5644 11
18720 lua_magnet 4-lighttpd Yes 12112 12112 7
18721 lua_magnet 4-lighttpd Yes 25704 25708 7
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4.5.19 show running-config

Use this command to display or capture the current setting of different protocol packages supported on the switch. This
command displays or captures commands with settings and configurations that differ from the default value. To display
or capture the commands with settings and configurations that are equal to the default value, include the a11 option.

@ Show running-config does not display the User Password, even if you set one different from the default.

The output is displayed in script format, which can be used to configure another switch with the same configuration. If
the optional scriptname is provided with a file name extension of “.scr”, the output is redirected to a script file.

@ Note the following:

> If you issue the show running-config command from a serial connection, access to the switch
through remote connections (such as Telnet) is suspended while the output is being generated and displayed.
> Ifyou use a text-based configuration file, the show running-configcommand only displays configured

physical interfaces (i.e. if any interface only contains the default configuration, that interface will be skipped
from the show running-config command output). This is true for any configuration mode that

contains nothing but default configuration. That is, the command to enter a particular config mode, followed
immediately by its exit command, are both omitted from the show running-configcommand output

(and hence from the startup-config file when the system configuration is saved.)

Use the following keys to navigate the command output.

Key Action

Enter Advance one line.

Space Bar Advance one page.

q Stop the output and return to the prompt.

@ Note that --More-- or (qg)uit isdisplayed at the bottom of the output screen until you reach the end
of the output.

This command captures the current settings of OSPFv2 and OSPFv3 trapflag status:
> If all the flags are enabled, then the command displays t rapflags all.

> Ifall the flags in a particular group are enabled, then the command displays trapflags group name all.

> If some, but not all, of the flags in that group are enabled, the command displays trapflags groupname

flag—-name

Format show running-config [all | scriptname]

Mode Privileged EXEC

4.5.20 show running-config interface

Use this command to display the running configuration for a specific interface. Valid interfaces include physical, LAG,
loopback, tunnel and VLAN interfaces.

Format show running-config interface {interface | lag {lag-intf-num} | loopback

{loopback-id} | tunnel {tunnel-id} | vlan {vlan-id}}
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Mode Privileged EXEC

interface Running configuration for the specified interface.
lag-intf-num Running configuration for the LAG interface.
loopback-id Running configuration for the loopback interface.
tunnel-id Running configuration for the tunnel interface.
vlan-id Running configuration for the VLAN routing interface.

The following information is displayed for the command.

Parameter ‘ Description

unitlslotlport Enter an interface in unit/slot/port format.

lag Display the running config for a specified lag interface.
loopback Display the running config for a specified loopback interface.
tunnel Display the running config for a specified tunnel interface.

vlan Display the running config for a specified vlan routing interface.

Example: The following shows example CLI display output for the command.

(Routing) #show running-config interface 0/1

!Current Configuration:
1

interface 0/1

addport 3/1

exit

(Routing) #

4.5.21 show

This command displays the content of text-based configuration files from the CLI. The text-based configuration files
startup- config, backup-config and factory-defaults) are saved compressed in flash. With this command, the files are
decompressed while displaying their content.

Format show { startup-config | backup-config | factory-defaults }
Mode Privileged EXEC

startup-config Display the content of the startup-config file.

backup-config Display the content of the backup-config file.

factory-defaults Display the content of the factory-defaults file.

Example: The following shows example CLI display output for the command using the startup-config parameter.

(Routing) #show startup-config

!Current Configuration:

1

!'System Description "Quanta LB6M, 8.1.14.41, Linux 2.6.27.47, U-Boot 2009.06 (Apr 19 2011 - 15:57:06)"
!System Software Version "8.1.14.41"

!System Up Time "0 days 0 hrs 48 mins 19 secs"
!Cut-through mode is configured as disabled
!Additional Packages BGP-4,0Q0S, IPv6, IPv6 Management,Routing

!Current SNTP Synchronized Time: Not Synchronized
!

vlan database
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vlan 10

exit

configure

ipvé router ospf
exit

line console

exit

line telnet

exit

line ssh

exit

!

--More-- or (g)uit
interface 0/1
description 'intfl'
exit

router ospf

exit

exit

Example: The following shows example CLI display output for the command using the backup-config parameter.

(Routing) #show backup-config

!Current Configuration:

1

!System Description "Quanta LB6M, 8.1.14.41, Linux 2.6.27.47, U-Boot 2009.06 (Apr 19 2011 - 15:57:06)"
!System Software Version "8.1.14.41"

!System Up Time "0 days O hrs 48 mins 19 secs"
!Cut-through mode is configured as disabled
!Additional Packages BGP-4,Q0S, IPv6, IPv6 Management, Routing

!Current SNTP Synchronized Time: Not Synchronized
g

vlan database

vlan 10

exit

configure

ipvé router ospf
exit

line console

exit

line telnet

exit

line ssh

exit

g

--More-- or (qg)uit
interface 0/1
description 'intfl'
exit

router ospf

exit

exit

Example: The following shows example CLI display output for the command using the factory-defaults parameter.

(Routing) #show factory-defaults

!Current Configuration:

1

!System Description "Quanta LB6M, 8.1.14.41, Linux 2.6.27.47, U-Boot 2009.06 (Apr 19 2011 - 15:57:06)"
!System Software Version "8.1.14.41"

!System Up Time "0 days 0 hrs 48 mins 19 secs"
!Cut-through mode is configured as disabled
!Additional Packages BGP-4,Q0S,IPv6, IPv6 Management, Routing

!Current SNTP Synchronized Time: Not Synchronized
1

vlan database

vlan 10

exit

configure

ipv6 router ospf
exit

line console

exit

line telnet

exit

line ssh

exit

g

--More-- or (qg)uit
interface 0/1

204



LCOS SX'5.20

4 Utility Commands

description 'intfl'
exit

router ospf

exit

exit

4.5.22 show sysinfo

This command displays switch information.

Format show sysinfo

Mode

Term Definition

Privileged EXEC

Switch Description

Text used to identify this switch.

System Name

Name used to identify the switch.The factory default is blank. To configure the system name, see
snmp-server on page 129.

System Location

Text used to identify the location of the switch. The factory default is blank. To configure the system
location, see snmp-server on page 129.

System Contact

Text used to identify a contact person for this switch. The factory default is blank. To configure the
system location, see snmp-server on page 129.

System ObjectID

The base object ID for the switch's enterprise MIB.

System Up Time

The time in days, hours and minutes since the last switch reboot.

Current SNTP Synchronized Time

The system time acquired from a network SNTP server.

MIBs Supported

A list of MIBs supported by this agent.

4.5.23 show Icsysinfo

This command displays LANCOM specific switch information.

Format show lcsysinfo

Mode Privileged EXEC

Term Definition

Device

Name of the switch.

HW-Release

Internal Hardware release.

Serial-Number

Serial number of the switch.

Production-Date

Production date of the switch.

MAC-Address

The MAC address of the switch.

IP-Address The IP address of the switch.

Version The version of LCOS SX.

Name Short name of the Switch.

Location If the switch is controlled by the LANCOM Management Cloud and has a location assigned this
location is displayed here.

HTTP-Port The HTTP port of the switch.

Time Time stamp.
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Term Definition

HW-Mask Internal Hardware mask.
HW-Version Internal Hardware version.
Config-Status Internal configuration status.

Example: The following shows example CLI display output for the command.

(XS-5110F) #show lcsysinfo

DEVICE: LANCOM XS-5110F
HW-RELEASE: A

SERIAL-NUMBER: 4005701720000005
PRODUCTION-DATE:

MAC-ADDRESS: 0040c7lced62
IP-ADDRESS: 192.168.3.37

VERSION: 5.00.0099DBG / 06.07.2020
NAME: XS-5110F

LOCATION:

HTTP-PORT: 80

TIME: 13211206072020

HW-MASK: 00000010000000100000000000000000
HW-VERSION: v0.1.200
CONFIG-STATUS: 256;0

4.5.24 show tech-support

Use the show tech-support command to display system and configuration information when you contact technical
support. The output of the show tech-support command combines the output of the following commands and
includes log history files from previous runs:

v

show version
show sysinfo
show port all
show isdp neighbors

show logging

show logging buffered
show msg-queue

>

>

>

>

> show event log
>

>

> show trap log
>

show running-config

Including the optional osp£ parameter also displays OSPF information.

Format show tech-support [bgp|bgp-ipv6|ospf|ospfv3]

Mode Privileged EXEC

4.5.25 length value
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Use this command to set the pagination length to value number of lines for the sessions specified by configuring on
different Line Config modes (telnet/ssh/console) and is persistent.

Example: Length command on Line Console mode applies for Serial Console session.

Default 24

Format length value
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Mode Line Config

4.5.25.1 no length value

Use this command to set the pagination length to the default value number of lines.

Format no length

Mode Line Config

4.5.26 terminal length

Use this command to set the pagination length to value number of lines for the current session. This command
configuration takes an immediate effect on the current session and is nonpersistent.

Default 24 lines per page
Format terminal length value
Mode Privileged EXEC

4.5.26.1 no terminal length

Use this command to set the value to the length value configured on Line Config mode depending on the type of session.

Format no terminal length

Mode Privileged EXEC

4.5.27 show terminal length

Use this command to display all the configured terminal length values.

Format show terminal length

Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(Routing) #show terminal length
Terminal Length:

Tlor Current $@98ileMscoocconcoooccnocoo 24
For Serial Consoellel ... .. 00 L., 24
For Telnet Sessions....... ... . 0., 24
Tor S8E S$E8881@MSoooccoccccoccooccoo000 24

4.5.28 memory free low-watermark processor

Use this command to get notifications when the CPU free memory falls below the configured threshold. A notification
is generated when the free memory falls below the threshold. Another notification is generated once the available free
memory rises to 10 percent above the specified threshold. To prevent generation of excessive notifications when the
CPU free memory fluctuates around the configured threshold, only one Rising or Falling memory notification is generated
over a period of 60 seconds. The threshold is specified in kilobytes. The CPU free memory threshold configuration is
saved across a switch reboot.

Format memory free low-watermark processor 1-1034956

Mode Global Config

207



LCOS SX'5.20

4 Utility Commands

Parameter Description

low-watermark When CPU free memory falls below this threshold, a notification message is triggered. The range is 1 to
the maximum available memory on the switch. The default is 0 (disabled).

4.5.29 clear mac-addr-table

Use this command to dynamically clear learned entries from the forwarding database. Using the following options, the
user can specify the set of dynamically-learned forwarding database entries to clear.

Default No default value.
Format clear mac-addr-table {all | vlan vlanId | interface unit/slot/port |

macAddr [macMask]

Mode Privileged EXEC

all Clears dynamically learned forwarding database entries in the forwarding database table.

vlan vianld Clears dynamically learned forwarding database entries for this vian/d.

interface unit/slot/port Clears forwarding database entries learned on for the specified interface.

macAddr macMask Clears dynamically learned forwarding database entries that match the range specified by MAC
address and MAC mask. When MAC mask is not entered, only specified MAC is removed from the
forwarding database table.

4.6 Logging Commands

This section describes the commands you use to configure system logging, and to view logs and the logging settings.

4.6.1 logging buffered

This command enables logging to an in-memory log.

Default Disabled; critical when enabled
Format logging buffered
Mode Global Config

4.6.1.1 no logging buffered

This command disables logging to in-memory log.

Format no logging buffered

Mode Global Config

4.6.2 logging buffered wrap

This command enables wrapping of in-memory logging when the log file reaches full capacity. Otherwise when the log
file reaches full capacity, logging stops.

| Default Enabled
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Format logging buffered wrap

Mode Privileged EXEC

4.6.2.1 no logging buffered wrap

This command disables wrapping of in-memory logging and configures logging to stop when the log file capacity is full.

Format no logging buffered wrap

Mode Privileged EXEC

4.6.3 logging cli-command

This command enables the CLI command logging feature, which enables the LCOS SX software to log all CLI commands
issued on the system. The commands are stored in a persistent log. Use the show logging persistent on page 214 command
to display the stored history of CLI commands.

Default Enabled
Format logging cli-command
Mode Global Config

4.6.3.1 no logging cli-command

This command disables the CLI command Logging feature.

Format no logging cli-command

Mode Global Config

4.6.4 logging console
This command enables logging to the console. You can specify the severitylevel value as either an integer from
0 to 7 or symbolically through one of the following keywords: emergency (0), alert (1), critical (2), error
(3), warning (4), notice (5), info (6), or debug (7).

Default Disabled; critical when enabled
Format logging console [severitylevel]
Mode Global Config

4.6.4.1 no logging console

This command disables logging to the console.

Format no logging console

Mode Global Config

4.6.5 logging host

This command configures the logging host parameters. You can configure up to eight hosts.

Default > port: 514 (for UDP) and 6514 (for TLS)
> authentication mode: anonymous

> certificate index: 0
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Format

Mode

> level: critical (2)

logging host {hostaddress|hostname} addresstype tls [anon]|x509name]

certificate-index {port severitylevell}

Global Config

Parameter Description

hostaddressl hostname

The IP address of the logging host.

address-type

Indicates the type of address being passed: DNS or IPv4.

tls

Enables TLS security for the host.

anonix509name

The type of authentication mode: anonymous or x509name.

certificate-index

The certificate number to be used for authentication. The valid range is 0-8. Index 0 is used to the
default file.

port A port number from 1 to 65535.

severitylevel Specify this value as either an integer from 0 to 7, or symbolically through one of the following
keywords:emergency (0), alert (1), critical (2), error (3), warning (4), notice
(5), info (6), or debug (7).

Example: The following shows examples of the command.

(Routing) (Config)# logging host google.com dns 214

(Routing) (Config)# logging host 10.130.64.88 ipv4 214 6

(Routing) (Config)# logging host 5.5.5.5 ipv4 tls anon 6514 debug

(Routing) (Config)# logging host 5.5.5.5 ipv4 tls x509name 3 6514 debug

4.6.6 logging host reconfigure

This command enables logging host reconfiguration.

Format logging host reconfigure hostindex

Mode

Global Config

Parameter

Description

hostindex Enter the Logging Host Index for which to change the IP address.

4.6.7 logging host remove

This command disables logging to host. See show logging hosts on page 213 for a list of host indexes.

Format logging host remove hostindex

Mode Global Config

4.6.8 logging protocol

Use this command to configure the logging protocol version number as 0 or 1. RFC 3164 uses version 0 and RFC 5424
uses version 1.

Default The default is version 0 (RFC 3164).
Format logging protocol {01}
Mode Global Config
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4.6.9 logging syslog
This command enables syslog logging. Use the optional facility parameter to set the default facility used in syslog
messages for components that do not have an internally assigned facility. The facility value can be one of the
following keywords: kernel, user, mail, system, security, syslog, lpr, nntp, uucp, cron, auth,
ftp, ntp, audit, alert, clock, localQ, locall, local?, local3, local4, local5b, localb,
local7. The default facility is Local7.

Default Disabled
Format logging syslog [facility facility]
Mode Global Config

4.6.9.1 no logging syslog

This command disables syslog logging.

Format no logging syslog [facility]

Mode Global Config

4.6.10 logging syslog port

This command enables syslog logging. The portid parameter is an integer with a range of 1-65535.

Default Disabled
Format logging syslog port portid
Mode Global Config

4.6.10.1 no logging syslog port

This command disables syslog logging.

Format no logging syslog port

Mode Global Config

4.6.11 logging syslog source-interface

This command configures the syslog source-interface (source IP address) for syslog server configuration. The selected
source-interface IP address is used for filling the IP header of management protocol packets. This allows security devices
(firewalls) to identify the source packets coming from the specific switch. If a source-interface is not specified, the primary
IP address of the originating (outbound) interface is used as the source address.

Format logging syslog source-interface {unit/slot/port|{loopback
loopback-id} | {vlan vlan-id}}
Mode Global Config
unit/slot/port VLAN or port-based routing interface.
loopback-id Configures the loopback interface to use as the source IP address. The range of the loopback ID
isOto7.
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Parameter Description

tunnel-id Configures the tunnel interface to use as the source IP address. The range of the tunnel ID is 0 to
7.

vlan-id Configures the VLAN interface to use as the source IP address. The range of the VLAN ID is 1 to
4093.

Example: The following shows examples of the command.

(config) #logging syslog source-interface loopback 0
(config) #logging syslog source-interface tunnel 0
(config) #logging syslog source-interface 0/4/1
(config) #logging syslog source-interface 1/0/1

4.6.11.1 no logging syslog source-interface

This command displays logging configuration information.

Format no logging syslog

Mode Global Config

4.6.12 show logging

This command displays logging configuration information.

Format show logging

Mode Privileged EXEC

Term Definition

Logging Client Local Port Port on the collector/relay to which syslog messages are sent.

Logging Client Source Interface | Shows the configured syslog source-interface (source IP address .

CLI Command Logging Shows whether CLI Command logging is enabled.

Logging Protocol The logging protocol version number.
> 0:RFC3164
> 1:RFC 5424

Console Logging Shows whether console logging is enabled.

Console Logging Severity Filter | The minimum severity to log to the console log. Messages with an equal or lower numerical severity
are logged.

Buffered Logging Shows whether buffered logging is enabled.

Persistent Logging Shows whether persistent logging is enabled.

Persistent Logging Severity Filter | The minimum severity at which the logging entries are retained after a system reboot.

Syslog Logging Shows whether syslog logging is enabled.

Syslog Logging Facility Shows the value set for the facility in syslog messages.

Log Messages Received Number of messages received by the log process. This includes messages that are dropped or
ignored.

Log Messages Dropped Number of messages that could not be processed due to error or lack of resources.

Log Messages Relayed Number of messages sent to the collector/relay.
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Example: The following shows example CLI display output for the command.

(Routing) #show logging

Logging Client Local Port

Logging Client USB File Name
Logging Client Source Interface
CLI Command Logging

Console Logging

Console Logging Severity Filter
Buffered Logging

Buffered Logging Severity Filter
Persistent Logging

Persistent Logging Severity Filter

Syslog Logging
Syslog Logging Facility

Log Messages Received

Log Messages Dropped
Log Messages Relayed

4.6.13 show logging buffered

: 514

: (not configured)
: disabled

: enabled

: error

: enabled

: info

: disabled

: alert

: disabled
: local?

1 229
: 0
: 0

This command displays buffered logging (system startup and system operation logs).

Format

Mode Privileged EXEC

show logging buffered

Term Definition

Buffered (In-Memory) Logging

Shows whether the In-Memory log is enabled or disabled.

Buffered Logging Wrapping Behavior

The behavior of the In Memory log when faced with a log full situation.

Buffered Log Count

The count of valid entries in the buffered log.

4.6.14 show logging hosts

This command displays all configured logging hosts. Use the

ulu

character to display the output filter options.

Format

Mode Privileged EXEC

show logging hosts

Term Definition

Host Index

Used for deleting hosts.)

IP Address / Hostname

IP address or hostname of the logging host.

Severity Level

The minimum severity to log to the specified address. The possible values are emergency (0), alert

(1), critical (2), error (3), warning (4), notice (5), info (6), or debug (7).

Port The server port number, which is the port on the local host from which syslog messages are sent.
Status Status field provides the current status of snmp row status. (Active, Not in Service, Not Ready).
Mode The type of security: UDP or TLS.

Auth The type of authentication mode: anonymous or xX509name.

Cert # The certificate number to be used for authentication. The valid range is 0-8. Index 0 is used to the

default file.
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Example: The following shows example CLI display output for the command.
(Routing) #show logging hosts

Index IP Address/Hostname Severity Port Status Mode
1 Ao, 17 critical 514 Active udp
2 10.130.191.90 debug 10514 Active tls
3 5.5:5:5 debug 333 Active tls
Auth Cert#

x509name 6
x509name 4

4.6.15 show logging persistent
Use this command to display persistent log entries. If log-files is specified, the system persistent log files are
displayed. Persistent Logging inthedisplay outputindicates whether persistent logging is enabled or disabled.
Persistent Log Count in the display output indicates the number of persistent log entries.

Format show logging persistent [log-files|previous]
Mode Privileged EXEC

none Display persistent log entries.

log-files Display the list of persistent log files existing in the system.
previous Display persistent log entries from the last reboot.

Example: The following shows example CLI display output for the command.
(Switching) #show logging persistent

Persistent Logging : disabled
Persistent Log Count: 0

(Switching) #show logging persistent log-files
Persistent Log Files:

slog0.txt
slogl.txt

4.6.16 show logging traplogs

This command displays SNMP trap events and statistics.

Format show logging traplogs

Mode Privileged EXEC

Term Definition

Number of Traps Since Last Reset The number of traps since the last boot.
Trap Log Capacity The number of traps the system can retain.

Number of Traps Since Log Last Viewed | The number of new traps since the command was last executed.

Log The log number.
System Time Up How long the system had been running at the time the trap was sent.
Trap The text of the trap message.
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4.6.17 clear logging buffered

This command clears buffered logging (system startup and system operation logs).

Format clear logging buffered

Mode Privileged EXEC

4.7 Email Alerting and Mail Server Commands

4.7.1 logging email

This command enables email alerting and sets the lowest severity level for which log messages are emailed. If you specify
a severity level, log messages at or above this severity level, but below the urgent severity level, are emailed in a non-urgent
manner by collecting them together until the log time expires. You can specify the severitylevel value as either

an integer from 0 to 7 or symbolically through one of the following keywords: emergency(0), alert(l),
critical(2), error(3), warning(4), notice(5), info (6), or debug(7).

Default Disabled; when enabled, log messages at or above severity Warning (4) are emailed
Format logging email [severitylevel]
Mode Global Config

4.7.1.1 no logging email

This command disables email alerting.

Format no logging email

Mode Global Config

4.7.2 logging email urgent

This command sets the lowest severity level at which log messages are emailed immediately in a single email message.
Specify the severitylevel value as either an integer from 0 to 7 or symbolically through one of the following

keywords: emergency(0), alert (1), critical (2), error (3), warning (4), notice (5), info (6), or

debug (7). Specify none to indicate that log messages are collected and sent in a batch email at a specified interval.

Default Alert (1) and emergency (0) messages are sent immediately.
Format logging email urgent {severitylevel | none}
Mode Global Config

4.7.2.1 no logging email urgent

This command resets the urgent severity level to the default value.

Format no logging email urgent

Mode Global Config
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4.7.3 logging email message-type to-addr
This command configures the email address to which messages are sent. The message types supported are urgent,
non- urgent, and both. For each supported severity level, multiple email addresses can be configured. The

to-email-addr variable is a standard email address, for example admin@yourcompany.com.

Format logging email message-type {urgent | non-urgent | both} to-addr

to-email-addr

Mode Global Config

4.7.3.1 no logging email message-type to-addr

This command removes the configured to-addr field of email.

Format logging email message-type {urgent | non-urgent | both} to-addr

Mode Global Config

4.7.4 logging email from-addr

This command configures the email address of the sender (the switch).

Default switch@lancom.de
Format logging email from-addr from-email-addr
Mode Global Config

4.7.4.1 no logging email from-addr

This command removes the configured email source address.

Format no logging email from-addr

Mode Global Config

4.7.5 logging email message-type subject

This command configures the subject line of the email for the specified type.

Default For urgent messages: Urgent Log Messages
For non-urgent messages: Non Urgent Log Messages

Format logging email message-type {urgent | non-urgent | both} subject subject

Mode Global Config

4.7.5.1 no logging email message-type subject

This command removes the configured email subject for the specified message type and restores it to the default email

subject.
Format no logging email message-type {urgent | non-urgent | both} subject
Mode Global Config
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4.7.6 logging email logtime

This command configures how frequently non-urgent email messages are sent. Non-urgent messages are collected and
sent in a batch email at the specified interval. The valid range is every 30 to 1440 minutes.

Default 30 minutes
Format logging email logtime minutes
Mode Global Config

4.7.6.1 no logging email logtime

This command resets the non-urgent log time to the default value.

Format no logging email logtime

Mode Global Config

4.7.7 logging email test message-type

This command sends an email to the SMTP server to test the email alerting function.

Format logging email test message-type {urgent | non-urgent | both} message-body
message-body
Mode Global Config

4.7.8 show logging email config

This command displays information about the email alert configuration.

Format show logging email config

Mode

Privileged EXEC

Term Definition

Email Alert Logging The administrative status of the feature: enabled or disabled

Email Alert From Address

The email address of the sender (the switch).

Email Alert Urgent Severity Level

The lowest severity level that is considered urgent. Messages of this type are sent immediately.

Email Alert Non Urgent Severity
Level

The lowest severity level that is considered non-urgent. Messages of this type, up to the urgent
level, are collected and sent in a batch email. Log messages that are less severe are not sent in an
email message at all.

Email Alert Trap Severity Level

The lowest severity level at which traps are logged.

Email Alert Notification Period

The amount of time to wait between non-urgent messages.

Email Alert To Address Table

The configured email recipients.

Email Alert Subject Table

The subject lines included in urgent (Type 1) and non-urgent (Type 2) messages.

For Msg Type urgent, subject is

The configured email subject for sending urgent messages.

For Msg Type non-urgent,
subject is

The configured email subject for sending non-urgent messages.
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4.7.9 show logging email statistics

This command displays email alerting statistics.

Format show logging email statistics

Mode Privileged EXEC

Term Definition

Email Alert Operation Status

The operational status of the email alerting feature.

No of Email Failures

The number of email messages that have attempted to be sent but were unsuccessful.

No of Email Sent

The number of email messages that were sent from the switch since the counter was cleared.

Time Since Last Email Sent

The amount of time that has passed since the last email was sent from the switch.

4.7.10 clear logging email statistics

This command resets the email alerting statistics.

Format clear logging email statistics

Mode Privileged EXEC

4.7.11 mail-server

This command configures the SMTP server to which the switch sends email alert messages and changes the mode to
Mail Server Configuration mode. The server address can be in the [Pv4, IPv6, or DNS name format.

Format mail-server {ip-address | ipvé6-address | hostname}

Mode Global Config

4.7.11.1 no mail-server

This command removes the specified SMTP server from the configuration.

Format no mail-server {ip-address | ipvé-address | hostname}

Mode

Global Config

4.7.12 security

This command sets the email alerting security protocol by enabling the switch to use TLS authentication with the SMTP
Server. If the TLS mode is enabled on the switch but the SMTP sever does not support TLS mode, no email is sent to the
SMTP server.

Default none
Format security {tlsvl | none}
Mode Mail Server Config

4.7.13 port

This command configures the TCP port to use for communication with the SMTP server. The recommended port for TLSv1
is 465, and for no security (i.e. none) it is 25. However, any nonstandard port in the range 1 to 65535 is also allowed.

| Default 25
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port {465 | 25 | 1-65535}

Mail Server Config

4.7.14 username (Mail Server Config)

This command configures the login ID the switch uses to authenticate with the SMTP server.

Format

Mode

Default admin

username name

Mail Server Config

4.7.15 password

This command configures the password the switch uses to authenticate with the SMTP server.

Format

Mode

Default admin

password password

Mail Server Config

4.7.16 show mail-server config

This command displays information about the email alert configuration.

Format

Mode

show mail-server {ip-address | hostname | all} config

Privileged EXEC

Term Definition

No of mail servers configured The number of SMTP servers configured on the switch.

Email Alert Mail Server Address The IPv4/IPv6 address or DNS hostname of the configured SMTP server.

Email Alert Mail Server Port The TCP port the switch uses to send email to the SMTP server

Email Alert Security Protocol The security protocol (TLS or none) the switch uses to authenticate with the SMTP server.
Email Alert Username The username the switch uses to authenticate with the SMTP server.

Email Alert Password The password the switch uses to authenticate with the SMTP server.

4.8 System Utility and Clear Commands

This section describes the commands you use to help troubleshoot connectivity issues and to restore various configurations
to their factory defaults.

4.8.1 traceroute

Use the traceroute command to discover the routes that IPv4 or IPv6 packets actually take when traveling to their

destination through the network on a hop-by-hop basis. Traceroute continues to provide a synchronous response when
initiated from the CLI.
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The user may specify the source IP address or the virtual router of the traceroute probes. Recall that traceroute works
by sending packets that are expected not to reach their final destination, but instead trigger ICMP error messages back
to the source address from each hop along the forward path to the destination. By specifying the source address, the
user can determine where along the forward path there is no route back to the source address. Note that this is only
useful if the route from source to destination and destination to source is symmetric.) It would be common, for example,
to send a traceroute from an edge router to a target higher in the network using a source address from a host subnet
on the edge router. This would test reachability from within the network back to hosts attached to the edge router.
Alternatively, one might send a traceroute with an address on a loopback interface as a source to test reachability back
to the loopback interface address.

In the CLI, the user may specify the source as an IPv4 address, IPv6 address, a virtual router, or as a routing interface.
When the source is specified as a routing interface, the traceroute is sent using the primary IPv4 address on the source
interface. With SNMP, the source must be specified as an address. The source cannot be specified in the web Ul.

LCOS SX will not accept an incoming packet, such as a traceroute response, that arrives on a routing interface if the
packet's destination address is on one of the out-of-band management interfaces (service port or network port). Similarly,
LCOS SX will not accept a packet that arrives on a management interface if the packet's destination is an address on a
routing interface. Thus, it would be futile to send a traceroute on a management interface using a routing interface
address as source, or to send a traceroute on a routing interface using a management interface as source. When sending
a traceroute on a routing interface, the source must be that routing interface or another routing interface. When sending
a traceroute on a management interface, the source must be on that management interface. For this reason, the user
cannot specify the source as a management interface or management interface address. When sending a traceroute on
a management interface, the user should not specify a source address, but instead let the system select the source
address from the outgoing interface.

Default > count: 3 probes
> interval: 3 seconds
> size: 0 bytes

> port: 33434

> maxTtl: 30 hops

> maxFail: 5 probes
> initTtl: 1 hop

Format traceroute [vrf vrf-name] {ip-address | [ipv6] {ipvé-address | hostname}}
[initTtl initTtl] [maxTtl maxTtl] [maxFail maxFail] [interval interval]
[count count] [port port] [size size] [source {ip-address | ipvé6-address

| unit/slot/port}]

Mode Privileged EXEC

Using the options described below, you can specify the initial and maximum time-to-live (TTL) in probe packets, the
maximum number of failures before termination, the number of probes sent for each TTL, and the size of each probe.

Parameter Description

vrf-name The name of the VRF instance from which to initiate traceroute. Only hosts reachable from within
the VRF instance can be tracerouted. If a source parameter is specified in conjunction with a vrf
parameter, it must be a member of the VRF. The ipv6 parameter cannot be used in conjunction
with the vrf parameter.

ipaddressf The ipaddress value should be a valid IP address.
ipv6-address The ipvé6-address value should be a valid IPv6 address.
hostname The hostname value should be a valid hostname.
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Parameter Description

ipv6 The optional ipvé6 keyword can be used before ipvé-address or hostname. Giving the

1pv6 keyword before the hostname tries it to resolve to an IPv6 address.

initTtl Use initTt1 to specify the initial time-to-live (TTL), the maximum number of router hops between
the local and remote system. Range is 0 to 255.

maxTtl Use maxTtle to specify the maximum TTL. Range is 1 to 255.

maxFail Use maxFail to terminate the traceroute after failing to receive a response for this number of
consecutive probes. Range is 0 to 255.

interval Use the optional interval parameter to specify the time between probes, in seconds. If a

response is not received within this interval, then traceroute considers that probe a failure (printing
*) and sends the next probe. If traceroute does receive a response to a probe within this interval,
then it sends the next probe immediately. Range is 1 to 60 seconds.

count Use the optional count parameter to specify the number of probes to send for each TTL value.
Range is 1 to 10 probes.

port Use the optional port parameter to specify destination UDP port of the probe. This should be an
unused port on the remote destination system. Range is 1 to 65535.

Size Use the optional size parameter to specify the size, in bytes, of the payload of the Echo Requests
sent. Range is 0 to 65507 bytes.

source Use the optional source parameter to specify the source IP address or interface for the traceroute.

The following are examples of the CLI command.

Example: traceroute Success:

(Routing) # traceroute 10.240.10.115 initTtl 1 maxTtl 4 maxFail 0 interval 1 count 3 port 33434 size 43
Traceroute to 10.240.10.115 ,4 hops max 43 byte packets:

1 10.240.4.1 708 msec 41 msec 11 msec

2 10.240.10.115 0 msec 0 msec 0 msec

Hop Count = 1 Last TTL = 2 Test attempt = 6 Test Success = 6

Example: traceroute ipv6 Success

(Routing) # traceroute 2001::2 initTtl 1 maxTtl 4 maxFail 0 interval 1 count 3 port 33434 size 43
Traceroute to 2001::2 hops max 43 byte packets:

1 2001::2 708 msec 41 msec 11 msec

The above command can also be execute with the optional ipv6 parameter as follows:

(Routing) # traceroute ipv6 2001::2 initTtl 1 maxTtl 4 maxFail O interval 1 count 3 port 33434 size 43

Example: traceroute Failure:

(Routing) # traceroute 10.40.1.1 initTtl 1 maxFail 0 interval 1 count 3
port 33434 size 43

Traceroute to 10.40.1.1 ,30 hops max 43 byte packets:

1 10.240.4.1 19 msec 18 msec 9 msec

2 10.240.1.252 0 msec 0 msec 1 msec

3 172.31.0.9 277 msec 276 msec 277 msec

4 10.254.1.1 289 msec 327 msec 282 msec

5 10.254.21.2 287 msec 293 msec 296 msec

6 192.168.76.2 290 msec 291 msec 289 msec

7 0.0.0.0 0 msec *

Hop Count = 6 Last TTL = 7 Test attempt = 19 Test Success = 18

Example: traceroute ipv6 Failure

(Routing) # traceroute 2001::2 initTtl 1 maxFail 0 interval 1 count 3 port 33434 size 43
Traceroute to 2001::2 hops max 43 byte packets:

1 3001::1 708 msec 41 msec 11 msec
2 4001::2 250 msec 200 msec 193 msec
3 5001::3 289 msec 313 msec 278 msec
4 6001::4 651 msec 41 msec 270 msec
5 0 0 msec *

Hop Count = 4 Last TTL = 5 Test attempt = 1 Test Success = 0

221



LCOS SX 5.20

4 Utility Commands

4.8.2 clear config

This command resets the configuration to the factory defaults without powering off the switch. When you issue this
command, a prompt appears to confirm that the reset should proceed. When you enter y, you automatically reset the

current configuration on the switch to the default values. It does not reset the switch.

Format clear config

Mode Privileged EXEC

4.8.3 clear config interface

This command resets the configuration in the specified interface or range of interfaces to the factory defaults without
powering off the switch. When you issue this command, a prompt appears to confirm that the reset should proceed.
When you enter v, you automatically reset the current configuration on the interface or interfaces to the default values.

It does not reset the switch.

Theclear config interface command clears the configuration only for commands issued in Interface Config

mode. Interface-related commands which were not issued in Interface Config mode, such as enabling routing on a VLAN
interface, cannot be cleared using this command.

Format clear config interface {unit/slot/port | lag lag id | vlan vlan id |
loopback loopback id}

Mode Privileged EXEC

4.8.4 clear counters

This command clears the statistics for a specified unit/slot/port, for all the ports, or for an interface on a VLAN

based on the argument, including the loop protection counters. The command accepts up to 255 character length ACL
names. If a virtual router is specified, the statistics for the ports on the virtual router are cleared. If no router is specified,
the information for the default router will be displayed.

Format clear counters {unit/slot/port | all [vrf vrf-name] | vlan id}

Mode Privileged EXEC

4.8.5 clear igmpsnooping

This command clears the tables managed by the IGMP Snooping function and attempts to delete these entries from the
Multicast Forwarding Database.

Format clear igmpsnooping

Mode Privileged EXEC

4.8.6 clear ip access-list counters

This command clears the counters of the specified IP ACL and IP ACL rule. The command accepts up to 255-character

length ACL names.
Format clear ip access-list counters acl-ID | acl-name rule-id
Mode Privileged EXEC
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4.8.7 clear ipv6 access-list counters

This command clears the counters of the specified IP ACL and IP ACL rule. The command accepts up to 255-character

length ACL names.
Format clear ipv6 access-1list counters acl-name rule-id
Mode Privileged EXEC

4.8.8 clear mac access-list counters

This command clears the counters of the specified MAC ACL and MAC ACL rule. The command accepts up to 255-character

length ACL names.
Format clear mac access-list counters acl-name rule-id
Mode Privileged EXEC
4.8.9 clear traplog
This command clears the trap log.
Format clear traplog
Mode Privileged EXEC

4.8.10 clear vlan

This command resets VLAN configuration parameters to the factory defaults. When the VLAN configuration is reset to
the factory defaults, there are some scenarios regarding GVRP that happen due to this:

1. Static VLANs are deleted.

2. GVRP is restored to the factory default as a result of handling the VLAN RESTORE NOTIFY event. Since GVRP is
disabled by default, this means that GVRP should be disabled and all of its dynamic VLANs should be deleted.

Format clear vlan

Mode Privileged EXEC

4.8.11 clear vlan stats
This command clears the supported per-VLAN statistics for the VLAN(s) specified.

Format clear vlan [vlan-list] stats

Mode Privileged EXEC

Example: Clear statistics on VLAN 10.

(Switching) # clear vlan 10 stats

Example: Clear statistics on multiple VLANs 10, 20, and 30.

(Switching) # clear vlan 10,20,30 stats

Example: Clear statistics on all available VLANSs.

(Switching) # clear vlan stats

4.8.12 logout

This command closes the current telnet connection or resets the current serial connection.
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@ Save configuration changes before logging out.

Format logout
Mode > Privileged EXEC
> User EXEC

4.8.13 ping

Use this command to determine whether another computer is on the network. Ping provides a synchronous response
when initiated from the CLI and Web interfaces.

@ For information about the ping command for IPv6 hosts, see ping ipvé on page 875.

Default > The default count is 1.
> The default interval is 3 seconds.
> The default size is 0 bytes.

Format ping [vrf vrf-name] {ip-address | hostname | {ipv6 {interface
{unit/slot/port | vlan 1-4093 | loopback loopback-id | network |
serviceport | tunnel tunnel-id } link-local-address} | ip6addr

hostname} [count count] [interval 1-60] [size size] [source ip-address
| ip6addr | {unit/slot/port | vlan 1-4093 | serviceport | network}]
[outgoing-interface {unit/slot/port | wvlan 1-4093 | serviceport |

network}]

Mode > Privileged EXEC
> User EXEC

Using the options described below, you can specify the number and size of Echo Requests and the interval between Echo

Requests.

Parameter Description

vrf-name The name of the virtual router in which to initiate the ping. If no virtual router is specified, the ping
is initiated in the default router instance.

address IPv4 or IPv6 addresses to ping.

count Use the count parameter to specify the number of ping packets (ICMP Echo requests) that are
sent to the destination address specified by the ip-address field. The range for count is 1
to 15 requests.

size Use the size parameter to specify the size, in bytes, of the payload of the Echo Requests sent.
Range is 0 to 65507 bytes.

source Use the source parameter to specify the source IP/IPv6 address or interface to use when sending
the Echo requests packets.

hostname Use the hostname parameter to resolve to an IPv4 or IPv6 address. The ipvé keyword is
specified to resolve the hostname to IPv6 address. The IPv4 address is resolved if no keyword is
specified.
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Parameter Description

ipv6 The optional keyword i pv6 can be used before the 1 pv6-address or hostname argument.
Using the i pv6 optional keyword before hos t name tries to resolve it directly to the IPv6 address.
Also used for pinging a link-local IPv6 address.

interface Use the interface keyword to ping a link-local IPv6 address over an interface.

link-local-address The link-local IPv6 address to ping over an interface.

outgoing-interface Use the outgoing-interface parameter to specify the outgoing interface for multicast
IP/IPv6 ping.

The following are examples of the CLI command.

Example: IPv4 ping success:

(Routing) #ping 10.254.2.160 count 3 interval 1 size 255
Pinging 10.254.2.160 with 255 bytes of data:

Received response for icmp_seq = 0. time = 275268 usec
Received response for icmp seq = 1. time 274009 usec
Received response for icmp seq = 2. time = 279459 usec

----10.254.2.160 PING statistics----
3 packets transmitted, 3 packets received, 0% packet loss
round-trip (msec) min/avg/max = 274/279/276

Example: IPv6 ping success:

(Routing) #ping 2001::1
Pinging 2001::1 with 64 bytes of data:

Send count=3, Receive count=3 from 2001::1
Average round trip time = 3.00 ms

Example: IPv4 ping failure:

> In Case of Unreachable Destination:
(Routing) # ping 192.168.254.222 count 3 interval 1 size 255
Pinging 192.168.254.222 with 255 bytes of data:
Received Response: Unreachable Destination
Received Response :Unreachable Destination
Received Response :Unreachable Destination

----192.168.254.222 PING statistics----
3 packets transmitted,3 packets received, 0% packet loss
round-trip (msec) min/avg/max = 0/0/0

> In Case Of Request TimedOut:

(Routing) # ping 1.1.1.1 count 1 interval 3
Pinging 1.1.1.1 with 0 bytes of data:

----1.1.1.1 PING statistics----
1 packets transmitted,0 packets received, 100% packet loss
round-trip (msec) min/avg/max = 0/0/0

Example: IPv6 ping failure
(Routing) #ping ipvé6 2001::4
Pinging 2001::4 with 64 bytes of data:

Send count=3, Receive count=0 from 2001::4
Average round trip time = 0.00 ms

4.8.14 quit

This command closes the current telnet connection or resets the current serial connection. The system asks you whether
to save configuration changes before quitting.

Format quit
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Mode > Privileged EXEC
> User EXEC

4.8.15 reload

This command resets the switch without powering it off. Reset means that all network connections are terminated and
the boot code executes. The switch uses the stored configuration to initialize the switch. You are prompted to confirm
that the reset should proceed. The LEDs on the switch indicate a successful reset.

Format reload [configuration [scriptname]]

Mode Privileged EXEC

configuration Gracefully reloads the configuration. If no configuration file is specified, the startup-config file is
loaded.

scriptname The configuration file to load. The scriptname must include the extension.

4.8.16 dying-gasp

Use this command to allow a dying-gasp notification to be sent through Syslog or Ethernet-OAM when the switch loses
power or resets abruptly. The switch reset might be due to an unexpected software failure, a LOG_ERROR, or a user-
triggered switch reload. The Dying Gasp feature also notifies dying gasp events as SNMP trap to the trap receiver

The ability to send a dying-gasp notification on loss of power depends on the platform hardware capability. The switch
hardware must be able to supply back power for approximately 300 ms to send the dying gasp notification after the
abrupt power loss or reset occurs.

Format dying-gasp primary {syslog | ethernet-oam | snmptrap} secondary { syslog

| ethernet-oam |snmptrap}

Mode Global Config

primary Dying Gasp primary notification
secondary Dying Gasp secondary notification
ethernet-oam Enable Ethernet-OAM notification
syslog Enable system logger

snmptrap Enable SNMP trap notification

4.8.16.1 no dying-gasp

This command disables the sending of dying gasp notifications.

Format no dying-gasp

Mode Global Config

4.8.17 show dying-gasp

This command displays the dying gasp configuration status.

Format show dying-gasp status
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I Mode Privileged EXEC |

The command displays the information shown in the following table.

Parameter Description

Dying Gasp Primary Mode Identifies the primary notification mode, which can be one of the following:
> Syslog

> Ethernet-OAM

> SnmpTrap

Dying Gasp Secondary Mode | Identifies the secondary notification mode, which can be one of the following:
> Syslog

> Ethernet-0AM

> SnmpTrap

4.8.18 copy

The copy command uploads and downloads files to and from the switch. You can also use the copy command to

manage the dual images (active and backup) on the file system. Upload and download files from a server using FTP,
TFTP, Xmodem, Ymodem, and Zmodem. If FTP is used, a password is required.

SFTP and SCP are available as additional transfer methods if the software package supports secure management. CLI-
based file transfers using the HTTP and HTTPS protocols are supported on selected platforms where a native wget utility

is available.

Format copy source destination [source option] [{verify | noverify}] [checkcert
| nocheckcert]

Mode Privileged EXEC

Replace the source and destination parameters with the options in Table 9: Copy Parameters on page 228. For
the ur1l source or destination, use one of the following values:

{xmodem | tftp://ipaddr|hostname|ip6address|hostname/filepath/filename [noval]
| sftpl|scp://username@ipaddr | ipvéaddress/filepath/filename
ftp://user@ipaddress | hostname/filepath/filename |
http://{userQ}ipaddr|hostname/filepath/filename |
https://{user@}ipaddr|hostname/filepath/filename}

The optional source option parameters specify the source-interface or source IP address for the copy command.

The selected source-interface IP address is to be used for filling the IP header of management protocol packets (SCP,
SFTP and TFTP). This allows security devices (firewalls) to identify the source packets coming from the specific switch. If
a source-interface is not specified, the primary IP address of the originating (outbound) interface is used as source
address. When the user selects the source interface for SCP, SFTP, TFTP applications, it (re)bind the interface source IP
address with the server. The source interface is not supported for HTTP/HTTPS protocols.

The verify | noverify options are only available if the image/configuration verify options feature is enabled
(see file verify on page 231). verify specifies that digital signature verification will be performed for the specified
downloaded image or configuration file. noveri fy specifies that no verification will be performed.
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For HTTPS transfers, the [checkcert | nocheckcert] options are available to enable or disable server certificate

validation. This option is valid only for HTTPS file transfer. If no option is specified, default action is applied for HTTPS
file transfer.

The keyword 1as-users supports the downloading of the IAS user database file. When the IAS users file is downloaded,

the switch IAS user's database is replaced with the users and its attributes available in the downloaded file. In the
command copy url ias-users, for url one of the following is used for IAS users file:

{ { tftp/i<ipaddr | hostname> | <ipvbaddress | hostname> /<filepath>/<filename> } | { sftp |
scp:/i<username>@<ipaddress>/<filepath>/<filename>} }

@ The maximum length for the file path is 160 characters, and the maximum length for the file name is 31 characters.

For FTP, TFTP, SFTP, and SCP, the ipaddr| hostname parameter is the IP address or host name of the server,
filepathis the path to the file, and £ilename is the name of the file you want to upload or download. For SFTP
and SCP, the username parameter is the username for logging into the remote server via SSH.

@ ip6address is also a valid parameter for routing packages that support IPv6.

For platforms that include stacking, use the optional [unit unit id] parameter (when available) to specify the
stack member to use as the source for the item to copy. If no unit is specified, the item is copied from the stack master.

To copy OpenFlow SSL certificates to the switch using TFTP or XMODEM, using only the following options pertinent to
the OpenFlow SSL certificates.

Format copy [<mode/file>] nvram:{openflow-ssl-ca-cert | openflow-ssl-cert |

openflow-ssl- priv-key}

Mode Privileged EXEC

CD Remember to upload the existing configuration file off the switch prior to loading a new release image in order
to make a backup.

Table 9: Copy Parameters

Source Destination Description

nvram: gpplication: sourcefilename | url Filename of source application file.

nvram:backup-config nvram:startup-config Copies the backup configuration to the startup
configuration.

nvram:clibanner url Copies the CLI banner to a server.

nvram: core-dump [unit | tfip/Aetesheras/ fkstv4<flear| Uploads the core dump file on the local system to an

unit id] | external TFTP/ FTP/SCP/SFTP server.
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‘ Destination Description

Uploads CPU packets capture file.

nvram:cpupktcapture.pcap | url

[unit wunit 1id]

nvram:crash-log url Copies the crash log to a server.
nvram:errorlog url Copies the error log file to a server.

nvram: factory-defaults |url Uploads factory defaults file.

nvram: fastpath.cfg url Uploads the binary config file to a server.
nvram:log url Copies the log file to a server.
nvram:operational-log |url Copies the operational log file to a server.

[unit unit id]

nvram:script scriptname |url Copies a specified configuration script file to a server.

nvram:startup-config

nvram:backup-config

Copies the startup configuration to the backup
configuration.

nvram:startup-config url Copies the startup configuration to a server.
nvram:startup-log [unit |url Uploads the startup log file.

unit 1d]

nvram: tech-support |url Uploads the system and configuration information for
[unit wnit id] technical support.

nvram:traplog url Copies the trap log file to a server.
system:running-config |url Accepts the url for upload operation.

Uploads running-config using {xmodem | ymodem |
z m o d e m |
tftp://<ipaddresslhostname>/<filepath>/<filename>|
ftp:/l<user>@<ipaddrlhostname>/<path>/<filename>
| scp:/i<user>@<ipaddrlhostname>/<path>/<filename>
| sftp:/i<user>@<ipaddrlhostname>/<path>/<filename>}

system:running-config

nvram:startup-config

Saves the running configuration to NVRAM.

system:running-config

nvram: factory-defaults

Saves the running configuration to NVRAM to the
factory-defaults file.

system:image

url

Saves the system image to a server.

t £ t p = / /

<ipaddress>/<filename>

system:packet.pcap

Copies a PCAP file into RAM. The PCAP file is used to
inject packets into the silicon for tracing the packets.

url nvram:application |Destination file name for the application file.
destfilename
url nvram:ca-root index Downloads the CA certificate file to the boot persistent
directory and uses the index number name the
downloaded file to CAindex.pem.
url nvram:ca-root-certs Downloads root CA certificate file(s) to the boot

persistent root-certificates directory. The root CA
certificates can be used by the native wget utility for
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‘ Destination Description

Source
HTTPS server certificate validation during the file
download operation via HTTPS from the copy
command.
url nvram:clibanner Downloads the CLI banner to the system.
url nvram:client-key index |Downloads the client key file to the (boot persistent
directory and uses the index number name the
downloaded file to CAindex.key.
url nvram:client-ssl-cert | Downloads the client certificate to the boot persistent
1-8 directory and uses the index number to name the
downloaded file to CAindex.pem.
url nvram:fastpath.cfg Downloads the binary config file to the system.
url nvram:publickey-config |Downloads the Public Key for Configuration Script
validation.
url nvram:publickey-image |Downloads Public Key for Image validation.
url nvram:script |Downloadsa configuration script file to the system.
destfilename During the downloaq of a config_uration script, the
copy command validates the script. In case of any
error, the command lists all the lines at the end of the
validation process and prompts you to confirm before
copying the script file.
url nvram:script |Whenyouusethisoption, the copy command will not
destfilename noval validate the downloaded script file. An example of the
CLI command follows:
(Routing) #copy tftp://1.1.1.1/file.scr nvram:script file.scr noval
url nvram:sshkey-dsa Downloads an SSH key file. For more information, see
Secure Shell Commands on page 89.
url nvram:sshkey-rsal Downloads an SSH key file.
url nvram:sshkey-rsa2 Downloads an SSH key file.
url nvram:sslpem-dhweak Downloads an HTTP secure-server certificate.
url nvram:sslpem-dhstrong |Downloads an HTTP secure-server certificate.
url nvram:sslpem-root Downloads an HTTP secure-server certificate. For more
information, see Hypertext Transfer Protocol Commands
on page 98.
url nvram:sslpem-server Downloads an HTTP secure-server certificate.
url nvram:startup-config Downloads the startup configuration file to the system.
url ias-users Downloads an IAS users database file to the system.
When the IAS users file is downloaded, the switch IAS
user's database is replaced with the users and their
attributes available in the downloaded file.
url nvram: tech-support-cmds | Downloads the file containing list of commands to be

displayed using the show tech-support

command.
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Source Destination Description

url

{active | backup}

Download an image from the remote server to either
image. In a stacking environment, the downloaded
image is distributed to the stack nodes.

{active | backup} url Upload either image to the remote server.
active backup Copy the active image to the backup image.
backup active Copy the backup image to the active image.

{active | backup}

unit://unit/{active

Copy an image from the management node to a given
node in a Stack. Use the unit parameter to specify the

backup} ) . .
node to which the image should be copied.
{active | backup} unit://*/{active | | Copy animage from the management node to all of the
backup} nodes in a Stack.

Example: The following shows an example of downloading and applying ias users file.
(Routing) #copy tftp://10.131.17.104/aaa_users.txt ias-users

88126 60 66 000000000000000006000000000600009000000 TFTP

SOt SEEVEE IP6000000000000000000000000000000000 10.131.17.104
ol o /

ITELILEIEIEG 6 0 ¢ 000 c 0000000000008 00090000000aa09000 aaa_users.txt
IDENEE] Y¥iolo 0 oo 00008 0000060000000000006a00600000000 IAS Users

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y

File transfer operation completed successfully.
Validating and updating the users to the IAS users database.
Updated IAS users database successfully.

(Routing) #

Example: The following shows an example of the command to copy running config to a remote system URL for upload

operation.
(Routing) #copy system:running-config tftp://10.89.105.143/run-cfg

86126 6 00 60000000000090000000000000060000000000 0 TETP

SOt SEEVEE P 0c000000000000c0000000000000000500 10.89.105.143

2 ol o o

I LILSEITD0 600000000 0800006006000000000600003008000 run-cfg

DEVER. TY9@0 0 60 006000000060006600060000600006000600 00 Text Configuration
Source Filename.....ueu e eeeeeeeeeeeneeennennns running-config

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y

File transfer in progress. Management access will be blocked for the duration of the transfer. Please
wait...

File transfer operation completed successfully.

(Routing) #

4.8.19 file verify

This command enables digital signature verification while an image and/or configuration file is downloaded to the switch.

@ This command is available only when the image/configuration verify options feature is enabled.

| Default none

231



LCOS SX'5.20

4 Utility Commands

Format file verify {all | image | none | config}

Mode Global Config

All Verifies the digital signature of both image and configuration files.

Image Verifies the digital signature of image files only.

None Disables digital signature verification for both images and configuration files.
Config Verifies the digital signature of configuration files.

4.8.19.1 no file verify

Resets the configured digital signature verification value to the factory default value.

Format no file verify

Mode Global Config

4.8.20 image verify

Use this command to validate an image file. The file verify on page 231 command validates an image during download,
whereas the image verify xxxcommand validatesimages in active and backup partitions. A digest of the image

being validated is calculated and compared with a digest from the digital signature that was extracted (during download)
of the same image. A match indicates a valid image.

Format image verify {active|backup}

Mode Privileged EXEC

Parameter Description

active Specifies an active image file that needs verification.
backup Specifies an backup image file that needs verification.

4.8.21 ip scp server enable

232

This command enables SCP server functionality for SCP push operations on the switch, which allows files to be transferred
from the host device to the switch using the SCP protocol. During an SCP file transfer operation, the management
operations on the switch are blocked. After the completion of file download to the switch, the switch performs file
validations similar to other download operations executed via the copy command.

To allow the SCP file transfers from the host system to the switch, the SCP server must be enabled on the switch.

Default Disabled
Format ip scp server enable
Mode Privileged EXEC

The transfer is initiated via the CLI on the host system, and not from the LCOS SX CLI. The following examples show the
syntax for SCP push commands executed on a PC host for configuration and firmware images.

> scp <config file> user@<scp server IP>:startup-config

> scp <config file> user@<scp server IP>:backup-config
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> scp <config file> user@<scp server IP>:config

> scp <config file> user@<scp server IP>:firmware

> scp <config file> user@<scp server IP>:<scriptfile.scr>
> scp <image file> user@<scp server IP>:active

> scp <image file> user@<scp server IP>:backup

4.8.21.1 no ip scp server enable

This command resets the SCP server functionality for SCP push operations on the switch to the default value.

Format no ip scp server enable

Mode Privileged EXEC

4.8.22 write memory

Use this command to save running configuration changes to NVRAM so that the changes you make will persist across
a reboot. This command is the same as copy system:running-config nvram:startup-config. Use

the confirm keyword to directly save the configuration to NVRAM without prompting for a confirmation.

Format write memory [confirm]

Mode Privileged EXEC

4.8.23 erase permanent-storage

Use this command to reset all persistent data to the factory default settings. This will delete all settings, sensible data
and certificates. After executing this command it is possible to pass the switch to another customer or partner without

concern.
Format erase permanent-storage
Mode Privileged EXEC

4.8.24 erase user-packages

Use this command to delete all changes and user-installed packages in Debian Linux. When the command is invoked,
the Debian Linux changes are marked for deletion. Only upon a switch reboot are the file changes deleted. In a stacking
environment, this command takes effect on the switch manager and all the switch members.

Format erase user-packages

Mode Privileged EXEC

4.8.25 sync user-packages

Use this command to initiate the Debian Linux root file system synchronization procedure. The Debian file system changes
on the management switch are transferred to all member switches in the stack. When this command is invoked, the
Debian Linux changes are copied to all members of the stack. This command is available only in stacking-enabled
switches. The user is required to reload the member switch for the copied changes to take effect.

Format sync user-packages

Mode Privileged EXEC
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4.9 Power over Ethernet Commands

This section describes the commands used to configure and monitor Power Over Ethernet (PoE). PoE allows IP telephones,
wireless LAN access points, and other appliances to receive power as well as data over existing LAN cabling without
modifying the existing Ethernet infrastructure. PoE is only available on switches that contain a PoE controller.

PoE implements the PoE+ specification (IEEE 802.3at) for power sourcing equipment (PSE). IEEE 802.3at allows power
to be supplied to Class 4 PD devices that require power greater than 15.4 Watts and up to 30.0 Watts. This allows the
PoE+ enabled network switches and routers to be used for deployment with devices that require more power than the
IEEE 802.3af specification allows. PoE+ IEEE 802.3at is compatible with IEEE 802.1af.

4.9.1 poe auto-check (Global Config)

This command enables a ping check.

Format poe auto-check

Mode Global Config

4.9.1.1 no poe auto-check (Global Config)

This command disables a ping check.

Format no poe auto-check

Mode Global Config

4.9.2 poe auto-check (Interface Config)

This command configures the Power-over-Ethernet auto check on the selected interface.

Format poe auto-check failure-action (nothing | reboot)
poe auto-check interval-time <10-120>
poe auto-check ip <ipaddr>
poe auto-check max-reboot-times <0-10>
poe auto-check reboot-time <3-120>
poe auto-check retry-time <I1-5>

poe auto-check startup-time <30-60>

Mode Interface Config

failure-action (nothing | reboot) Set the failure action either to nothing or to reboot.
interval-time <10-120> Set the interval-time in the range of 10 to 120 seconds.

ip <ipaddr> Set the IP address.

max-reboot-times <0-10> Set the maximum reboot times in the range of 0 to 10 seconds.
reboot-time <3-120> Set the reboot-time in the range of 3 to 120 seconds.
retry-time <7-5> Set the retry-time in the range of 1 to 5 seconds.
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Parameter Description

startup-time <30-60> Set the startup-time in the range of 30 to 60 seconds.

4.9.2.1 no poe auto-check (Interface Config)

This command configures the Power-over-Ethernet auto check on the selected interface.

Format no poe auto-check failure-action
no poe auto-check interval-time
no poe auto-check ip
no poe auto-check max-reboot-times
no poe auto-check reboot-time
no poe auto-check retry-time

no poe auto-check startup-time

Mode Interface Config

failure-action Disable the previously set failure action.
interval-time Disable the previously set interval-time.

ip Disable the previously set IP address.
max-reboot-times Disable the previously set maximum reboot times.
reboot-time Disable the previously set reboot-time.

retry-time Disable the previously set retry-time.

startup-time Disable the previously set startup-time.

4.9.3 poe capacitor-detection

This command enables the Power-over-Ethernet legacy mode, that configures the PoE controller to detect IEEE standard
devices or pre-IEEE legacy devices (which were pre-standard).

Format poe capacitor-detection

Mode Global Config

4.9.3.1 no poe capacitor-detection

This command disables the Power-over-Ethernet legacy mode.

Format no poe capacitor-detection

Mode Global Config

4.9.4 poe delay-mode

This command enables the Power-over-Ethernet power delay mode on the selected interface.

Format poe delay-mode
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| Mode Interface Config

4.9.5 poe delay-time

This command configures the Power-over-Ethernet power delay time in the range of 0 to 300 seconds on the selected
interface.

Format poe delay-time <0-300>

Mode Interface Config

4.9.6 poe management mode

This command sets the Power-over-Ethernet power management mode.

Format poe management mode {allocation-consumption | allocation-reserved-power
| class-consumption | class-reserved-power | lldp-consumption |
lldp-reserved-power}

Mode Global Config

Parameter Description

allocation-consumption Max. port power determined by allocated, and power is managed according to power

consumption.

allocation-reserved-power Max. port power determined by allocated, and power is managed according to reserved

power.

class-consumption Max. port power determined by class, and power is managed according to power

consumption.

class-reserved-power Max. port power determined by class, and power is managed according to reserved

power.

lldp-consumption Max. port power determined by LLDP media protocol, and power is managed according

to power consumption.

lldp-reserved-power Max. port power determined by LLDP media protocol, and power is managed according

to reserved power.
Example:

GS-45XX (Config) #poe management mode class-reserved-power
GS-45XX (Config)#

4.9.6.1 poe management mode

This command disables the Power-over-Ethernet power management mode.

Format no poe management mode

Mode Global Config

4.9.7 poe mode

236

This command configures the Power-over-Ethernet mode on the selected port.

Format poe mode (disable | enable )

Mode Interface Config
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Parameter Description

disable Set mode to PoE disable.

enable Set mode to PoE enable (Maximum power 30.0 W).

4.9.7.1 no poe mode

This command configures the Power-over-Ethernet mode on the selected port to disabled.

Format no poe mode

Mode Interface Config

4.9.8 poe port-profile

This command sets the Power-over-Ethernet scheduling profile on the selected interface.

Format poe port-profile name <name>

Mode Interface Config

Parameter Description

name <name> The ASCII name for the profile.

4.9.9 poe power

This command sets the maximum power for the selected interface in allocation mode.

Format poe power limit <0-30>

Mode Interface Config

Parameter Description

limit <0-30> Set the maximum power from 0 to 30 W.

4.9.9.1 no poe power

This command resets the maximum power for the selected interface in allocation mode to the default value.

Format no poe power limit

Mode Interface Config

4.9.10 poe priority

Use this command to configure the port priority level for the delivery of power to an attached device. The switch may
not be able to supply power to all connected devices, so the port priority is used to determine which ports will supply
power if adequate power capacity is not available for all enabled ports. For ports that have the same priority level the
lower-numbered port has higher priority.

For a system delivering peak power to a certain number of devices, if a new device is attached to a high-priority port,
power to a low-priority port is shut down and the new device is powered up.

Format poe priority (critical | low | high)

Mode Interface Config
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Parameter Description

critical Set priority to critical.
low Set priority to high.
high Set priority to low.
Example:

GS-45XX (Interface 1/0/1) #poe priority low
GS-45XX (Interface 1/0/1)#

4.9.10.1 no poe priority

Use this command to reset the port priority level for the delivery of power to an attached device to the default value.

Format no poe priority

Mode Interface Config

4.9.11 poe profile

This command sets the Power-over-Ethernet scheduling profile.

Format poe profile id <I1-16> {Fri | Mon | Sat | Sun | Thu | Tue | Wed } <0-23>
<015110120125130135140145150|55> <0-23> <015110120125[30135140(45150]55>
poe profile id <1-16> name <name>

Mode Global Config

id <7-16> PoE scheduling profile id, from 1 to 16.

Mon|Tue|Wed|Thu|Fri|Sat|Sun Specific day of week.

<0-23> Start resp. end hour.

05/10|20]25|30|35|40|45|50|55 Start resp. end minute.

name <name> The ASCII name for the profile

4.9.12 show poe auto-check

This command displays the auto checking configuration for the switch.

Format show poe auto-check {unit/slot/port | all} | {begin | count | exclude
| include | section }
Mode Privileged EXEC
all Allinterfaces.
count This extends the filtering rules as described in CL/ Output Filtering on page 53 by counting the lines that
match.

4.9.13 show poe config

This command displays the Power-over-Ethernet configuration for the switch.
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Format show poe config {unit/slot/port | all} | {begin | count | exclude |
include | section }

Mode Privileged EXEC

Term ‘ Definition

all Allinterfaces.

count This extends the filtering rules as described in CL/ Output Filtering on page 53 by counting the lines that

match.

Example:

GS-45XX #show poe config all

PoE firmware version : 208-211

Primary Power Supply [W] : 720

Reserved Power determined by : Allocation

Power Management Mode : Actual Consumption

Capacitor Detection : Disabled

Interface Mode Priority Max. Power [W]

1/0/1 Enabled Low 30

1/0/2 Enabled Low 30

1/0/3 Enabled Low 30

1/0/4 Enabled Low 30

1/0/5 Enabled Low 30

1/0/6 Enabled Low 30

1/0/7 Enabled Low 30

1/0/8 Enabled Low 30

1/0/9 Enabled Low 30

1/0/10 Enabled Low 30

1/0/11 Enabled Low 30

1/0/12 Enabled Low 30

1/0/13 Enabled Low 30

1/0/14 Enabled Low 30

4.9.14 show poe status

This command displays the Power-over-Ethernet status for the switch.

Format show poe status {unit/slot/port | all} | {begin | count | exclude |
include | section }
Mode Privileged EXEC
all Al interfaces.
count This extends the filtering rules as described in CL/ Output Filtering on page 53 by counting the lines that
match.

4.9.15 show poe power-delay

This command displays the configured power delay.

Format show poe power-delay {unit/slot/port | all} | {begin | count | exclude
| include | section }
Mode Privileged EXEC
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Term Definition

all Al interfaces.
count This extends the filtering rules as described in CL/ Output Filtering on page 53 by counting the lines that
match.

4.9.16 show poe profile

This command displays the configured Power-over-Ethernet profiles.

Format show poe profile all | { begin | count | exclude | include | section }
show poe profile id <I-16> | { begin | count | exclude | include |
section }

Mode Privileged EXEC

all Al profiles.

id <71-16> Profile with identifier 1 to 16.

count This extends the filtering rules as described in CL/ Output Filtering on page 53 by counting the lines that

match.

4.10 Simple Network Time Protocol Commands

This section describes the commands you use to automatically configure the system time and date by using Simple
Network Time Protocol (SNTP).

4.10.1 sntp broadcast client poll-interval

This command sets the poll interval for SNTP broadcast clients in seconds as a power of two where pol1-interval
can be a value from 6 to 10.

Default 6
Format sntp broadcast client poll-interval poll-interval
Mode Global Config

4.10.1.1 no sntp broadcast client poll-interval

This command resets the poll interval for SNTP broadcast client back to the default value.

Format no sntp broadcast client poll-interval

Mode Global Config

4.10.2 sntp client mode

This command enables Simple Network Time Protocol (SNTP) client mode and may set the mode to either broadcast or
unicast.

| Default Disabled
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Format sntp client mode [broadcast | unicast

Mode Global Config

4.10.2.1 no sntp client mode

This command disables Simple Network Time Protocol (SNTP) client mode.

Format no sntp client mode

Mode Global Config

4.10.3 sntp client port

This command sets the SNTP client port ID to 0, 123 or a value between 1025 and 65535. The default value is 0, which
means that the SNTP port is not configured by the user. In the default case, the actual client port value used in SNTP
packets is assigned by the underlying OS.

Default 0
Format sntp client port portid
Mode Global Config

4.10.3.1 no sntp client port

This command resets the SNTP client port back to its default value.

Format no sntp client port

Mode Global Config

4.10.4 sntp unicast client poll-interval

This command sets the poll interval for SNTP unicast clients in seconds as a power of two where pol1-interval
can be a value from 6 to 10.

Default 6
Format sntp unicast client poll-interval poll-interval
Mode Global Config

4.10.4.1 no sntp unicast client poll-interval

This command resets the poll interval for SNTP unicast clients to its default value.

Format no sntp unicast client poll-interval

Mode Global Config

4.10.5 sntp unicast client poll-timeout

This command sets the poll timeout for SNTP unicast clients in seconds to a value from 1-30.

Default 5
Format sntp unicast client poll-timeout poll-timeout
Mode Global Config
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4.10.5.1 no sntp unicast client poll-timeout

This command will reset the poll timeout for SNTP unicast clients to its default value.

Format no sntp unicast client poll-timeout

Mode Global Config

4.10.6 sntp unicast client poll-retry

This command will set the poll retry for SNTP unicast clients to a value from 0 to 10.

Default 1
Format sntp unicast client poll-retry poll-retry
Mode Global Config

4.10.6.1 no sntp unicast client poll-retry

This command will reset the poll retry for SNTP unicast clients to its default value.

Format no sntp unicast client poll-retry

Mode Global Config

4.10.7 sntp server

This command configures an SNTP server (a maximum of three). The server address can be either an IPv4 address or an
IPv6 address. The optional priority can be a value of 1-3, the version a value of 1-4, and the port id a value of 1-65535.

Format sntp server {ipaddress | ipvéaddress | hostname} [priority [version

[portid]]]

Mode Global Config

4.10.7.1 no sntp server

This command deletes an server from the configured SNTP servers.

Format no sntp server remove {ipaddress | ipvéaddress | hostname}

Mode Global Config

4.10.8 sntp source-interface
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Use this command to specify the physical or logical interface to use as the source interface (source IP address) for SNTP
unicast server configuration. If configured, the address of source Interface is used for all SNTP communications between
the SNTP server and the SNTP client. The selected source-interface IP address is used for filling the IP header of
management protocol packets. This allows security devices (firewalls) to identify the source packets coming from the
specific switch. If a source-interface is not specified, the primary IP address of the originating (outbound) interface is
used as the source address. If the configured interface is down, the SNTP client falls back to its default behavior.

Format sntp source-interface {unit/slot/port| loopback loopback-id | vlan
vlian-id}
Mode Global Config
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Parameter Description

unit/slot/port

The unit identifier assigned to the switch.

loopback-id

Configures the loopback interface. The range of the loopback ID is 0 to 7.

tunnel-id

Configures the IPv6 tunnel interface. The range of the tunnel ID is 0 to 7.

vlan-id

Configures the VLAN interface to use as the source IP address. The range of the VLAN ID is 1 to
4093.

4.10.8.1 no sntp source-interface

Use this command to reset the SNTP source interface to the default settings.

Format

Mode

no sntp source-interface

Global Config

4.10.9 show sntp

This command is used to display SNTP settings and status.

Format

Mode

show sntp

Privileged EXEC

Term Definition

Last Update Time Time of last clock update.
Last Attempt Time Time of last transmit query (in unicast mode).
Last Attempt Status Status of the last SNTP request (in unicast mode) or unsolicited message (in broadcast mode).

Broadcast Count

Current number of unsolicited broadcast messages that have been received and processed by the
SNTP client since last reboot.

4.10.10 show sntp client

This command is used to display SNTP client settings.

Format

Mode

show sntp client

Privileged EXEC

Term Definition

Client Supported Modes Supported SNTP Modes (Broadcast or Unicast).

SNTP Version The highest SNTP version the client supports.

Port SNTP Client Port. The field displays the value 0 if it is default value. When the client port value is
0, if the client is in broadcast mode, it binds to port 123; if the client is in unicast mode, it binds
to the port assigned by the underlying OS.

Client Mode Configured SNTP Client Mode.

4.10.11 show sntp server

This command is used to display SNTP server settings and configured servers.

Format

show sntp server
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Mode Privileged EXEC

Server Host Address IP address or hostname of configured SNTP Server.

Server Type Address type of server (IPv4, IPv6, or DNS).

Server Stratum Claimed stratum of the server for the last received valid packet.

Server Reference ID Reference clock identifier of the server for the last received valid packet.
Server Mode SNTP Server mode.

Server Maximum Entries Total number of SNTP Servers allowed.

Server Current Entries Total number of SNTP configured.

For each configured server:

Term Definition

IP Address / Hostname IP address or hostname of configured SNTP Server.

Address Type Address Type of configured SNTP server (IPv4, IPv6, or DNS).

Priority IP priority type of the configured server.

Version SNTP Version number of the server. The protocol version used to query the server in unicast mode.
Port Server Port Number.

Last Attempt Time Last server attempt time for the specified server.

Last Update Status Last server attempt status for the server.

Total Unicast Requests Number of requests to the server.

Failed Unicast Requests Number of failed requests from server.

4.10.12 show sntp source-interface

Use this command to display the SNTP client source interface configured on the switch.

Format show sntp source-interface

Mode Privileged EXEC

SNTP Client Source Interface The interface ID of the physical or logical interface configured as the SNTP client source
interface.

SNTP Client Source IPv4 Address The IP address of the interface configured as the SNTP client source interface.

Example: The following shows example CLI display output for the command.

(Routing) #show sntp source-interface
SNTP Client Source Interface............coeeeen. (not configured)

(Routing) #
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4.11 Time Zone Commands

Use the Time Zone commands to configure system time and date, Time Zone and Summer Time (that is, Daylight Saving
Time). Summer time can be recurring or non-recurring.

4.11.1 clock set

This command sets the system time and date.

Format clock set hh:mm:ss

clock set mm/dd/yyyy

Mode Global Config
Parameter Description
hh:mm:ss Enter the current system time in 24-hour format in hours, minutes, and seconds. The range is hours:

0 to 23, minutes: 0 to 59, seconds: 0 to 59.

mm/dd/yyyy Enter the current system date the format month, day, year. The range for month is 1 to 12. The
range for the day of the month is 1 to 31. The range for year is 2010 to 2079.

Example: The following shows examples of the command.
(Routing) (Config)# clock set 03:17:00

(Routing) (Config)# clock set 11/01/2011

4.11.2 clock summer-time date

Use the clock summer-time date command to set the summer-time offset to Coordinated Universal Time (UTC). If the
optional parameters are not specified, they are read as either 0 or \ 0, as appropriate.

Format clock summer-time date {date month year hh:mm date month year
hh:mm} [offset offset] [zone acronym]

Mode Global Config

date Day of the month. Range is 1 to 31.

month Month. The range is the first three letters by name (for example, Jan).

year Year. The range is 2000 to 2097.

hh:mm Time in 24-hour format in hours and minutes. The range is hours: 0 to 23, minutes: 0 to 59.

offset The number of minutes to add during the summertime. The range is 1 to 1440.

acronym The acronym for the summer-time to be displayed when summertime is in effect. The range is up

to four characters are allowed.

Example: The following shows examples of the command.

(Routing) (Config)# clock summer-time date 1 nov 2011 3:18 2 nov 2011 3:18
(Routing) (Config)# clock summer-time date 1 nov 2011 3:18 2 nov 2011 3:18 offset 120 zone INDA
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4.11.2.1 no clock summer-time

This command disables the summer-time settings.

Format no clock summer-time

Mode Global Config

Example: The following shows an example of the command.

(Routing) (Config)# no clock summer-time

4.11.3 clock summer-time recurring

This command sets the summer-time recurring parameters.

Format clock summer-time recurring {week day month hh:mm week day month hh:mm}
[offset offset] [zone acronym]

Mode Global Config

EU The system clock uses the standard recurring summer time settings used in countries in the European
Union.

USA The system clock uses the standard recurring daylight saving time settings used in the United States.

week Week of the month. The range is 1 to 5, first, last.)

day Day of the week. The range is the first three letters by name; sun, for example.

month Month. The range is the first three letters by name; jan, for example.

hh:mm Time in 24-hour format in hours and minutes. The range is hours: 0 to 23, minutes: 0 to 59.

offset The number of minutes to add during the summertime. The range is 1 to 1440.

acronym The acronym for the summertime to be displayed when summertime is in effect. Up to four characters
are allowed.

Example: The following shows examples of the command.

(Routing) (Config)# clock summer-time recurring 2 sun nov 3:18 2 mon nov 3:18
(Routing) (Config)# clock summer-time recurring 2 sun nov 3:18 2 mon nov 3:18 offset 120 zone INDA

4.11.3.1 no clock summer-time

This command disables the summer-time settings.

Format no clock summer-time

Mode Global Config

Example: The following shows an example of the command.

(Routing) (Config)# no clock summer-time

4.11.4 clock timezone

Use this command to set the offset to Coordinated Universal Time (UTC). If the optional parameters are not specified,
they will be read as either 0 or \ 0 as appropriate.

Format clock timezone {hours} [minutes minutes] [zone acronym]
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Mode Global Config

Parameter Description

hours Hours difference from UTC. The range is -12 to +14.

minutes Minutes difference from UTC. The range is 0 to 59.

acronym The acronym for the time zone. The range is up to four characters.

Example: The following shows an example of the command.

(Routing) (Config)# clock timezone 5 minutes 30 zone INDA

4.11.4.1 no clock timezone

Use this command to reset the time zone settings.

Format no clock timezone

Mode Global Config

Example: The following shows an example of the command.

(Routing) (Config)# no clock timezone

4.11.5 show clock

Use this command to display the time and date from the system clock.
Format show clock
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.
(Routing) # show clock

15:02:09 (UTC+0:00) Nov 1 2011
No time source

The following shows example CLI display output for the command.

With the above configuration the output appears as below:
(Routing) # show clock

10:55:40 INDA(UTC+7:30) Nov 1 2011
No time source

4.11.6 show clock detail

Use this command to display the detailed system time along with the time zone and the summertime configuration.

Format show clock detail

Mode Privileged EXEC

Example: The following shows example CLI display output for the command.
(Routing) # show clock detail

15:05:24 (UTC+0:00) Nov 1 2011
No time source

Time zone:

Acronym not configured
Offset is UTC+0:00
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Summertime:
Summer-time is disabled

Example: The following shows example CLI display output for the command.

With the above configuration the output appears as below:
(Routing) # show clock detail

10:57:57 INDA(UTC+7:30) Nov 1 2011
No time source

Time zone:
Acronym is INDA
Offset is UTC+5:30

Summertime:

Acronym is INDA

Recurring every year

Begins on second Sunday of Nov at 03:18
Ends on second Monday of Nov at 03:18
Offset is 120 minutes

Summer-time is in effect.

4.12 DHCP Server Commands

This section describes the commands you to configure the DHCP server settings for the switch. DHCP uses UDP as its
transport protocol and supports a number of features that facilitate in administration address allocations.

4.12.1 ip dhcp pool

This command configures a DHCP address pool name on a DHCP server and enters DHCP pool configuration mode.

Default None
Format ip dhcp pool name
Mode Global Config

4.12.1.1 no ip dhcp pool

This command removes the DHCP address pool. The name should be previously configured pool name.

Format no ip dhcp pool name

Mode Global Config

4.12.2 client-identifier
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This command specifies the unique identifier for a DHCP client. Unique-identifier is a valid notation in hexadecimal
format. In some systems, such as Microsoft DHCP clients, the client identifier is required instead of hardware addresses.
The unique-identifier is a concatenation of the media type and the MAC address. For example, the Microsoft client
identifier for Ethernet address ¢819.2488.f177 is 01¢8.1924.88f1.77 where 01 represents the Ethernet media type. For
more information, refer to the “Address Resolution Protocol Parameters” section of RFC 1700, Assigned Numbers for a
list of media type codes.

Default None
Format client-identifier uniqueidentifier
Mode DHCP Pool Config
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4.12.2.1 no client-identifier

This command deletes the client identifier.

Format no client-identifier

Mode DHCP Pool Config

4.12.3 client-name

This command specifies the name for a DHCP client. Name is a string consisting of standard ASCII characters.

Default None
Format client-name name
Mode DHCP Pool Config

4.12.3.1 no client-name

This command removes the client name.

Format no client-name

Mode DHCP Pool Config

4.12.4 default-router

This command specifies the default router list for a DHCP client. {address1, address2,.. address8} are
valid IP addresses, each made up of four decimal bytes ranging from 0 to 255. IP address 0.0.0.0 is invalid.

Default None
Format default-router addressl [addressZ..address8]
Mode DHCP Pool Config

4.12.4.1 no default-router

This command removes the default router list.

Format no default-router

Mode DHCP Pool Config

4.12.5 dns-server

This command specifies the IP servers available to a DHCP client. Address parameters are valid IP addresses; each made
up of four decimal bytes ranging from 0 to 255. IP address 0.0.0.0 is invalid.

Default None
Format dns-server addressl [addressZ2..address8]
Mode DHCP Pool Config

4.12.5.1 no dns-server

This command removes the DNS Server list.

Format no dns-server
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| Mode DHCP Pool Config

4.12.6 hardware-address

This command specifies the hardware address of a DHCP client. Hardware-address is the MAC address of the hardware
platform of the client consisting of 6 bytes in dotted hexadecimal format. Type indicates the protocol of the hardware
platform. It is 1 for 10 MB Ethernet and 6 for IEEE 802.

Default ethernet
Format hardware-address hardwareaddress type
Mode DHCP Pool Config

4.12.6.1 no hardware-address

This command removes the hardware address of the DHCP client.

Format no hardware-address

Mode DHCP Pool Config

4.12.7 host

This command specifies the IP address and network mask for a manual binding to a DHCP client. Address and Mask are
valid IP addresses; each made up of four decimal bytes ranging from 0 to 255. IP address 0.0.0.0 is invalid. The
prefix-length is an integer from 0 to 32.

Default None
Format host address [{mask | prefix-length}]
Mode DHCP Pool Config

4.12.7.1 no host

This command removes the IP address of the DHCP client.

Format no host
Mode DHCP Pool Config
4.12.8 lease
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This command configures the duration of the lease for an IP address that is assigned from a DHCP server to a DHCP
client. The overall lease time should be between 1-86400 minutes. If you specify infinite, the lease is set for 60

days. You can also specify a lease duration. Days is an integer from 0 to 59. Hours is an integer from 0 to 23.

Minutes is an integer from 0 to 59.

Default 1 (day)
Format lease [{days [hours] [minutes] | infinite}]
Mode DHCP Pool Config

4.12.8.1 no lease

This command restores the default value of the lease time for DHCP Server.
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Format no lease

Mode DHCP Pool Config

4.12.9 network (DHCP Pool Config)

Use this command to configure the subnet number and mask for a DHCP address pool on the server. Network-number
is a valid IP address, made up of four decimal bytes ranging from 0 to 255. IP address 0.0.0.0 is invalid. Mask is the IP
subnet mask for the specified address pool. The prefix-length is an integer from 0 to 32.

Default None
Format network networknumber [{mask | prefixlength}]
Mode DHCP Pool Config

4.12.9.1 no network (DHCP Pool Config)

This command removes the subnet number and mask.

Format no network
Mode DHCP Pool Config
4.12.10 ntp

Use this command to configure the NTP server in the boot process of a DHCP client. The argument specifies the IP address
of the Network Time Protocol Server.

Format ntp <ip-address>

Mode DHCP Pool Config

Example: The following shows an example of the command.

(localhost) (Config) #ip dhcp pool test
(localhost) (Config-dhcp-pool) #ntp 192.168.99.9
(localhost) (Config-dhcp-pool) #no ntp

4.12.10.1 no ntp

Use this command to unconfigure the NTP server address.

Format no ntp

Mode DHCP Pool Config

4.12.11 bootfile

The command specifies the name of the default boot image for a DHCP client. The £1 1ename specifies the boot image

file.
Format bootfile filename
Mode DHCP Pool Config

4.12.11.1 no bootfile

This command deletes the boot image name.

Format no bootfile
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| Mode DHCP Pool Config

4.12.12 domain-name

This command specifies the domain name for a DHCP client. The doma 1 n specifies the domain name string of the client.

Default None
Format domain-name domain
Mode DHCP Pool Config

4.12.12.1 no domain-name

This command removes the domain name.

Format no domain-name

Mode DHCP Pool Config

4.12.13 domain-name enable

This command enables the domain name functionality.

Format domain-name enable [name name]

Mode Global Config

Example: The following shows an example of the command.

(Switching) (Config) #domain-name enable
(Switching) (Config) #exit

4.12.13.1 no domain-name enable

This command disables the domain name functionality.

Format no domain-name enable

Mode Global Config

4.12.14 netbios-name-server

This command configures NetBIOS Windows Internet Naming Service (WINS) name servers that are available to DHCP
clients.

One IP address is required, although one can specify up to eight addresses in one command line. Servers are listed in
order of preference (address1 is the most preferred server, address2 is the next most preferred server, and so on).

Default None
Format netbios—-name-server address [address2..address8]
Mode DHCP Pool Config

4.12.14.1 no netbios-name-server

This command removes the NetBIOS name server list.

Format no netbios-name-server

Mode DHCP Pool Config
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4.12.15 netbios-node-type

The command configures the NetBIOS node type for Microsoft Dynamic Host Configuration Protocol (DHCP) clients.
Specifies the NetBIOS node type. Valid types are:

> b-node-Broadcast
> p-node-Peer-to-peer
> m-node-Mixed

> h-node-Hybrid (recommended)

Default None
Format netbios-node-type type
Mode DHCP Pool Config

4.12.15.1 no netbios-node-type

This command removes the NetBIOS node Type.

Format no netbios-node-type

Mode DHCP Pool Config

4.12.16 next-server

This command configures the next server in the boot process of a DHCP client.The address parameter is the [P address
of the next server in the boot process, which is typically a TFTP server.

Default inbound interface helper addresses
Format next-server address
Mode DHCP Pool Config

4.12.16.1 no next-server

This command removes the boot server list.

Format no next-server
Mode DHCP Pool Config
4.12.17 option

The option command configures DHCP Server options. The code parameter specifies the DHCP option code and
ranges from 1-254. The ascii string parameter specifies an NVT ASCII character string. ASCII character strings
that contain white space must be delimited by quotation marks. The hex string parameter specifies hexadecimal

data. In hexadecimal, character strings are two hexadecimal digits. You can separate each byte by a period (for example,
a3.4f.22.0c, colon for example, a3:4f:22:0c, or white space (for example, a3 4f 22 Oc.

Default None

Format option code {ascii string | hex stringl [string2..string8]

[addressZ2..address8]}

| ip addressl

Mode DHCP Pool Config
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4.12.17.1 no option

This command removes the DHCP Server options. The code parameter specifies the DHCP option code.

Format no option code

Mode DHCP Pool Config

4.12.18 vrf <vrf-name>

Use this command to associate a DHCP address with a VRF. This command is an optional command. The address pools
are, by default, associated with the default-VRF.

Using this command, a DHCP pool is associated with a specific VRF instance. The interfaces belonging to a specific VRF
instance are allocated IP addresses from among the DHCP pools associated with this VRF instance only.

Default By default, all address pools are associated with the default VRF.
Format vrf <vrf-name>
Mode DHCP Pool Config

Parameter Description

vrf-name The VPN routing and forwarding (VRF) name.

Example: The following example associates DHCP server DHCP pool poolRed with VRF VvrfRed.

(dhcp-10-130-187-64) #configure
(dhcp-10-130-187-64) (Config) # ip dhcp pool poolRed
(dhcp-10-130-187-64) (Config-dhcp-pool) #vrf VrfRed
(dhcp-10-130-187-64) (Config-dhcp-pool) #

4.12.18.1 no vrf

Use this command to disassociate the address pool from the currently associated VRF and associate it to the default
VRF.

Default By default, all address pools are associated with the default VRF.
Format no vrf
Mode DHCP Pool Config

Example: The following example disassociates DHCP server DHCP pool poo1Red with VRF Vr fRed.

(dhcp-10-130-187-64) #configure
(dhcp-10-130-187-64) (Config) # ip dhcp pool poolRed
(dhcp-10-130-187-64) (Config-dhcp-pool) #no vrf
(dhcp-10-130-187-64) (Config-dhcp-pool) #

4.12.19 ip dhcp excluded-address
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This command excludes the given IP address or range of addresses from the default VRF instance only. Low-address
and high-address are valid IP addresses; each made up of four decimal bytes ranging from 0 to 255. IP address
0.0.0.0 is invalid.

Default None
Format ip dhcp excluded-address lowaddress [highaddress]
Mode Global Config
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Parameter Description

low-address The IP address (in dotted decimal notation) which, or starting with which, to exclude during address
allocation from default VRF instance.

high-address (Optional parameter). IP address (in dotted decimal notation) ending with which to exclude during
address allocation from default VRF instance.

4.12.19.1 no ip dhcp excluded-address

This command removes the excluded IP addresses for a DHCP client. Low-address and high-address are valid
IP addresses; each made up of four decimal bytes ranging from 0 to 255. IP address 0.0.0.0 is invalid.

Format no ip dhcp excluded-address lowaddress [highaddress]

Mode Global Config

4.12.20 ip dhcp excluded-address vrf

This command excludes the given address or range of addresses during address allocation from the given VRF instance.
Low-addressand high-address are valid IP addresses; each made up of four decimal bytes ranging from 0 to

255. IP address 0.0.0.0 is invalid.

Default None

Format ip dhcp excluded-address vrf vrf-name lowaddress [highaddress]

Mode Global Config

Parameter Description

vrf-name The name of the VRF instance from which the given address or range of addresses are to be excluded
during address allocation.

low-address The IP address (in dotted decimal notation) which, or starting with which, to exclude during address
allocation from a given VRF instance.

high-address (Optional parameter). IP address (in dotted decimal notation) ending with which to exclude during
address allocation from a given VRF instance.

Example: The following example shows how to configure this command to exclude the IP address 10.10.10.1 to
10.10.10.3 during address allocation in the VRF instance red.

(config)# ip dhcp excluded-address vrf red 10.10.10.1 10.10.10.3

4.12.21 ip dhcp ping packets

Use this command to specify the number, in a range from 2-10, of packets a DHCP server sends to a pool address as
part of a ping operation. By default the number of packets sent to a pool address is 2, which is the smallest allowed
number when sending packets. Setting the number of packets to 0 disables this command.

Default 2
Format ip dhcp ping packets 0,2-10
Mode Global Config

4.12.21.1 no ip dhcp ping packets

This command restores the number of ping packets to the default value.
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Format no ip dhcp ping packets
Mode Global Config
4.12.22 service dhcp
This command enables the DHCP server.
Default Disabled
Format service dhcp
Mode Global Config

4.12.22.1 no service dhcp

This command disables the DHCP server.

Format no service dhcp

Mode

Global Config

4.12.23 ip dhcp bootp automatic

This command enables the allocation of the addresses to the bootp client. The addresses are from the automatic address
pool.

Default Disabled
Format ip dhcp bootp automatic
Mode Global Config

4.12.23.1 no ip dhcp bootp automatic

This command disables the allocation of the addresses to the bootp client. The address are from the automatic address
pool.

Format no ip dhcp bootp automatic

Mode

Global Config

4.12.24 ip dhcp conflict logging
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This command enables conflict logging on DHCP server.

Default Enabled
Format ip dhcp conflict logging
Mode Global Config

4.12.24.1 no ip dhcp conflict logging

This command disables conflict logging on DHCP server.

Format no ip dhcp conflict logging

Mode Global Config




LCOS SX'5.20

4 Utility Commands

4.12.25 clear ip dhcp binding

This command deletes all the binding entries associated with the default VRF instance.

Format clear ip dhcp binding

Mode Privileged EXEC

4.12.26 clear ip dhcp binding *

This command deletes the DHCP bindings associated with all VRF instances.

Format clear ip dhcp binding *

Mode Privileged EXEC

Syntax Description

* This symbol represents all and is used as part of this command to convey that all bindings in all VRF
instances (including the default VRF) are to be deleted.

4.12.27 clear ip dhcp binding <address>

This command deletes the binding entry from the DHCP server database matching the given IP address associated with
the default VRF instance.

Format clear ip dhcp binding <address>

Mode Privileged EXEC

‘ Description

address IP address (in dotted decimal notation) whose matching binding entry from the default VRF instance is
to be deleted.

4.12.28 clear ip dhcp binding vrf <vrf-name> <address>

Use this command to delete the binding entry matching the given IP address and given VRF instance name.

Format clear ip dhcp binding vrf <vrf-name> <address>

Mode Privileged EXEC

Parameter Description

vrf-name The name of the VRF instance from which the binding entry matching the given address is to be
deleted.

address IP address (in dotted decimal notation) whose matching binding entry from the given VRF instance
is to be deleted.

4.12.29 clear ip dhcp binding vrf <vrf-name>

Use this command to delete all the binding entries matching the given VRF instance name.

Format clear ip dhcp binding vrf <vrf-name>

Mode Privileged EXEC
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Parameter Descripthn—
vrf-name The name of the VRF instance from which the binding entry matching the given address is to be
deleted.

4.12.30 clear ip dhcp server statistics

This command clears DHCP server statistics counters.

Format clear ip dhcp server statistics

Mode Privileged EXEC

4.12.31 clear ip dhcp conflict

The command is used to clear an address conflict from the DHCP Server database. The server detects conflicts using a
ping. DHCP server clears all conflicts If the asterisk (*) character is used as the address parameter.

Default None
Format clear ip dhcp conflict {address | *}
Mode Privileged EXEC

4.12.32 show ip dhcp binding

This command displays all the binding entries that are associated with the default VRF instance. In addition, the command
displays the associated pool-name information against each binding entry under the Pool Name column.

Format show ip dhcp binding
Mode > Privileged EXEC
> User EXEC
IP address The IP address of the client.
Hardware Address The MAC Address or the client identifier.
Lease Expiry The lease expiration time of the IP address assigned to the client.
Type The manner in which IP address was assigned to the client.
Pool Name The associated pool-name information for each binding entry.

Example: The following example shows all the DHCP binding entries associated with the default VRF instance.
(dhcp-10-130-187-64) #show ip dhcp binding

IP address Hardware Address Lease Type Pool Name
Expiry

a5:56:d7:£4:13:12 00:31:44 DYNAMIC pooldefault0l

01:89:22:c6:2d:7f 00:34:16 DYNAMIC pooldefault0l

b3:d8:34:72:c5:£4 00:47:22 DYNAMIC pooldefault02

00:£3:c9:63:20:34 00:51:37 DYNAMIC pooldefault02

4.12.33 show ip dhcp binding <address>

This command displays the binding entry matching the given IP address associated with the default VRF instance.

Format show ip dhcp binding <address>]
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Mode Privileged EXEC

IP address The IP address (in dotted decimal notation) whose matching binding entry from the default VRF instance
is displayed.

Hardware Address The MAC Address or the client identifier.

Lease Expiry The lease expiration time of the IP address assigned to the client.

Type The manner in which IP address was assigned to the client.

Pool Name The associated pool-name information for each binding entry.

Example: The following example shows the DHCP binding information of IP address 4.4.4.2 belonging to the default

VRF instance.
(dhcp-10-130-187-64) #show ip dhcp binding 4.4.4.2

IP address Hardware Address Lease Type Pool Name
Expiry
4.4.4.2 a5:56:d7:£4:13:12 00:34:16 DYNAMIC pooldefault0l

4.12.34 show ip dhcp binding vrf <vrf-name> <address>

This command displays the binding entry matching the given IP address and given VRF instance name.

Format show ip dhcp binding vrf <vrf-name> <address>

Mode Privileged EXEC

Syntax Description

vr-name The name of the VRF instance from which the binding entry matching the given address is displayed.

address The IP address (in dotted decimal notation) whose matching binding entry from the given VRF instance
is displayed.

Parameter ‘ Description

IP address The IP address (in dotted decimal notation) whose matching binding entry from the given VRF instance
is displayed.

Hardware Address The MAC Address or the client identifier.

Lease Expiry The lease expiration time of the IP address assigned to the client.

Type The manner in which IP address was assigned to the client.

Pool Name The associated pool-name information for each binding entry.

Example: The following example shows the DHCP binding information of IP address 9.9.9.10 belonging to VRF instance
red.
(dhcp-10-130-187-64) #show ip dhcp binding vrf red 9.9.9.10

IP address Hardware Address Lease Type Pool Name
Expiry
9.9,9,10 12:45:78:01:34:67 00:04:15 DYNAMIC poolred01

4.12.35 show ip dhcp binding vrf <vrf-name>

This command displays all the binding entries matching the given VRF instance name.
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Format show ip dhcp binding vrf <vrf-name>
Mode Privileged EXEC
‘ Description
vrf-name The name of the VRF instance for which all associated binding entries are displayed.
IP address The IP address (in dotted decimal notation) whose matching binding entry from the given VRF instance
is displayed.
Hardware Address The MAC Address or the client identifier.
Lease Expiry The lease expiration time of the IP address assigned to the client.
Type The manner in which IP address was assigned to the client.
Pool Name The associated pool-name information for each binding entry.

Example: The following example shows all the DHCP binding entries associated with the VRF instance red.
(dhcp-10-130-187-64) #show ip dhcp binding vrf red

IP address Hardware Address Lease Type Pool Name
Expiry

9.9.9.10 12:45:78:01:34:67 00:04:15 DYNAMIC poolred01l

9.9.,9,11 34:7b:45:06:34:22 00:07:42 DYNAMIC poolred01

6.6.6.1 06:41:c8:01:d5:14 00:20:31 DYNAMIC poolred02

6.6.6.2 18:57:26:30:al:b5 00:16:22 DYNAMIC poolred02

4.12.36 show ip dhcp binding all
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Use this command to display the binding entries for all VRF instances.

Format show ip dhcp binding all

Mode Privileged EXEC

‘ Description

all This keyword is used as part of the command to convey that all bindings in all VRF instances (including
default VRF) have to be displayed.

Parameter ‘ Description

IP address The IP address (in dotted decimal notation) for each binding entry.
Hardware Address The MAC Address or the client identifier.

Lease Expiry The lease expiration time of the IP address assigned to the client.
Type The manner in which IP address was assigned to the client.

Pool Name The associated pool-name information for each binding entry.

Example: The following example shows the DHCP binding entries for all VRF instances. Assume there is one non-default
VRF instance red, and assume that both default and non-default VRFs have two DHCP pools configured in each VRF

instance.
(dhcp-10-130-187-64) #show ip dhcp binding all

IP address Hardware Address Lease Type Pool Name
Expiry
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4.4.4.1 ab5:56:d7:£4:13:12 00:31:44 DYNAMIC pooldefault0l
4.4.4.2 01:89:22:c6:2d:7f 00:34:16 DYNAMIC pooldefault0l
5:905,1 b3:d8:34:72:c5:f4 00:47:22 DYNAMIC pooldefault02
5.505.2 00:£3:c9:63:20:34 00:51:37 DYNAMIC pooldefault02
9.9,9,10 12:45:78:01:34:67 00:04:15 DYNAMIC poolred01
9,9,9,11 34:7b:45:06:34:22 00:07:42 DYNAMIC poolred0l
6.6.6.1 06:41:c8:01:d5:14 00:20:31 DYNAMIC poolred02
6.6.6.2 18:57:26:30:al:b5 00:16:22 DYNAMIC poolred02

4.12.37 show ip dhcp global configuration

This command displays address bindings for the specific IP address on the DHCP server. If no IP address is specified, the
bindings corresponding to all the addresses are displayed.

Format show ip dhcp global configuration
Mode > Privileged EXEC
> User EXEC
Term ‘ Definition
Service DHCP The field to display the status of dhcp protocol.

Number of Ping Packets | The maximum number of Ping Packets that will be sent to verify that an ip address id not already assigned.

Conflict Logging Shows whether conflict logging is enabled or disabled.

BootP Automatic Shows whether BootP for dynamic pools is enabled or disabled.

4.12.38 show ip dhcp pool configuration

This command displays pool configuration. If a11 is specified, configuration for all the pools is displayed.

Format show ip dhcp pool configuration {pool-name| all}
Mode > Privileged EXEC
> User EXEC
pool-name The name of the configured DHCP pool for which the DHCP pool configuration details are to be
displayed.
Pool Type The pool type.
Lease Time The lease expiration time of the IP address assigned to the client.
DNS Servers The list of DNS servers available to the DHCP client.
Default Routers The list of the default routers available to the DHCP client

The following additional field is displayed for Dynamic pool type:

Parameter Description

Network The network number and the mask for the DHCP address pool.

The following additional fields are displayed for Manual pool type:

Parameter Description

Client Name The name of a DHCP client.
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Parameter Description

Client Identifier The unique identifier of a DHCP client.

Hardware Address The hardware address of a DHCP client.

Hardware Address Type The protocol of the hardware platform.

Host The IP address and the mask for a manual binding to a DHCP client.

Example: The following example shows the DHCP pool configuration for all the pools configured. Assume there are

three DHCP pools configured with the names poolRed, poolBlue, and poolGreen.
(dhcp-10-130-187-64) #show ip dhcp pool configuration all

Pool: poolGreen

120@d, 985830 00 00000000000000000000000000GGCA00000G Dynamic

IOl 0 0 06 00000000000000000000000000000000000 9:9.9.0 255,255,255.0
DS SBlis 5000 0000000000000 8000000800000060600D0 1 days 0 hrs 0 mins
WIRI? WEMN20 0 00000000000000000600000000000060000000 Default

PEEL 590 0 0 00000000000C00000006000000006006060000 Dynamic

INSEEFeREl20 0 0 0 conno0000000000000000a0060000000000G 8.8.8.0 255.255.255.0
ILEESE MM 0 6000000060006000600060000600006000600 00 1 days 0 hrs 0 mins
VIR NEME6 0 0000000000900000000000000060000000000 VrfRed

=loXell Y898 00 000 0000800 aC00000000000080008000000 Dynamic
[N EE0mER0 0 060000 00000000000000000000000060000000 ToToTo0 255:255.255,0
Lease TimMe. o v et ie it ie s ieeneeeneeeneeenenens 1 days O

Example: The following example shows the DHCP pool configuration for the poolVrfBlue.
(dhcp-10-130-187-64) #show ip dhcp pool configuration poolBlue

Pool: poolBlue

izeXail G¥7e1)5 0 60 00 00000000000 000000000000000000000 Dynamic

N EeR0 0 ©0000000000000000000000000000060000000 ToToTo0 255.255.255,0
JE2PEE 98NS 0600000 00000006000000000006000606000000 0 1 days 0 hrs 0 mins
VIRIP WEME0 00 00000000000000000000000000006000060000 VrfBlue

4.12.39 show ip dhcp server statistics

This command displays DHCP server statistics.

Format show ip dhcp server statistics
Mode > Privileged EXEC
> User EXEC
Field Definition
Automatic Bindings The number of IP addresses that have been automatically mapped to the MAC addresses of hosts that
are found in the DHCP database.
Expired Bindings The number of expired leases.
Malformed Bindings The number of truncated or corrupted messages that were received by the DHCP server.

Table 10: Message Received

Message Definition

DHCP DISCOVER The number of DHCPDISCOVER messages the server has received.
DHCP REQUEST The number of DHCPREQUEST messages the server has received.
DHCP DECLINE The number of DHCPDECLINE messages the server has received.
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Message ‘ Definition

DHCP RELEASE The number of DHCPRELEASE messages the server has received.

DHCP INFORM The number of DHCPINFORM messages the server has received.

Table 11: Message Sent

Message ‘ Definition

DHCP OFFER The number of DHCPOFFER messages the server sent.
DHCP ACK The number of DHCPACK messages the server sent.
DHCP NACK The number of DHCPNACK messages the server sent.

4.12.40 show ip dhcp conflict

This command displays address conflicts logged by the DHCP Server. If no IP address is specified, all the conflicting

addresses are displayed.
Format show ip dhcp conflict [ip-address]
Mode > Privileged EXEC
> User EXEC
IP address The IP address of the host as recorded on the DHCP server.
Detection Method The manner in which the IP address of the hosts were found on the DHCP Server.
Detection time The time when the conflict was found.

4.13 DNS Client Commands

These commands are used in the Domain Name System (DNS), an Internet directory service. DNS is how domain names
are translated into IP addresses. When enabled, the DNS client provides a hostname lookup service to other components
of LCOS SX.

4.13.1 ip domain lookup

Use this command to enable the DNS client.

Default Enabled
Format ip domain lookup
Mode Global Config

4.13.1.1 no ip domain lookup

Use this command to disable the DNS client.

Format no ip domain lookup

Mode Global Config
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4.13.2 ip domain name

Use this command to define a default domain name that LCOS SX software uses to complete unqualified host names
(names with a domain name). By default, no default domain name is configured in the system. name may not be longer

than 255 characters and should not include an initial period. This name should be used only when the default domain

name list, configured using the ip domain list command, is empty.

Default None
Format ip domain name name
Mode Global Config

Example: The CLI command ip domain name yahoo.com will configure yahoo.com as a default domain name.

For an unqualified hostname xxx, a DNS query is made to find the IP address corresponding to xxx.yahoo.com.

4.13.2.1 no ip domain name

Use this command to remove the default domain name configured using the ip domain name command.

Format no ip domain name

Mode Global Config

4.13.3 ip domain list

Use this command to define a list of default domain names to complete unqualified names. By default, the list is empty.
Each name must be no more than 256 characters, and should not include an initial period. The default domain name,
configured using the ip domain name command, is used only when the default domain name list is empty. A

maximum of 32 names can be entered in to this list.

Default None
Format ip domain list name
Mode Global Config

4.13.3.1 no ip domain list

Use this command to delete a name from a list.

Format no ip domain list name

Mode Global Config

4.13.4 ip name server
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Use this command to configure the available name servers. Up to eight servers can be defined in one command or by
using multiple commands. The parameter server-addressisa valid IPv4 or IPv6 address of the server. The preference

of the servers is determined by the order they were entered.

Format ip name-server server-addressl [server-addressZ..server-address§]

Mode Global Config

4.13.4.1 no ip name server

Use this command to remove a name server.
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Format no ip name-server server-addressl [server-addressZ..server-address8]

Mode Global Config

4.13.5 ip name source-interface

Use this command to specify the physical or logical interface to use as the DNS client (IP name) source interface (source
IP address) for the DNS client management application. If configured, the address of source Interface is used for all DNS
communications between the DNS server and the DNS client. The selected source-interface IP address is used for filling
the IP header of management protocol packets. This allows security devices (firewalls) to identify the source packets
coming from the specific switch. If a source-interface is not specified, the primary IP address of the originating (outbound)
interface is used as the source address. If the configured interface is down, the DNS client falls back to its default behavior.

Format ip name source-interface {unit/slot/port| loopback loopback-id | tunnel

tunnel-id | vlan vlan-id}

Mode Global Config

4.13.5.1 no ip name source-interface

Use this command to reset the DNS source interface to the default settings.

Format no ip name source-interface

Mode Global Config

4.13.6 ip host

Use this command to define static host name-to-address mapping in the host cache. The parameter name is host name
and p address is the IP address of the host. The hostname can include 1-255 alphanumeric characters, periods,

hyphens, underscores, and non-consecutive spaces. Hostnames that include one or more space must be enclosed in
quotation marks, for example “lab-pc 45"

Default None
Format ip host name ipaddress
Mode Global Config

4.13.6.1 no ip host

Use this command to remove the name-to-address mapping.

Format no ip host name

Mode Global Config

4.13.7 ipv6 host

Use this command to define static host name-to-IPv6 address mapping in the host cache. The parameter name is host
name and v6 address is the IPv6 address of the host. The hostname can include 1-255 alphanumeric characters,

periods, hyphens, and spaces. Hostnames that include one or more space must be enclosed in quotation marks, for
example "lab- pc 45"

Default none

Format ipv6 host name v6 address
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Mode Global Config

4.13.7.1 no ipv6 host

Use this command to remove the static host name-to-IPv6 address mapping in the host cache.

Format no ipvé host name

Mode Global Config

4.13.8 ip domain retry

Use this command to specify the number of times to retry sending Domain Name System (DNS) queries. The parameter
number indicates the number of times to retry sending a DNS query to the DNS server. This number ranges from 0 to

100.

Default 2

Format ip domain retry number
Mode Global Config

4.13.8.1 no ip domain retry

Use this command to return to the default.

Format no ip domain retry

Mode Global Config

4.13.9 ip domain timeout

Use this command to specify the amount of time to wait for a response to a DNS query. The parameter seconds
specifies the time, in seconds, to wait for a response to a DNS query. The parameter seconds ranges from 0 to 3600.

Default 3
Format ip domain timeout seconds
Mode Global Config

4.13.9.1 no ip domain timeout

Use this command to return to the default setting.

Format no ip domain timeout
Mode Global Config
4.13.10 clear host

Use this command to delete entries from the host name-to-address cache. This command clears the entries from the
DNS cache maintained by the software. This command clears both [Pv4 and IPv6 entries.

Format clear host {name | all}

Mode Privileged EXEC
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Field Description

name A particular host entry to remove. The parameter name ranges from 1-255 characters.

all Removes all entries.

4.13.11 show hosts

Use this command to display the default domain name, a list of name server hosts, the static and the cached list of host
names and addresses. The parameter name ranges from 1-255 characters. This command displays both IPv4 and IPv6

entries.
Format show hosts [name]
Mode > Privileged EXEC

> User EXEC

Host Name

Field Description

Domain host name.

Default Domain

Default domain name.

Default Domain List

Default domain list.

Domain Name Lookup

DNS client enabled/disabled.

Number of Retries

Number of time to retry sending Domain Name System (DNS) queries.

Retry Timeout Period

Amount of time to wait for a response to a DNS query.

Name Servers

Configured name servers.

DNS Client Source Interface

Shows the configured source interface (source IP address) used for a DNS client. The IP
address of the selected interface is used as source IP for all communications with the

server.

Example: The following shows example CLI display output for the command.

<Switching> show hosts

5©SE MEME 0 0 0oonoo00cco0co000000000 Device

Default domain.........coveuvveunnnn gm.com

Default domain list............... yahoo.com, Stanford.edu, rediff.com
Domain Name 1OOKUP.........ccon... Enabled

Number of retries.................
Retry timeout period..............
Name servers (Preference order)...
DNS Client Source Interface.......

1500
176.16.1.18 176.16.1.19
(not configured)

Configured host name-to-address mapping:

Host Addresses
cemdszemem  ledabs
Host Total Elapsed Type Addresses
wow.stanford.edu 72 3 12 171.64.14.203

4.13.12 show ip name source-interface

Use this command to display the configured source interface details used for a DNS client. The IP address of the selected
interface is used as source IP for all communications with the server.

Format show ip name source-interface

267



LCOS SX'5.20

4 Utility Commands

| Mode Privileged EXEC

4.14 1P Address Conflict Commands

The commands in this section help troubleshoot IP address conflicts.

4.14.1 ip address-conflict-detect run

This command triggers the switch to run active address conflict detection by sending gratuitous ARP packets for IPv4
addresses on the switch.

Format ip address-conflict-detect run

Mode > Global Config

> Virtual Router Config

4.14.2 show ip address-conflict

This command displays the status information corresponding to the last detected address conflict.

Format

Mode

show ip address-conflict

Privileged EXEC

Address

Term Definition

Conflict

Detection

Status

Identifies whether the switch has detected an address conflict on any IP address.

Last Conflicting IP Address

The IP Address that was last detected as conflicting on any interface.

Last Conflicting MAC Address

The MAC Address of the conflicting host that was last detected on any interface.

Time Since Conflict Detected

The time in days, hours, minutes and seconds since the last address conflict was detected.

4.14.3 clear ip address-conflict-detect

This command clears the detected address conflict status information for the specified virtual router. If no router is
specified, the command is executed for the default router.

Format clear ip address-conflict-detect [vrf vrf-name]

Mode Privileged EXEC

4.15 Serviceability Packet Tracing Commands

These commands improve the capability of network engineers to diagnose conditions affecting their LCOS SX product.

@ The output of “debug” commands can be long and may adversely affect system performance.
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4.15.1 capture start
Use the command capture start to manually start capturing CPU packets for packet trace. The packet capture
operates in three modes:
> capture file
> remote capture

> capture line

The command is not persistent across a reboot cycle.

Format capture start [{all | receive | transmit}]
Mode Privileged EXEC

all Capture all traffic.

receive Capture only received traffic.

transmit Capture only transmitted traffic.

4.15.2 capture stop

Use the command capture stop to manually stop capturing CPU packets for packet trace.

Format capture stop

Mode Privileged EXEC

4.15.3 capture file | remote | line

Use this command to configure file capture options. The command is persistent across a reboot cycle.

Format capture {file|remote|line}

Mode Global Config

Parameter ‘ Description

file In the capture file mode, the captured packets are stored in a file on NVRAM. The maximum file size
defaults to 524288 bytes. The switch can transfer the file to a TFTP server via TFTP, SFTP, SCP via CLI,
and SNMP.

The file is formatted in pcap format, is named cpuPktCapture.pcap, and can be examined using network
analyzer tools such as Wireshark or Ethereal. Starting a file capture automatically terminates any remote
capture sessions and line capturing. After the packet capture is activated, the capture proceeds until the
capture file reaches its maximum size, or until the capture is stopped manually using the CLI command
capture stop.

remote In the remote capture mode, the captured packets are redirected in real time to an external PC running
the Wireshark tool for Microsoft Windows. A packet capture server runs on the switch side and sends the
captured packets via a TCP connection to the Wireshark tool.

The remote capture can be enabled or disabled using the CLI. There should be a Windows PC with the
Wireshark tool to display the captured file. When using the remote capture mode, the switch does not
store any captured data locally on its file system.

You can configure the IP port number for connecting Wireshark to the switch. The default port number
is 2002. If a firewall is installed between the Wireshark PC and the switch, then these ports must be
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Parameter Description

allowed to pass through the firewall. You must configure the firewall to allow the Wireshark PC to initiate
TCP connections to the switch.

If the client successfully connects to the switch, the CPU packets are sent to the client PC, then Wireshark
receives the packets and displays them. This continues until the session is terminated by either end.

Starting a remote capture session automatically terminates the file capture and line capturing.

line In the capture line mode, the captured packets are saved into the RAM and can be displayed on the CLI.
Starting a line capture automatically terminates any remote capture session and capturing into a file.
There is a maximum 128 packets of maximum 128 bytes that can be captured and displayed in line mode.

4.15.4 capture remote port

Use this command to configure file capture options. The command is persistent across a reboot cycle. The id parameter
is a TCP port number from 1024 to 49151.

Format capture remote port id

Mode Global Config

4.15.5 capture file size

Use this command to configure file capture options. The command is persistent across a reboot cycle. The
max-file-size parameter is the maximum size the pcap file can reach, which is 2 to 512 KB.

Format capture file size max-file-size

Mode Global Config

4.15.6 capture line wrap

This command enables wrapping of captured packets in line mode when the captured packets reaches full capacity.

Format capture line wrap

Mode Global Config

4.15.6.1 no capture line wrap

This command disables wrapping of captured packets and configures capture packet to stop when the captured packet
capacity is full.

Format no capture line wrap

Mode Global Config

4.15.7 show capture packets

Use this command to display packets captured and saved to RAM. It is possible to capture and save into RAM, packets
that are received or transmitted through the CPU. A maximum 128 packets can be saved into RAM per capturing session.
A maximum 128 bytes per packet can be saved into the RAM. If a packet holds more than 128 bytes, only the first 128
bytes are saved; data more than 128 bytes is skipped and cannot be displayed in the CLI.

Capturing packets is stopped automatically when 128 packets are captured and have not yet been displayed during a
capture session. Captured packets are not retained after a reload cycle.

Format show capture packets
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| Mode Privileged EXEC

4.15.8 cpu-traffic direction interface

Use this command to associate CPU filters to an interface or list of interfaces. The interfaces can be a physical or logical
LAG. The statistics counters are updated only for the configured interfaces. The traces can also be obtained for the
configured interfaces.

@ The offset should consider the VLAN tag headers as the packet to the CPU is always a tagged packet.

Default None
Format cpu-traffic direction {tx|rx|both} interface interface-range
Mode Global Config

4.15.8.1 no cpu-traffic direction interface

Use this command to remove all interfaces from the CPU filters.

Format no cpu-traffic direction {tx|rx|both} interface interface-range

Mode Global Config

4.15.9 cpu-traffic direction match cust-filter

Use this command to configure a custom filter. The statistics and/or traces for configured filters are obtained for the
packet matching configured data at the specific offset. If the mask is not specified then the default mask is OxFF. There
can be three different offsets specified as match conditions. Each time a custom filter is configured, the switch overrides
the previous configuration.

@ The offset should consider the VLAN tag headers as the packet to the CPU is always a tagged packet.

Default None

Format cpu-traffic direction {tx|rx|both} match cust-filter offsetl datal
| [maskl maskl] offset2 datal [mask2 mask2] offset3 data3 [mask3 mask3]

Mode Global Config

4.15.9.1 no cpu-traffic direction match cust-filter

Use this command to remove the configured custom filter.

Default None

Format no cpu-traffic direction {tx|rx|both} match cust-filter offsetl datal
| [maskl maskl] offset2 data? [mask2 mask2] offset3 data3 [mask3 mask3]

Mode Global Config

4.15.10 cpu-traffic direction match srcip

Use this command to configure the source IP address-specific filter. The statistics and/or the traces for configured filters
are obtained for the packet matching configured source IP/Mask.

| Default None
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Format cpu-traffic direction {tx|rx|both} match srcip ipaddress [mask mask]

Mode Global Config

4.15.10.1 no cpu-traffic direction match srcip

Use this command to disable the configured source IP address filter.

Format no cpu-traffic direction {tx|rx|both} match srcip ipaddress [mask mask]

Mode Global Config

4.15.11 cpu-traffic direction match dstip

Use this command to configure the destination IP address-specific filter. The statistics and/or the traces for configured
filters are obtained for the packet matching configured destination IP/Mask.

Default None
Format cpu-traffic direction {tx|rx|both} match dstip ipaddress [mask mask]
Mode Global Config

4.15.11.1 no cpu-traffic direction match dstip

Use this command to disable the configured destination IP address filter.

Format no cpu-traffic direction {tx|rx|both} match dstip ipaddress [mask mask]

Mode Global Config

4.15.12 cpu-traffic direction match tcp

Use this command to configure the source or destination TCP port-specific filter. The statistics and/or traces for configured
filters are obtained for the packet matching configured source/destination TCP port.

Default None

Format cpu-traffic direction {tx]|rx|both} match {srctcpldsttcp} port [mask
mask]

Mode Global Config

4.15.12.1 no cpu-traffic direction match tcp

Use this command to remove the configured source/destination TCP port filter.

Format no cpu-traffic direction {tx|rx|both} match {srctcpldsttcp} port [mask
mask]
Mode Global Config

4.15.13 cpu-traffic direction match udp

Use this command to configure the source or destination UDP port-specific filter. The statistics and/or traces for configured
filters are obtained for the packet matching configured source/destination UDP port.

| Default None
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Format cpu-traffic direction {tx]|rx|both} match {srcudpldstudp} port [mask
mask]
Mode Global Config

4.15.13.1 no cpu-traffic direction match udp

Use this command to remove the configured source/destination UDP port filter.

Format no cpu-traffic direction {tx|rx|both} match {srcudpldstudp} port [mask
mask]
Mode Global Config

4.15.14 cpu-traffic mode

Use this command to configure CPU-traffic mode. The packets in the RX/TX direction are matched when the mode is

enabled.
Default Disabled
Format cpu-traffic mode
Mode Global Config

4.15.14.1 no cpu-traffic mode

Use this command to disable CPU-traffic mode.

Format no cpu-traffic mode

Mode Global Config

4.15.15 cpu-traffic trace

Use this command to configure CPU packet tracing. The packet can be received by multiple components. If the feature
is enabled and tracing configured, the packets are traced per the defined filter. If dump-pkt is enabled, the first 64 bytes
of the packet are displayed along with the trace statistics.

Default Disabled
Format cpu-traffic trace {dump-pkt}
Mode Global Config

4.15.15.1 no cpu-traffic trace
Use this command to disable CPU packet tracing and dump-pkt (if configured).

Format no cpu-traffic trace {dump-pkt}

Mode Global Config

4.15.16 show cpu-traffic

Use this command to display the current configuration parameters.

Default None

Format show cpu-traffic
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Mode Privileged EXEC

Example:

(Routing) #show cpu-traffic

Al MEER o o 000 coo0o000000000000000c00000000000 Disable
PRAEKKEE TEEEE0 0000000000000000000000000000000000 Disable
1PR@@E DUIIBo 0 0 0 600 060006000600060300000000000000 Disable

Direction TX:

Filter OPLiONS .« ettt eeennneneeeeeeanaanns N/A

INEETFACE . vttt ittt ettt e e N/A

See MCP PREEIIEIEEES 6 0 00 00000000000000000600000000 00

DEiE TCP [BREEMEEEES 6 0 006 0000000606006000600000000 00

Sice UDP PREEMEERTES 6 00 00c0000000090600006600060000 00

DSt UDP [0REEIMSERES o 0 0000000000000006000669000000 00

Sice IP PEAEEMEESES o cooooc000000000000000060000000 0.0.0.0 0.0.0.0

DGiE L2 PREEMEECTES 0 6 000000000000000000006000060000 0.0.0.0 0.0.0.0

Src MAC parametersS. ... e eneeeeeneeenneanns 00:00:00:00:00:00 00:00:00:00:00:00
DS WAC PRIEEMEEEES 6 0 000c000000009060006600060000 00:00:00:00:00:00 00:00:00:00:00:00
Custom filter parametersl...........coceueeun.. Offset=0x0 Value=0x0 Mask=0x0
Custom filter parameters2...........c.e.eeueeeun.. Offset=0x0 Value=0x0 Mask=0x0
Custom filter parameters3...........coeeeeeeen. Offset=0x0 Value=0x0 Mask=0x0
Direction RX:

Filter OPLAONS .« ettt eeennneeeeeeeeannnnns N/A

TNEErEaCE . vttt ettt ettt e e e e N/A

Sre MR PREEIEIEEES 6 0 00 0000000000000000000000000 00

DSt TCP parameterS. ... e e eneeeeeneeenneanns 00

Sice UDP PREEMEEEES 6 00 00c00000000006000060000000 00

DSe UDP PREEMEERTES 6 0 0 0 0co00000000006000069000000 00

S L2 PRAEEMEEEES 0 0 c000000000000000000000000000 0.0.0.0 0.0.0.0

DSE 1P PREEMEEEES 0 6 0 00 0000000000000000000000000 0.0.0.0 0.0.0.0

Src MAC PArameterS. .. e et eeeneeeneeenneanns 00:00:00:00:00:00 00:00:00:00:00:00
DSt WAC PREEIMSERES 00 00000000000000000006500000 0 00:00:00:00:00:00 00:00:00:00:00:00
Custom filter parametersl.............eeueeeun.. Offset=0x0 Value=0x0 Mask=0x0
Custom filter parameters2...........ceoeeeeeen.. Offset=0x0 Value=0x0 Mask=0x0
Custom filter parameters3..........cecveeeneeen. Offset=0x0 Value=0x0 Mask=0x0

4.15.17 show cpu-traffic interface

Use this command to display per interface statistics for configured filters. The statistics can be displayed for a specific
filter (e.g., stp, udld, arp etc). If no filter is specified, statistics are displayed for all configured filters. Similarly,
source/destination IP, TCP, UDP or MAC along with custom filter can be used as command option to get statistics.

Default None
Format show cpu-traffic interface {all | unit/slot/port | cpu } filter
Mode Privileged EXEC

4.15.18 show cpu-traffic summary
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Use this command to display summary statistics for configured filters for all interfaces.

Default None

Format show cpu-traffic summary
Mode Privileged EXEC

Example:

(Routing) #show cpu-traffic summary

Filter Received Transmitted

STP 4294967296 4294967296

LACPDU 0 0

GMRP 4294967296 4294967296

ARP 0 0
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GVRP 4294967296 4294967296
UDLD 0 0
BCAST 4294967296 4294967296
MCAST 0 0
UCAST 4294967296 4294967296
SRCIP 0 0
DSTIP 4294967296 4294967296
SRCMAC 0 0
DSTMAC 4294967296 4294967296
SRCPORT 0 0

4.15.19 show cpu-traffic trace

Use this command to display traced information. The trace information can be displayed either for all available packets
or for specific filter (e.g., stp, udld, arp etc). Similarly, source/destination IP or MAC along with custom filter can be used
as command option to get specific traces from history. If enabled, packet dump information is displayed along with
packet trace statistics. By default, packet dump buffer size is set to store first 64 bytes of packet.

Default None

Format show cpu-traffic trace filter
Mode Privileged EXEC

Example:

(Routing) #show cpu-traffic summary

Packet #1: IP; DHCP; UCAST; SRCMAC=00:10:10:10:10:10;

<08:06:10> Sysnet received in sysNetNotifyPduReceive ()

<08:06:10> Packet delivered to IP via ipMapRecvVIP ()

<08:06:10> Freed

0000 00 10 18 82 18 b3 00 10 10 10 10 10 81 00 00 01  .........c.ounn..

0010 08 00 45 10 01 21 00 00 00 00 40 11 79 bd 00 00 colliocllooco@oWooo
0020 00 00 ff ff f£ff £ff 00 44 00 43 01 0d 48 10 03 01  ....... DoCo olilc oo
0030 06 00 18 85 4a 83 00 00 80 00 00 OO 00 00 00 00 coooWooocooooo000

4.15.20 clear cpu-traffic

Use this command to clear cpu-traffic statistics or trace information on all interfaces.

Default None
Format clear cpu-traffic {counters | traces}
Mode Global Config

4.15.21 debug aaa accounting

This command is useful to debug accounting configuration and functionality in User Manager.

Format debug aaa accounting

Mode Privileged EXEC

4.15.21.1 no_debug aaa accounting

Use this command to turn off debugging of User Manager accounting functionality.

Format no debug aaa accounting

Mode Privileged EXEC
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4.15.22 debug aaa authorization

Use this command to enable the tracing for AAA in User Manager. This is useful to debug authorization configuration
and functionality in the User Manager. Each of the parameters are used to configure authorization debug flags.

Format debug aaa authorization commands|exec

Mode Privileged EXEC

Example: The following is an example of the command.

(Switching) #debug aaa authorization

Tacacs authorization receive packet tracing enabled.
(Switching) #debug tacacs authorization packet transmit
authorization tracing enabled.

4.15.22.1 no debug aaa authorization

Use this command to turn off debugging of the User Manager authorization functionality.

Format no debug aaa authorization

Mode Privileged EXEC

Example: The following is an example of the command.

(Switching) #no debug aaa authorization
AAA authorization tracing disabled
(Switching) #

4.15.23 debug arp

Use this command to enable ARP debug protocol messages. Optionally, a virtual router can be specified in which to
execute the command.

Default Disabled
Format debug arp [vrf vrf-name]
Mode Privileged EXEC

4.15.23.1 no debug arp

Use this command to disable ARP debug protocol messages.

Format no debug arp

Mode Privileged EXEC

4.15.24 debug authentication

This command displays either the debug trace for either a single event or all events for an interface

Default None
Format debug authentication packet {all | event} interface
Mode Privileged EXEC

4.15.25 debug auto-voip

Use this command to enable Auto VOIP debug messages. Use the optional parameters to trace H323, SCCP, or SIP
packets respectively.
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Default Disabled
Format debug auto-voip [H323|SCCP|SIP|oui]
Mode Privileged EXEC

4.15.25.1 no debug auto-voip

Use this command to disable Auto VOIP debug messages.

Format no debug auto-voip

Mode Privileged EXEC

4.15.26 debug bonjour

Use this command to enable Bonjour tracing.

Default Disabled
Format debug bonjour [{levell | level2}]
Mode Privileged EXEC

4.15.26.1 no debug bonjour

Use this command to disable Bonjour tracing.

Format no debug bonjour [{levell | level2}]

Mode Privileged EXEC

4.15.27 debug clear

This command disables all previously enabled “debug” traces.

Default Disabled
Format debug clear
Mode Privileged EXEC

4.15.28 debug console

This command enables the display of “debug” trace output on the login session in which it is executed. Debug console
display must be enabled in order to view any trace output. The output of debug trace commands will appear on all login
sessions for which debug console has been enabled. The configuration of this command remains in effect for the life of
the login session. The effect of this command is not persistent across resets.

Default Disabled
Format debug console
Mode Privileged EXEC

4.15.28.1 no debug console

This command disables the display of “debug” trace output on the login session in which it is executed.

Format no debug console
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| Mode Privileged EXEC

4.15.29 debug crashlog

Use this command to view information contained in the crash log file that the system maintains when it experiences an

unexpected reset. The crash log file contains the following information:
Call stack information in both primitive and verbose forms
Log Status

Buffered logging

Event logging

Persistent logging

System Information (output of sysapiMbufDump)

Message Queue Debug Information

Memory Debug Information

Memory Debug Status

0S Information (output of osapiShowTasks)

vV VvV VvV VvV VvV VvV VvV V V VvV Vv

/proc information (meminfo, cpuinfo, interrupts, version and net/sockstat)

Default Disabled

Format debug crashlog {[kernel] crashlog-number [upload url]

| deleteall}

Mode

Privileged EXEC

| proc | verbose

kernel View the crash log file for the kernel

Parameter ‘ Description

crashlog-number

Specifies the file number to view. The system maintains up to four copies, and the valid range is 1 to 4.

upload url To upload the crash log (or crash dump) to a TFTP server, use the upload keyword and specify the
required TFTP server information.

proc View the application process crashlog.

verbose Enable the verbose crashlog.

deleteall Delete all crash log files on the system.

data Crash log data recorder.

crashdump-number Specifies the crash dump number to view. The valid range is 0 to 2.

download urf

server information.

To download a crash dump to the switch, use the download keyword and specify the required TFTP

component-id The ID of the component that caused the crash.

item-number The item number.

additional-parameter Additional parameters to include.

4.15.30 debug dcbx packet

Use this command to enable debug tracing for DCBX packets that are transmitted or received.
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Default Disabled
Format debug dcbx packet {receive | transmit}
Mode Privileged EXEC

4.15.31 debug debug-config

Use this command to download or upload the debug-config.ini file. The debug-config. ini file executes CLI commands
(including devshell and drivshell commands) on specific predefined events. The debug config file is created manually
and downloaded to the switch.

Default Disabled
Format debug debug-config {download <url> | upload <url>}
Mode Privileged EXEC

4.15.32 debug dhcp packet

This command displays “debug” information about DHCPv4 client activities and traces DHCPv4 packets to and from the
local DHCPv4 client.

Default Disabled
Format debug dhcp packet [transmit | receive]
Mode Privileged EXEC

4.15.32.1 no debug dhcp packet
This command disables the display of “debug” trace output for DHCPv4 client activity.

Format no debug dhcp packet [transmit | receive]
Mode Privileged EXEC
4.15.33 debug dot1ag
Use this command to enable debugging of the messages sent between MPs and MEPs.
Default Disabled
Format debug dotlag {all | ccm | events | lbm | lbr | 1ltm | ltr | pdu}
Mode Privileged EXEC
all Debug all dot1ag message types.
M Configure debug flags for Continuity Check Message information. A multicast CFM PDU transmitted

periodically by a MEP in order to ensure continuity over the MA to which the transmitting MEP belongs.
No reply is sent by any MP in response to receiving a CCM.

LT™M Configure debug flags for Linktrace Message information. A CFM PDU initiated by a MEP to trace a path
to a target MAC address, forwarded from MIP to MIP, up to the point at which the LTM reaches its target,
a MEP, or can no longer be forwarded. Each MP along the path to the target generates an LTR.

LTR Configure debug flags for Linktrace Reply information. A unicast CFM PDU sent by an MP to a MEP, in
response to receiving an LTM from that MEP.
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Parameter Description

LBM Configure debug flags for Loopback Message information. A unicast CFM PDU transmitted by a MEP,
addressed to a specific MP, in the expectation of receiving an LBR.

LBR Configure debug flags for Loopback Reply information. A unicast CFM PDU transmitted by an MP to a
MEP, in response to an LBM received from that MEP.

PDU Configure debug flags for CFM PDU information.

4.15.34 debug dot1x packet

Use this command to enable dot1x packet debug trace.

Default Disabled
Format debug dotlx
Mode Privileged EXEC

4.15.34.1 no debug dot1x packet

Use this command to disable dot1x packet debug trace.

Format no debug dotlx

Mode Privileged EXEC

4.15.35 debug dynamic ports

Use this command to enable dynamic port debug messages.

Default Disabled
Format debug dynamic ports
Mode Privileged EXEC

4.15.35.1 no debug dynamic ports

Use this command to disable dynamic port debug messages.

Format no debug dynamic ports

Mode Privileged EXEC

4.15.36 debug fip-snooping packet

Use the debug fip-snooping packet command in Privileged EXEC mode to enable FIP packet debug trace
on transmit or receive path with different filter options configured.

Default Disabled
Format debug fip-snooping packet [{transmit | receive | filter {dst-mac mac-addr
| fip-proto-code 1-15 | src-intf unit/slot/port | src-mac mac-addr |

vlan 1-4093}]

Mode > Privileged EXEC
> User EXEC
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Parameter Description

dst-mac If the dst-mac filter option is given, trace output is filtered on matching the given Destination MAC Address.
fip-proto-code If the fip-proto-code filter option is given, trace output is filtered on matching the supported types.
src-intf If the src-intf filter option is given, trace output is filtered on matching the incoming source interface.
src-mac If the src-mac filter option is given, trace output is filtered on matching the given Source MAC Address.
vlan If the vlan filter option is given, trace output is filtered on matching the given VLAN ID.

4.15.36.1 no debug fip-snooping packet

Use the no debug fip-snooping packet command in Privileged EXEC mode to disable FIP packet debug
trace on transmit or receive path with different filter options configured.

Format no debug fip-snooping packet [{transmit | receive | filter {dst-mac
mac-addr | fip-proto-code 1-15 | src-intf unit/slot/port | src-mac

mac-addr | vlan 1-4093}]

Mode > Privileged EXEC
> User EXEC

4.15.37 debug igmpsnooping packet

This command enables tracing of IGMP Snooping packets received and transmitted by the switch.

Default Disabled
Format debug igmpsnooping packet
Mode Privileged EXEC

4.15.37.1 no debug igmpsnooping packet

This command disables tracing of IGMP Snooping packets.

Format no debug igmpsnooping packet

Mode Privileged EXEC

4.15.38 debug igmpsnooping packet transmit

This command enables tracing of IGMP Snooping packets transmitted by the switch. Snooping should be enabled on
the device and the interface in order to monitor packets for a particular interface.

Default Disabled
Format debug igmpsnooping packet transmit
Mode Privileged EXEC

A sample output of the trace message is shown below.

<15> JAN 01 02:45:06 192.168.17.29-1 IGMPSNOOP[185429992]: igmp_snooping_debug.c(116) 908 % Pkt TX - Intf:
1/0/20(20), Vlan_Id:1 Src_Mac: 00:03:0e:00:00:00 Dest Mac: 01:00:5e:00:00:01 Src IP: 9.1.1.1 Dest IP: 225.0.0.1
Type: V2_Membership Report Group: 225.0.0.1

The following parameters are displayed in the trace message.
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Parameter Definition

X A packet transmitted by the device.

Intf The interface that the packet went out on. Format used is unit/slot/port (internal interface number). Unit
is always shown as 1 for interfaces on a non-stacking device.

Src_Mac Source MAC address of the packet.

Dest_Mac Destination multicast MAC address of the packet.

Src_IP The source IP address in the IP header in the packet.

Dest_IP The destination multicast IP address in the packet.

Type The type of IGMP packet. Type can be one of the following:

> Membership Query —IGMP Membership Query
> V1 Membership Report —IGMP Version 1 Membership Report
> V2 Membership Report —IGMP Version 2 Membership Report
> V3 Membership Report —IGMP Version 3 Membership Report

> V2 Leave Group — IGMP Version 2 Leave Group

Group Multicast group address in the IGMP header.

4.15.38.1 no debug igmpsnooping transmit

This command disables tracing of transmitted IGMP snooping packets.

Format no debug igmpsnooping transmit

Mode Privileged EXEC

4.15.39 debug igmpsnooping packet receive

This command enables tracing of IGMP Snooping packets received by the switch. Snooping should be enabled on the
device and the interface in order to monitor packets for a particular interface.

A sample output of the trace message is shown below.

<15> JAN 01 02:45:06 192.168.17.29-1 IGMPSNOOP[185429992]: igmp_snooping_debug.c(116) 908 % Pkt RX - Intf:
1/0/20(20), Vlan_Id:1 Src_Mac: 00:03:0e:00:00:10 Dest_Mac: 01:00:5e:00:00:05 Src_IP: 11.1.1.1 Dest_ IP: 225.0.0.5
Type: Membership Query Group: 225.0.0.5

Default Disabled
Format debug igmpsnooping packet receive
Mode Privileged EXEC

The following parameters are displayed in the trace message:

Parameter Definition

RX A packet received by the device.

Intf The interface that the packet went out on. Format used is unit/slot/port (internal interface number). Unit
is always shown as 1 for interfaces on a non-stacking device.

Src_Mac Source MAC address of the packet.

Dest_Mac Destination multicast MAC address of the packet.

Src_IP The source IP address in the ip header in the packet.
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Parameter Definition

Dest_IP The destination multicast ip address in the packet.

Type The type of IGMP packet. Type can be one of the following:

> Membership Query — IGMP Membership Query

> V1 Membership Report —IGMP Version 1 Membership Report
> V2 Membership Report —IGMP Version 2 Membership Report
> V3 Membership Report —IGMP Version 3 Membership Report

> V2 Leave Group —IGMP Version 2 Leave Group

Group Multicast group address in the IGMP header.

4.15.39.1 no debug igmpsnooping receive

This command disables tracing of received IGMP Snooping packets.

Format no debug igmpsnooping receive
Mode Privileged EXEC
4.15.40 debug ip acl
Use this command to enable debug of IP Protocol packets matching the ACL criteria.
Default Disabled
Format debug ip acl acl Number
Mode Privileged EXEC

4.15.40.1 no debug ip acl

Use this command to disable debug of IP Protocol packets matching the ACL criteria.

Format no debug ip acl acl Number

Mode Privileged EXEC

4.15.41 debug ip bgp

Use this command to enable BGP packet debug trace. Debug messages are sent to the system log at the DEBUG severity
level. To print the debug messages to the console, enable console logging at the DEBUG level using the command
logging console debug. The debug options enabled for a specific peer are the union of the options enabled

globally and the options enabled specifically for the peer. Enabling one of the packet type options enables packet tracing
in both the inbound and outbound directions.

Default Disabled
Format debug ip bgp [vrf vrf-name] {ipv4-address|ipvé-address} [ events | in
| interface {unit/ slot/port | vlan 1-4093} | keepalives | notification

| open | out | refresh | updates ]

Mode Privileged EXEC
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Parameter Description

peer-address (Optional) The IPv4 address of a BGP peer. Debug traces are enabled for a specific peer when this option
is specified. The command can be issued multiple times to enable simultaneous tracing for multiple peers.

events (Optional) Trace adjacency state events.

keepalives (Optional) Trace transmit and receive of KEEPALIVE packets.

notification (Optional) Trace transmit and receive of NOTIFICATION packets.

open (Optional) Trace transmit and receive of OPEN packets.

refresh (Optional) Traces transmit and receive of ROUTE REFRESH packets.

updates (Optional) Traces transmit and receive of UPDATE packets.

4.15.41.1 no debug ip bgp

Use this command to disable debug tracing of BGP events.

Format n o d e b u g i p b g p

[peer-address|events|keepalives|notification|open|refresh|updates]

Mode Privileged EXEC

4.15.42 debug ip dvmrp packet

Use this command to trace DVMRP packet reception and transmission. receive traces only received DVMRP packets
and transmit traces only transmitted DVMRP packets. When neither keyword is used in the command, then all

DVMRP packet traces are dumped. Vital information such as source address, destination address, control packet type,
packet length, and the interface on which the packet is received or transmitted is displayed on the console

Default Disabled
Format debug ip dvmrp packet [receive | transmit]
Mode Privileged EXEC

4.15.42.1 no debug ip dvmrp packet

Use this command to disable debug tracing of DVMRP packet reception and transmission.

Format no debug ip dvmrp packet [receive | transmit]

Mode Privileged EXEC

4.15.43 debug ip igmp packet
Use this command to trace IGMP packet reception and transmission. receive traces only received IGMP packets and
transmi t traces only transmitted IGMP packets. When neither keyword is used in the command, then all IGMP packet

traces are dumped. Vital information such as source address, destination address, control packet type, packet length,
and the interface on which the packet is received or transmitted is displayed on the console.

Default Disabled
Format debug ip igmp packet [receive | transmit]
Mode Privileged EXEC
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4.15.43.1 no debug ip igmp packet

Use this command to disable debug tracing of IGMP packet reception and transmission.

Format no debug ip igmp packet [receive | transmit]

Mode Privileged EXEC

4.15.44 debug ip mcache packet
Use this command for tracing MDATA packet reception and transmission. receive traces only received data packets
and transmit traces only transmitted data packets. When neither keyword is used in the command, then all data

packet traces are dumped. Vital information such as source address, destination address, packet length, and the interface
on which the packet is received or transmitted is displayed on the console.

Default Disabled
Format debug ip mcache packet [receive | transmit]
Mode Privileged EXEC

4.15.44.1 no debug ip mcache packet

Use this command to disable debug tracing of MDATA packet reception and transmission.

Format no debug ip mcache packet [receive | transmit]

Mode Privileged EXEC

4.15.45 debug ip pimdm packet
Use this command to trace PIMDM packet reception and transmission. receive traces only received PIMDM packets
and transmit traces only transmitted PIMDM packets. When neither keyword is used in the command, then all

PIMDM packet traces are dumped. Vital information such as source address, destination address, control packet type,
packet length, and the interface on which the packet is received or transmitted is displayed on the console.

Default Disabled
Format debug ip pimdm packet [receive | transmit]
Mode Privileged EXEC

4.15.45.1 no debug ip pimdm packet

Use this command to disable debug tracing of PIMDM packet reception and transmission.

Format no debug ip pimdm packet [receive | transmit]

Mode Privileged EXEC

4.15.46 debug ip pimsm packet
Use this command to trace PIMSM packet reception and transmission. receive traces only received PIMSM packets
and transmit traces only transmitted PIMSM packets. When neither keyword is used in the command, then all PIMSM

packet traces are dumped. Vital information such as source address, destination address, control packet type, packet
length, and the interface on which the packet is received or transmitted is displayed on the console.

Default Disabled
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Format debug ip pimsm packet [receive | transmit]

Mode Privileged EXEC

4.15.46.1 no debug ip pimsm packet

Use this command to disable debug tracing of PIMSM packet reception and transmission.

Format no debug ip pimsm packet [receive | transmit]

Mode Privileged EXEC

4.15.47 debug ipv6 dhcp

This command displays “debug” information about DHCPv6 client activities and traces DHCPv6 packets to and from the
local DHCPv6 client.

Default Disabled
Format debug ipv6 dhcp
Mode Privileged EXEC

4.15.47.1 no debug ipv6 dhcp
This command disables the display of “debug” trace output for DHCPV6 client activity.

Format no debug ipvé6 dhcp

Mode Privileged EXEC

4.15.48 debug ipv6 mcache packet

Use this command for tracing MDATAV6 packet reception and transmission. receive traces only received data packets
and transmit traces only transmitted data packets. When neither keyword is used in the command, then all data

packet traces are dumped. Vital information such as source address, destination address, packet length, and the interface
on which the packet is received or transmitted is displayed on the console.

Default Disabled
Format debug ipv6 mcache packet [receive | transmit]
Mode Privileged EXEC

4.15.48.1 no debug ipv6 mcache packet

Use this command to disable debug tracing of MDATAV6 packet reception and transmission.

Format no debug ipv6 mcache packet [receive | transmit]

Mode Privileged EXEC

4.15.49 debug ipv6 mld packet

Use this command to trace MLDv6 packet reception and transmission. receive traces only received MLDv6 packets
and transmi t traces only transmitted MLDv6 packets. When neither keyword is used in the command, then all MLDv6

packet traces are dumped. Vital information such as source address, destination address, control packet type, packet
length, and the interface on which the packet is received or transmitted is displayed on the console.
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Default Disabled
Format debug ipv6 mld packet [receive | transmit]
Mode Privileged EXEC

4.15.49.1 no debug ipv6 mld packet

Use this command to disable debug tracing of MLDv6 packet reception and transmission.

Format no debug ipv6 mld packet [receive | transmit]

Mode Privileged EXEC

4.15.50 debug ipv6 ospfv3 packet

Use this command to enable IPv6 OSPFv3 packet debug trace.

Default Disabled
Format debug ipv6 ospfv3 packet
Mode Privileged EXEC

4.15.50.1 no debug ipv6 ospfv3 packet
Use this command to disable tracing of IPv6 OSPFv3 packets.

Format no debug ipvé6 ospfv3 packet

Mode Privileged EXEC

4.15.51 debug ipv6 pimdm packet
Use this command to trace PIMDMv6 packet reception and transmission. receive traces only received PIMDMv6
packets and transmit traces only transmitted PIMDMv6 packets. When neither keyword is used in the command,

then all PIMDMv6 packet traces are dumped. Vital information such as source address, destination address, control
packet type, packet length, and the interface on which the packet is received or transmitted is displayed on the console.

Default Disabled
Format debug ipv6 pimdm packet [receive | transmit]
Mode Privileged EXEC

4.15.51.1 no debug ipv6 pimdm packet

Use this command to disable debug tracing of PIMDMv6 packet reception and transmission.

Format no debug ipv6 pimdm packet

Mode Privileged EXEC

4.15.52 debug ipv6 pimsm packet
Use this command to trace PIMSMv6 packet reception and transmission. receive traces only received PIMSMv6
packets and transmit traces only transmitted PIMSMv6 packets. When neither keyword is used in the command,

then all PIMSMv6 packet traces are dumped. Vital information such as source address, destination address, control
packet type, packet length, and the interface on which the packet is received or transmitted is displayed on the console.
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Default Disabled
Format debug ipv6 pimsm packet [receive | transmit]
Mode Privileged EXEC

4.15.52.1 no debug ipv6 pimsm packet

Use this command to disable debug tracing of PIMSMv6 packet reception and transmission.

Format no debug ipv6 pimsm packet [receive | transmit]

Mode Privileged EXEC

4.15.53 debug ip vrrp

Use this command to enable debug tracing of VRRP events. Debug messages are sent to the system log at the DEBUG
severity level. To print them on the console, enable console logging at the DEBUG level (Logging console debug).

The debug options enabled for a specific peer are the union of the options enabled globally and the options enabled
specifically for the peer. Enabling one of the packet type options enables packet tracing in both the inbound and outbound

directions.

Default Enabled

Format debug ip vrrp
Mode Privileged EXEC

4.15.53.1 no debug ip vrrp

Use this command to disable debug tracing of VRRP events.

Format no debug ip vrrp

Mode Privileged EXEC

4.15.54 debug lacp packet

This command enables tracing of LACP packets received and transmitted by the switch.

Default Disabled
Format debug lacp packet
Mode Privileged EXEC

A sample output of the trace message is shown below.

<15> JAN 01 14:04:51 10.254.24.31-1 DOT3AD[183697744]: dot3ad debug.c(385) 58 %% Pkt TX - Intf: 1/0/1(1), Type:
LACP, Sys: 00:11:88:14:62:el, State: 0x47, Key: 0x36

4.15.54.1 no debug lacp packet

This command disables tracing of LACP packets.

Format no debug lacp packet

Mode Privileged EXEC
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4.15.55 debug mldsnooping packet

Use this command to trace MLD snooping packet reception and transmission. receive traces only received MLD
snooping packets and transmi t traces only transmitted MLD snooping packets. When neither keyword is used in the

command, then all MLD snooping packet traces are dumped. Vital information such as source address, destination
address, control packet type, packet length, and the interface on which the packet is received or transmitted is displayed
on the console.

Default Disabled
Format debug mldsnooping packet [receive | transmit]
Mode Privileged EXEC

4.15.55.1 no debug mldsnooping packet

Use this command to disable debug tracing of MLD snooping packet reception and transmission.

Format no debug mldsnooping packet

Mode Privileged EXEC

4.15.56 debug ospf packet

This command enables tracing of OSPF packets received and transmitted by the switch or, optionally, a virtual router
can be specified.

Default Disabled
Format debug ospf packet [vrf vrf-name]
Mode Privileged EXEC

Sample outputs of the trace messages are shown below.

<15> JAN 02 11:03:31 10.50.50.1-2 OSPF[46300472]: ospf_debug.c(297) 25430 % Pkt RX - Intf:2/0/48 Src
Ip:192.168.50.2 DestIp:224.0.0.5 Areald:0.0.0.0 Type:HELLO NetMask:255.255.255.0 DesigRouter:0.0.0.0
Backup:0.0.0.0

<15> JAN 02 11:03:35 10.50.50.1-2 OSPF[46300472]: ospf_debug.c(293) 25431 % Pkt TX - Intf:2/0/48 Src Ip:10.50.50.1
DestIp:192.168.50.2 Areald:0.0.0.0 Type:DB_DSCR Mtu:1500 Options:E Flags: I/M/MS Seq:126166

<15> JAN 02 11:03:36 10.50.50.1-2 OSPF[46300472]: ospf_debug.c(297) 25434 % Pkt RX - Intf:2/0/48 Src
Ip:192.168.50.2 DestIp:192.168.50.1 AreaId:0.0.0.0 Type:LS_REQ Length: 1500

<15> JAN 02 11:03:36 10.50.50.1-2 OSPF[46300472]: ospf debug.c(293) 25435 % Pkt TX - Intf:2/0/48 Src Ip:10.50.50.1
DestIp:192.168.50.2 Areald:0.0.0.0 Type:LS UPD Length: 1500

<15> JAN 02 11:03:37 10.50.50.1-2 OSPF[46300472]: ospf_debug.c(293) 25441 % Pkt TX - Intf:2/0/48 Src Ip:10.50.50.1
DestIp:224.0.0.6 Areald:0.0.0.0 Type:LS_ACK Length: 1500

The following parameters are displayed in the trace message:

Parameter ‘ Definition

TX/RX TX refers to a packet transmitted by the device. RX refers to packets received by the device.

Intf The interface that the packet came in or went out on. Format used is unit/slot/port (internal interface
number).

Srclp The source IP address in the IP header of the packet.

Destlp The destination IP address in the IP header of the packet.

Areald The area ID in the OSPF header of the packet.

Type Could be one of the following:
> HELLO — Hello packet
> DB_DSCR — Database descriptor
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Parameter Definition

> 1S REQ- LS Request
> 1S UpD-LS Update

> 1S ACK - LS Acknowledge

The remaining fields in the trace are specific to the type of OSPF Packet. HELLO packet field definitions:

Parameter Definition

Netmask The netmask in the hello packet.
DesignRouter Designated Router IP address.
Backup Backup router IP address.

DB_DSCR packet field definitions:

Field ‘ Definition

MTU MTU

Options Options in the OSPF packet.

Flags Could be one or more of the following:
> I -—Init
> M- More

> Ms — Master/Slave

Seq Sequence Number of the DD packet.

LS_REQ packet field definitions.

‘ Definition

Length Length of packet

LS_UPD packet field definitions.

‘ Definition

Length Length of packet

LS_ACK packet field definitions.

‘ Definition

Length Length of packet

4.15.56.1 no debug ospf packet

This command disables tracing of OSPF packets.

Format no debug ospf packet

Mode Privileged EXEC
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4.15.57 debug ospfv3 packet

Use this command to enable OSPFv3 packet debug trace.

Default Disabled
Format debug ospfv3 packet
Mode Privileged EXEC

4.15.57.1 no debug ospfv3 packet

Use this command to disable tracing of OSPFv3 packets.

Format no debug ospfv3 packet

Mode Privileged EXEC

4.15.58 debug ping packet

This command enables tracing of ICMP echo requests and responses. The command traces pings on the network port/
service port for switching packages. For routing packages, pings are traced on the routing ports as well. If specified,
pings can be traced on the virtual router.

Default Disabled
Format debug ping packet [vrf vrf-name]
Mode Privileged EXEC

Example: A sample output of the trace message is shown below.

<15> JAN 01 00:21:22 192.168.17.29-1 SIM[181040176]: sim debug.c(128) 20 % Pkt TX - Intf: 1/0/1(1),
SRC_IP:10.50.50.2, DEST IP:10.50.50.1, Type:ECHO_REQUEST
<15> JAN 01 00:21:22 192.168.17.29-1 SIM[182813968]: sim debug.c(82) 21 % Pkt RX - Intf: 1/0/1(1),

SRC_IP:10.50.50.1, DEST IP:10.50.50.2, Type:ECHO_REPLY

The following parameters are displayed in the trace message:

Parameter Definition

TX/RX TX refers to a packet transmitted by the device. RX refers to packets received by the device.

Intf The interface that the packet came in or went out on. Format used is unit/slot/port (internal interface
number). Unit is always shown as 1 for interfaces on a non-stacking device.

SRC_IP The source IP address in the IP header in the packet.

DEST_IP The destination IP address in the IP header in the packet.

Type Type determines whether or not the ICMP message is a REQUEST or a RESPONSE.

4.15.58.1 no debug ping packet

This command disables tracing of ICMP echo requests and responses.

Format no debug ping packet

Mode Privileged EXEC

4.15.59 debug rip packet

This command turns on tracing of RIP requests and responses. This command takes no options. The output is directed
to the log file.
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Default Disabled
Format debug rip packet
Mode Privileged EXEC

A sample output of the trace message is shown below.

<15> JAN 01 00:35:15 192.168.17.29-1 RIP[181783160]: rip map_debug.c(96) 775 % Pkt RX on Intf: 1/0/1(1)
Src_IP:43.1.1.1 Dest IP:43.1.1.2 Rip Version: RIPv2 Packet Type:RIP_RESPONSE

ROUTE 1): Network: 10.1.1.0 Mask: 255.255.255.0 Metric: 1

ROUTE 2): Network: 40.1.0.0 Mask: 255.255.0.0 Metric: 1

ROUTE 3): Network: 10.50.50.0 Mask: 255.255.255.0 Metric: 1

ROUTE 4): Network: 41.1.0.0 Mask: 255.255.0.0 Metric: 1

ROUTE 5): Network:42.0.0.0 Mask:255.0.0.0 Metric:1

Another 6 routes present in packet not displayed.

The following parameters are displayed in the trace message:

Parameter ‘ Definition

TX/RX TX refers to a packet transmitted by the device. RX refers to packets received by the device.

Intf The interface that the packet came in or went out on. Format used is unit/slot/port (internal interface
number). Unit is always shown as 1 for interfaces on a non-stacking device.

Src_IP The source IP address in the IP header of the packet.

Dest_IP The destination IP address in the IP header of the packet.

Rip_Version RIP version used: RIPv1 or RIPv2.

Packet_Type Type of RIP packet: RIP_REQUEST or RIP_RESPONSE.

Routes Up to 5 routes in the packet are displayed in the following format:

Network: a.b.c.d Mask a.b.c.d Next Hop a.b.c.d Metric a
The next hop is only displayed if it is different from 0.0.0.0.

For RIPv1 packets, Mask is always 0.0.0. 0.

Number of routes not | Only the first five routes present in the packet are included in the trace. There is another notification of
printed the number of additional routes present in the packet that were not included in the trace.

4.15.59.1 no debug rip packet

This command disables tracing of RIP requests and responses.

Format no debug rip packet

Mode Privileged EXEC

4.15.60 debug sflow packet

Use this command to enable sFlow debug packet trace.

Default Disabled
Format debug sflow packet
Mode Privileged EXEC

4.15.60.1 no debug sflow packet

Use this command to disable sFlow debug packet trace.
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Format no debug sflow packet

Mode Privileged EXEC

4.15.61 debug spanning-tree bpdu

This command enables tracing of spanning tree BPDUs received and transmitted by the switch.

Default Disabled
Format debug spanning-tree bpdu
Mode Privileged EXEC

4.15.61.1 no debug spanning-tree bpdu

This command disables tracing of spanning tree BPDUs.

Format no debug spanning-tree bpdu

Mode Privileged EXEC

4.15.62 debug spanning-tree bpdu receive

This command enables tracing of spanning tree BPDUs received by the switch. Spanning tree should be enabled on the
device and on the interface in order to monitor packets for a particular interface.

Default Disabled
Format debug spanning-tree bpdu receive
Mode Privileged EXEC

A sample output of the trace message is shown below.

<15> JAN 01 01:02:04 192.168.17.29-1 DOT1S[191096896]: dotls_debug.c(1249) 101 % Pkt RX - Intf: 1/0/9(9),
Source_Mac: 00:11:88:4e:c2:10 Version: 3, Root Mac: 00:11:88:4e:c2:00, Root Priority: 0x8000 Path Cost: 0

The following parameters are displayed in the trace message:

Parameter DI

RX A packet received by the device.

Intf The interface that the packet came in on. Format used is unit/port/slot (internal interface number). Unit
is always shown as 1 for interfaces on a non-stacking device.

Source_Mac Source MAC address of the packet.

Version Spanning tree protocol version (0-3). 0 refers to STP, 2 RSTP and 3 MSTP.

Root_Mac MAC address of the CIST root bridge.

Root_Priority Priority of the CIST root bridge. The value is between 0 and 61440. It is displayed in hex in multiples of
4096.

Path_Cost External root path cost component of the BPDU.

4.15.62.1 no debug spanning-tree bpdu receive

This command disables tracing of received spanning tree BPDUS.

Format no debug spanning-tree bpdu receive

Mode Privileged EXEC
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4.15.63 debug spanning-tree bpdu transmit

This command enables tracing of spanning tree BPDUs transmitted by the switch. Spanning tree should be enabled on
the device and on the interface in order to monitor packets on a particular interface.

Default Disabled
Format debug spanning-tree bpdu transmit
Mode Privileged EXEC

A sample output of the trace message is shown below.

<15> JAN 01 01:02:04 192.168.17.29-1 DOT1S[191096896]: dotls debug.c(1249) 101 % Pkt TX - Intf: 1/0/7(7),
Source_Mac: 00:11:88:4e:c2:00 Version: 3, Root_Mac: 00:11:88:4e:c2:00, Root_ Priority: 0x8000 Path Cost: 0

The following parameters are displayed in the trace message:

Parameter Definition

X A packet transmitted by the device.

Intf The interface that the packet went out on. Format used is unit/port/slot (internal interface number). Unit
is always shown as 1 for interfaces on a non-stacking device.

Source_Mac Source MAC address of the packet.

Version Spanning tree protocol version (0-3). 0 refers to STP, 2 RSTP and 3 MSTP.

Root_Mac MAC address of the CIST root bridge.

Root_Priority Priority of the CIST root bridge. The value is between 0 and 61440. It is displayed in hex in multiples of
4096.

Path_Cost External root path cost component of the BPDU.

4.15.63.1 no debug spanning-tree bpdu transmit

This command disables tracing of transmitted spanning tree BPDUS.

Format no debug spanning-tree bpdu transmit
Mode Privileged EXEC
4.15.64 debug tacacs
Use the debug tacacs packet command to turn on TACACS+ debugging.
Format debug tacacs {packet [receive | transmit] | accounting | authentication}
Mode Global Config
Parameter ‘ Description
packet receive Turn on TACACS+ receive packet debugs.
packet transmit Turn on TACACS+ transmit packet debugs.
accounting Turn on TACACS+ authentication debugging.
authentication Turn on TACACS+ authorization debugging.
4.15.65 debug transfer

This command enables debugging for file transfers.
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Format debug transfer

Mode Privileged EXEC

4.15.65.1 no debug transfer

This command disables debugging for file transfers.

Format no debug transfer

Mode Privileged EXEC

4.15.66 debug udld events

This command enables debugging for the UDLD events.

Default Disabled
Format debug udld events
Mode Privileged EXEC

4.15.67 debug udld packet receive
This command enables debugging on the received UDLD PDU's.

Default Disabled
Format debug udld packet receive
Mode Privileged EXEC

4.15.68 debug udld packet transmit
This command enables debugging on the transmitted UDLD PDU's.

Default Disabled
Format debug udld packet transmit
Mode Privileged EXEC
4.15.69 show debugging
Use the show debugging command to display enabled packet tracing configurations.
Format show debugging
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

console# debug arp
Arp packet tracing enabled.

console# show debugging
Arp packet tracing enabled.

4.15.69.1 no show debugging

Use the no show debugging to disable packet tracing configurations.
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Format no show debugging

Mode Privileged EXEC

4.15.70 exception protocol

Use this command to specify the protocol used to store the core dump file.

Default None
Format exception protocol {nfs | tftp | ftp | local | usb | none}
Mode Global Config

4.15.70.1 no exception protocol

Use this command to reset the exception protocol configuration to its factory default value.

Format no exception protocol

Mode Global Config

4.15.71 exception dump tftp-server

Use this command to configure the IP address of a remote TFTP server in order to dump core files to an external server.

Default None
Format exception dump tftp-server {ip-address}
Mode Global Config

4.15.71.1 no exception dump tftp-server

Use this command to reset the exception dump remote server configuration to its factory default value.

Format no exception dump tftp-server

Mode Global Config

4.15.72 exception dump nfs

Use this command to configure an NFS mount point in order to dump core file to the NFS file system.

Default None
Format exception dump nfs ip-address/dir
Mode Global Config

4.15.72.1 no exception dump nfs

Use this command to reset the exception dump NFS mount point configuration to its factory default value.

Format no exception dump nfs

Mode Global Config

4.15.73 exception dump filepath

Use this command to configure a file-path to dump core file to a TFTP or FTP server, NFS mount or USB device subdirectory.
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Default None
Format exception dump filepath dir
Mode Global Config

4.15.73.1 no exception dump filepath

Use this command to reset the exception dump filepath configuration to its factory default value.

Format no exception dump filepath

Mode Global Config

4.15.74 exception core-file

Use this command to configure a prefix for a core-file name. The core file name is generated with the prefix as follows:

If hostname is selected:

file-name-prefix hostname Time Stamp.bin

If hostname is not selected:
file-name-prefix MAC Address Time Stamp.bin

If hostname is configured the core file name takes the hostname, otherwise the core-file names uses the MAC

address when generating a core dump file. The prefix length is 15 characters.

Default Core
Format exception core-file {file-name-prefix | [hostname] | [time-stamp]}
Mode Global Config

4.15.74.1 no exception core-file

Use this command to reset the exception core file prefix configuration to its factory default value. The hostname and
time-stamp are disabled.

Format no exception core-file

Mode Global Config

4.15.75 exception switch-chip-register

This command enables or disables the switch-chip-register dump in case of an exception. The switch-chip-register dump
is taken only for a master unit and not for member units

Default Disabled
Format exception switch-chip-register {enable | disable}
Mode Global Config

4.15.76 exception dump ftp-server

This command configures the IP address of remote FTP server to dump core files to an external server. If the username
and password are not configured, the switch uses anonymous FTP. (The FTP server should be configured to accept
anonymous FTP.)
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Default None

Format exception dump ftp-server ip-address [{username user-name password
password} ]

Mode Global Config

4.15.76.1 no exception dump ftp-server
This command resets exception dump remote FTP server configuration to its factory default value. This command also

resets the FTP username and password to empty string.

Format no exception dump ftp-server

Mode Global Config

4.15.77 exception dump compression

This command enables compression mode.
Default Enabled
Format exception dump compression
Mode Global Config

4.15.77.1 no exception dump compression

This command disables compression mode.

Format no exception dump compression

Mode Global Config

4.15.78 exception dump stack-ip-address protocol
This command configures protocol (dhcp or static) to be used to configure service port when a unit has crashed. If
configured as dhcp then the unit gets the IP address from dhcp server available in the network.

Default dhcp
Format exception dump stack-ip-address protocol {dhcp | static}
Mode Global Config

4.15.78.1 no exception dump stack-ip-address protocol

This command resets stack IP protocol configuration (dhcp or static) to its default value.

Format no exception dump stack-ip-address protocol

Mode Global Config

4.15.79 exception dump stack-ip-address add

This command adds static IP address to be assigned to individual unit's service port in the stack when the switch has
crashed. This IP address is used to perform the core dump.

Default None

exception dump stack-ip-address add ip-address netmask [gateway]

Format
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| Mode Global Config

4.15.80 exception dump stack-ip-address remove

This command removes stack IP address configuration. If this IP address is assigned to any unit in the stack then this IP
is removed from the unit.

Default None
Format exception dump stack-ip-address remove ip-address netmask
Mode Global Config

4.15.81 exception nmi

This command enables or disables taking core dump in case of NMI occurs.

Default Disabled
Format exception nmi {enable | disable}
Mode Global Config

4.15.82 write core

Use the write core command to generate a core dump file on demand. The write core test command is
helpful when testing the core dump setup. For example, if the TFTP protocol is configured, write core test

communicates with the TFTP server and informs the user if the TFTP server can be contacted. Similarly, if protocol is
configured as nf's, this command mounts and unmounts the file system and informs the user of the status.

@ write core reloads the switch which is useful when the device malfunctions, but has not crashed.

Forwrite core test, the destination file name is used for the TFTP test. Optionally, you can specify the destination
file name when the protocol is configured as TFTP.

Default None
Format write core [test [dest file name]]
Mode Privileged EXEC

4.15.83 debug exception

The command displays core dump features support.

Default None
Format debug exception
Mode Privileged EXEC

4.15.84 show exception

Use this command to display the configuration parameters for generating a core dump file.

Default None

Format show exception
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Mode Privileged EXEC

Example: The following shows an example of this command.

show exception

Coredump file name

Coredump filename uses hostname
Coredump filename uses time-stamp
TFTP Server Address

FTP Server IP

FTP user name

FTP password

NFS Mount point

File path

Core File name prefix

Hostname

Timestamp

Switch Chip Register Dump
Compression mode

Active network port

Stack IP Address Protocol

Stack IP Address

core

False

TRUE

TFTP server configuration

FTP server configuration

FTP user name

FTP password

NFS mount point configuration

Remote file path

Core file prefix configuration.

Core file name contains hostname if enabled.
Core file name contains timestamp if enabled.
Switch chip register dump configuration
TRUE/FALSE

0/28

DHCP/Static

List of IP addresses configured

4.15.85 show exception core-dump-file

This command displays core dump files existing on the local file system.

> Config Mode

Default None
Format show exception core-dump-file
Mode > Privileged EXEC

4.15.86 show exception log

This command displays core dump traces on the local file system.

> Config Mode

Default None
Format show exception log [previous]
Mode > Privileged EXEC

4.15.87 logging persistent

Use this command to configure the Persistent logging for the switch. The severity level of logging messages is specified
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at severity level. Possible values for severity level are (emergencyl|0, alert|1, critical

2, error|3, warning|4, notice|5, info|6,

debug|7).

Default Disabled

Format logging persistent severity level
Mode Global Config

4.15.87.1 no logging persistent

Use this command to disable the persistent logging in the switch.

Format no logging persistent
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Global Config

4.15.88 mbuf

Use this command to configure memory buffer (MBUF) threshold limits and generate notifications when MBUF limits
have been reached.

Format

Mode

mbuf {falling-threshold | rising threshold | severity}

Global Config

Rising Threshold

Field Description

The percentage of the memory buffer resources that, when exceeded for the configured rising interval,
triggers a notification. The range is 1 to 100. The default is 0 (disabled).

Falling Threshold

The percentage of memory buffer resources that, when usage falls below this level for the configured
interval, triggers a notification. The range is 1 to 100. The default is 0 (disabled).

Severity The severity level at which Mbuf logs messages. The range is 1 to 7. The default is 5
(L7_LOG_SEVERITY_NOTICE).
4.15.89 show mbuf
Use this command to display the memory buffer (MBUF) Utilization Monitoring parameters.
Format show mbuf
Mode Privileged EXEC

Rising Threshold

Field ‘ Description

The percentage of the memory buffer resources that, when exceeded for the configured rising interval,
triggers a notification. The range is 1 to 100. The default is 0 (disabled).

Falling Threshold

The percentage of memory buffer resources that, when usage falls below this level for the configured
interval, triggers a notification. The range is 1 to 100. The default is 0 (disabled).

Severity

The severity level.

4.15.90 show mbuf total

Use this command to display memory buffer (MBUF) information.

Format

Mode

show mbuf total

Privileged EXEC

Field

Description

Mbufs Total Total number of message buffers in the system.
Mbufs Free Number of message buffers currently available.
Mbufs Rx Used Number of message buffers currently in use.

Total Rx Norm Alloc Attempts

Number of times the system tried to allocate a message buffer allocation of class RX Norm.

Total Rx Mid2 Alloc Attempts

Number of times the system tried to allocate a message buffer allocation of class RX Mid2.

Total Rx Mid1 Alloc Attempts

Number of times the system tried to allocate a message buffer allocation of class RX Mid1.

Total Rx Mid0 Alloc Attempts

Number of times the system tried to allocate a message buffer allocation of class RX MidO0.
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Field Description

Total Rx High Alloc Attempts | Number of times the system tried to allocate a message buffer allocation of class RX High.

Total Tx Alloc Attempts Number of times the system tried to allocate a message buffer allocation of class TX.

Total Rx Norm Alloc Failures | Number of message buffer allocation failures for RX Norm class of message buffer.

Total Rx Mid2 Alloc Failures | Number of message buffer allocation failures for RX Mid2 class of message buffer.

Total Rx Mid1 Alloc Failures | Number of message buffer allocation failures for RX Mid1 class of message buffer.

Total Rx Mid0 Alloc Failures | Number of message buffer allocation failures for RX Mid0 class of message buffer.

Total Rx High Alloc Failures Number of message buffer allocation failures for RX High class of message buffer.

Total Tx Alloc Failures Number of message buffer allocation failures for TX class of message buffer.

4.15.91 clear mbuf stats
Use this command to delete the MBUF stats.

Default None
Format clear mbuf stats
Mode Privileged EXEC

Example: The following shows an example of the command.
(Routing) #clear mbuf stats

Are you sure you want to clear mbuf statistics (y/n) y

mbuf stats cleared.

4.15.92 show msg-queue

Use this command to display the message queues.

Default None
Format show msg-queue
Mode Privileged EXEC

4.15.93 debug packet-trace

Use this command to enable traces for the packet trace feature.

Default None
Format debug packet-trace
Mode Privileged Exec

4.15.94 packet-trace eth

Use this command to specify the ethernet packet fields for a packets for which a trace profile is required. If the optional
vlan parameter is not specified, the PVID/internal VLAN associated with the ingress port (specified in the show

packet-trace command) is used in the VLAN tag.

Default None
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Format packet-trace eth src-mac src-mac dst-mac dst-mac vlan vlan

Mode Privileged EXEC

4.15.95 packet-trace ipv4

Use this command to specify the IPv4 packet header fields.

Default None
Format packet-trace ipv4 src-ip src-ip dst-ip dst-ip tos tos
Mode Privileged EXEC

4.15.96 packet-trace ipv6

Use this command to specify the IPv6 packet header fields.

Default None
Format packet-trace ipv6 src-ip src-ip dst-ip dst-ip tos tos
Mode Privileged EXEC

4.15.97 packet-trace 14
Use this command to specify TCP packet fields.

Default None
Format packet-trace 14 src-port src-port dst-port dst-port
Mode Privileged EXEC

4.15.98 show packet-trace ecmp

Use this command for getting a summary (link utilization percentage) for all complete packets present in the PCAP file
(uploaded onto the system using the copy command).

Default None

Format show packet-trace ecmp prefix/prefix-length port unit/slot/port pcap
summary

Mode Privileged EXEC

4.15.99 show packet-trace lag

Use this command for getting a summary (link utilization percentage) for all complete packets present in the PCAP file
(uploaded onto the system using the copy command).

Default None

Format show packet-trace lag lag-id port unit/slot/port pcap summary
Mode Privileged EXEC

Example:

(Routing) #show packet-trace lag 1 port 0/1 pcap summary
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iiols SHEEED0 000 00000000 a000000000000800000000000 Up
VG MIEEIR06 0 0 0000000000000060000600000000600000000 Enabled
T 0 e v v e e et e s oo s oo eneeeneeeneeeneoeneneenenens Static
Port=cnamnel Milm=I1iflkSsccooccoocoocconoosoocoan 1

Lozl BRllamee OPEileNio o aocoaooo0000000000c9000000 3

(Src/Dest MAC, VLAN, EType, incoming port)

Mbr Device/ Port Port

Ports Timeout Speed Active

0/3 actor/long 10G Full True
partner/long

0/2 actor/long 10G Full True
partner/long

LAG 1 member port link utilization %:

Total number of valid packets in pcap file: 20
Member port 0/3 utilization: 20%

Member port 0/4 utilization: 80%

4.15.100 show packet-trace packet-data

Use this command to dump all the configured packet header fields.

Default By default, all packet fields are set to 0.
Format show packet-trace trace-data
Mode Privileged Exec

Example:

DUT#show packet-trace packet-data
L2 Header fields:

Src MAC: 00 00 00 Oa Ob Oc

Dst MAC: 00 00 00 0d Oe Of

VLAN: 10

L3 Header fields:

IPv4:

Src IP: 10.0.10.1

Dst IP: 10.0.10.10
TOS: O

IPv6:

Src IP: 4001::1/8
Dst IP: 5001::1/8
Traffic Class: 0

L4 header fields:

Src Port: 80
Dst Port: 80

4.15.101 show packet-trace port
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Use this command for getting detailed information for the maximum packets in the PCAP file.

Default None

Format show packet-trace port unit/slot/port pcap detailed maxpkts
Mode Privileged EXEC

Example:

DUT#show packet-trace port 0/1 pcap detailed 5
Packet fields:

sre=lae = = =——=========== 00:00:00:00:00:0a
Cgt—maE - ——ooosoosoosso 00:00:00:00:00:0b
plem 0 ooooooooooooo 10
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gre=ie = =  —=—s==—==—======= 10.0.1.10
Cgit=ip =  —=—=—===o===== 10.0.1.20
LAG Destination member port
Lag 1 0/4

SR NMaCEEES 00:00:00:00:00:0c
Eat=ae = — ==s=========== 00:00:00:00:00:0d
Wlley = ooocoooooooooo 10

Sre=ip 0 —os—osososososs 10.0.1.10

Cet=dp = ======ssooo==s 10.0.1.20

LAG Destination member port

Lag 1 0/3

Freing - oooooosoooooos 00:00:00:00:00:0e
Cgt—mae - —socossosoosoo 00:00:00:00:00:0£f
[wlem =000 coosooosoooooo 10

giEe—idp 0 coosoossoossos 10,0.1,10

Cgt=dp = = ——m—mm—m=——=== 10.0.1.20

LAG Destination member port

Lag 1 0/2

Packet fields:

greiee = ooosooosooosos 00:00:00:00:00:1a
dst-mae = —————————————— 00:00:00:00:00:1b
leam ~ oeeosssssosssso 10

gEEe=ip = =——=========== 10.0.1.10

Clgt=dp = = —=—=cco==o==== 10.0.1.20

LAG Destination member port

Lag 1 0/4

SHCEMaCHEESSS 00:00:00:00:00:1c
Clat=mae =  ==s=========== 00:00:00:00:00:1d
[lgm 0 —e=———=—s=—==== 10

gre=ijp = =  ——===—========= 10.0.1.10

Cee=dp @@ occoooooooooss 10.0.1.20

LAG Destination member port

Lag 1 0/3

4.15.102 show packet-trace port eth

Use this command to retrieve the trace profile for an ethernet packet created from the configured packet fields. The trace
profile indicates if the packet went out on LAG/ECMP route and also the corresponding member/link information.

Default None

Format show packet-trace port unit/slot/port eth
Mode Privileged EXEC

Example:

(Routing) # show packet-trace port 0/1 eth

LAG Destination member port

Lag 1 0/3

[AE coocoococoooooo000000c000000000000 3/1

il SEEEE000000000000000000000000006006060006000 0 Up
VG MOGIE 60 o o 00 00000000000000000000000000000000 Enabled
190 6 0 000 000000000000000000006000000060000000C Static
Porit=cnamnel MilR=1limnkSsccococooocoooconoososcoas 1

ilegel BRlame® Qi o oocoaoooaoca000000600060000 3
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(Src/Dest MAC, VLAN, EType, incoming port)

Mbr Device/ Port Port

Ports Timeout Speed Active

0/3 actor/long 10G Full True
partner/long

0/2 actor/long 10G Full True
partner/long

4.15.103 show packet-trace port ipv4

Use this command to retrieve the trace profile for an IPv4 packet created from the configured packet fields. The trace
profile indicates if the packet went out on LAG/ECMP route and also the corresponding member/link information. Note
that in order to get the trace profile for an IP packet, both the Ethernet and IP packet fields need to be configured.

Default None

Format show packet-trace port unit/slot/port ipvé
Mode Privileged EXEC

Example:

(Routing) # show packet-trace port 0/1 ipv4

ECMP Egress port Next Hop IP

10.0.0.2/16 0/4 3.3.3:3

via 3.3.3.3 on interface 0/4
via 2.2.2.2 on interface 0/5

4.15.104 show packet-trace port ipvé

Use this command to retrieve the trace profile for an IPv6 packet created from the configured packet fields. The trace
profile indicates if the packet went out on LAG/ECMP route and also the corresponding member/link information. Note
that in order to get the trace profile for an IP packet, both the ethernet and IP packet fields need to be configured.

Default None

Format show packet-trace port unit/slot/port ipvé6
Mode Privileged EXEC

Example:

(Routing) # show packet-trace port 0/1 udpvé

ECMP Egress port Next Hop IP

6001::200/64 0/4 8001::200

via 8001::200 on interface 0/32
via 7001::200 on interface 0/5

4.15.105 show packet-trace port tcpv4
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Use this command to get the egress LAG member port for a L3 IPv4 packet specified by the configured packet fields and
to get the egressing ECMP route link information (physical port) for a TCP-1Pv4 packet specified by the configured packet
fields. Note that, in order to get the trace profile for a TCP packet, the L2, L3, and L4 packet fields need to be configured.

Default None
Format show packet-trace port unit/slot/port tcpvé
Mode Privileged EXEC




LCOS SX'5.20

4 Utility Commands

4.15.106 show packet-trace port tcpvé

Use this command to retrieve the trace profile for a TCP-IPv6 packet created from the configured packet fields. The trace
profile indicates if the packet went out on LAG/ECMP route and also the corresponding member/link information. Note
that in order to get the trace profile for a TCP packet, the ethernet, IP and L4 packet fields need to be configured.

Default None
Format show packet-trace port unit/slot/port tcpvé
Mode Privileged EXEC

4.15.107 show packet-trace port udpv4

Use this command to retrieve the trace profile for a UDP-IPv4 packet created from the configured packet fields. The trace
profile indicates if the packet went out on LAG/ECMP route and also the corresponding member/link information. Note
that in order to get the trace profile for a UDP packet, the ethernet, IP and L4 packet fields need to be configured.

Default None
Format show packet-trace port unit/slot/port udpvi4
Mode Privileged EXEC

4.15.108 show packet-trace port udpv6

Use this command to retrieve the trace profile for a UDP-IPv4 packet created from the configured packet fields. The trace
profile indicates if the packet went out on LAG/ECMP route and also the corresponding member/link information. Note
that in order to get the trace profile for a UDP packet, the ethernet, IP and L4 packet fields need to be configured.

Default None
Format show packet-trace port unit/slot/port udpvé
Mode Privileged EXEC

4.15.109 clear packet-trace packet-data

Use this command to clear the configured packet header fields.

Format clear packet-trace packet-data

Mode Privileged EXEC

4.15.110 session start

Use this command to initiate a console session from the stack master to another unit in the stack, or from a member
unit to a manager or another member unit. During the session, troubleshooting and debugging commands can be issued
on the member unit, and the output displays the relevant information from the member unit specified in the session.
Commands are displayed on the member unit using the user help option ?.

Default Disabled
Format session start {unit unit-number | manager}
Mode Global Config

Parameter Description

unit Use to connect to the specified unit from the stack master.
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Parameter Description
manager Use to connect directly to the manager unit from any member unit without entering the manager's unit
number.

4.15.111 session stop

Use this command to terminate a session started from a manager to a member, a member to a member, or a member
to manager that was started with the session start command.

Default Disabled

Format session stop {unit unit-number | manager}

Mode Global Config

unit Use to disconnect from the specified unit from the stack master.

manager Use to disconnect from the manager unit from any member unit without entering the manager's unit
number.

4.15.112 watchdog clear

This command clears the watchdog settings and history and resets the timeout interval to the default value.

Format watchdog clear

Mode Privileged EXEC

4.15.113 watchdog disable

This command disables watchdog services. Watchdog is automatically changed (that is, no reboot is required).

Default Disabled
Format watchdog disable
Mode Privileged EXEC

4.15.114 watchdog enable

This command enables watchdog services. Watchdog services give LCOS SX the ability to recover when it is no longer
executing properly. When a recovery is attempted, debug information is saved and the switch is reset.

Default Disabled

Format watchdog enable

Mode Privileged EXEC
4.16 Cable Test Command

The cable test feature enables you to determine the cable connection status on a selected port.
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@ Note the following:
> The cable test feature is supported only for copper cable. It is not supported for optical fiber cable.
> If the port has an active link while the cable test is run, the link can go down for the duration of the test.

4.16.1 cablestatus

This command returns the status of the specified port.

Format cablestatus unit/slot/port

Mode Privileged EXEC

Field Description

Cable Status One of the following statuses is returned:

Normal: The cable is working correctly.

Open: The cable is disconnected or there is a faulty connector.

Cable Test Failed: The cable status could not be determined. The cable may in fact be working.

>

>

> Short: There is an electrical short in the cable.

>

> Crosstalk: There is crosstalk present on the cable.
>

No Cable: There is no cable present.

Cable Length If this feature is supported by the PHY for the current link speed, the cable length is displayed as
a range between the shortest estimated length and the longest estimated length. Note that if the
link is down and a cable is attached to a 10/100 Ethernet adapter, then the cable status may display
as Open or Short because some Ethernet adapters leave unused wire pairs unterminated or
grounded. Unknown is displayed if the cable length could not be determined.

4.17 Link Debounce Commands

In network deployments where the switch detects random spurious link flaps, network performance is affected due to
the frequent unwanted re-convergence of topology for protocols like spanning tree, OSPF, and link aggregation.

The link debounce feature tries to solve this problem by delaying the link-down event notification to applications by
waiting for a configurable duration of time known as the debounce time. During this time, the link may cycle through
down-and-up states several times before it finally settles down. If the link goes down (and stays down), applications are
notified after the debounce time period expires; otherwise it is ignored.

4.17.1 link debounce time

This command sets the duration of the link debounce timer. The link debounce timer starts when a link-down event
occurs on an interface and runs for the configured amount of milliseconds. While the timer is running, any link flaps (up
and down cycles) are ignored, and no link-down notifications are sent to higher-layer applications. After the debounce
timer expires, if the link is still down, notifications are sent. The value for mi11iseconds is from 100 to 5000 in a

multiple of 100 milliseconds.

Default 0 (No timer)link
Format link debounce time milliseconds
Mode Interface Config
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4.17.1.1 no link debounce time

This command resets the duration of the link debounce timer to the default value, effectively disabling the timer.

Format no link debounce time milliseconds

Mode Interface Config

4.17.2 show interface debounce

This command displays the configured debounce time and occurrences of link flaps for all interfaces.

Format show interface debounce

Mode Privileged EXEC

Parameter Definition

Interface The physical port, LAG, or CPU interface associated with the rest of the data in the row.
Debounce Time The time, in milliseconds, to delay a link-down event notification to applications after a link-down

event occurs on the interface. If the link goes down (and stays down), applications are notified
after the debounce time period expires; otherwise it is ignored. While the debounce timer is running,
link flaps (up and down cycles) are counted but ignored.

Flaps The number of link flaps (up and down cycles) the interface experienced while the debounce time
was running.

Example: The following shows example CLI display output for the command.

(Routing) #show interface debounce
Interface Debounce Time (ms) Flaps
0/1 0
0/2 0
0/3 0
0/4 0
0/5 0
0/6 0
0/7 0
0/8 0
0/9 0
0/10 0
0/11 0
0/12 0
--More-- or (qg)uit

4.18 sFlow Commands

sFlow is the standard for monitoring high-speed switched and routed networks. sFlow technology is built into network
equipment and gives complete visibility into network activity, enabling effective management and control of network
resources.

4.18.1 sflow poller

A data source configured to collect counter samples is called a poller. Use this command to enable a new sFlow poller
instance on an interface or range of interfaces for this data source if rcvr idxis valid.

Format sflow poller {rcvr-indx | interval poll-interval}

Mode Interface Config
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Field Description

Receiver Index

Enter the sFlow Receiver associated with the sampler/poller. A value of zero (0) means that no
receiver is configured. The range is 1-8. The default is 0.

Poll Interval

Enter the sFlow instance polling interval. A poll interval of zero (0) disables counter sampling. When
set to zero (0), all the poller parameters are set to their corresponding default value. The range is
0-86400. The default is 0. A value of N means once in N seconds a counter sample is generated.

@ The sFlow task is heavily loaded when the sFlow polling interval is configured at the minimum value (i.e., one
second for all the sFlow supported interfaces). In this case, the sFlow task is always busy collecting the counters
on all the configured interfaces. This can cause the device to hang for some time when the user tries to configure
or issue show sFlow commands. To overcome this situation, sFlow polling interval configuration on an interface
or range of interfaces is controlled as mentioned below:

1. The maximum number of allowed interfaces for the polling intervals max (1, (interval - 10)) to min ((interval
+ 10), 86400) is interval * 5.

2. For every one second increment in the polling interval that is configured, the number of allowed interfaces
that can be configured increases by 5.

4.18.1.1 no sflow poller

Use this command to reset the sFlow poller instance to the default settings.

Format

Mode

no sflow poller [interval]

Interface Config

4.18.2 sflow receiver

Use this command to configure the sFlow collector parameters (owner string, receiver timeout, max datagram size, IP
address, and port).

Format

Mode

sflow receiver rcvr idx {owner owner-string timeout rcvr timeout |

maxdatagram size | ip ip | port port}

Global Config

Parameter Description

Receiver Owner

The identity string for the receiver, the entity making use of this sFlowRcvrTable entry. The range
is 127 characters. The default is a null string. The empty string indicates that the entry is currently
unclaimed and the receiver configuration is reset to the default values. An entity wishing to claim
an sFlowRcvrTable entry must ensure that the entry is unclaimed before trying to claim it. The entry
is claimed by setting the owner string to a non-null value. The entry must be claimed before
assigning a receiver to a sampler or poller.

Receiver Timeout The time, in seconds, remaining before the sampler or poller is released and stops sending samples
to receiver. A management entity wanting to maintain control of the sampler is responsible for
setting a new value before the old one expires. The allowed range is 0-2147488647 seconds. The
default is zero (0).

No Timeout The configured entry will be in the config until you explicitly removes the entry.

Receiver Max Datagram Size | The maximum number of data bytes that can be sent in a single sample datagram. The management

entity should set this value to avoid fragmentation of the sFlow datagrams. The allowed range is
200 to 9116). The default is 1400.
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Parameter Description

Receiver IP The sFlow receiver IP address. If set to 0.0.0.0, no sFlow datagrams will be sent. The default is
0.0.0.0.
Receiver Port The destination Layer4 UDP port for sFlow datagrams. The range is 1-65535. The default is 6343.

4.18.2.1 no sflow receiver

Use this command to set the sFlow collector parameters back to the defaults.

Format no sflow receiver rcvr idx {owner owner-string timeout rcvr timeout |
maxdatagram size | ip ip | port port}
Mode Global Config

4.18.3 sflow receiver owner timeout

Use this command to configure a receiver as a timeout entry. As the sFlow receiver is configured as a timeout entry,
information related to sampler and pollers are also shown in the running-config and are retained after reboot.

If a receiver is configured with a specific value, these configurations will not be shown in running-config. Samplers and
pollers information related to this receiver will also not be shown in running-config.

Format sflow receiver index owner owner-string timeout

Mode Global Config

Field Description

index Receiver index identifier. The range is 1 to 8.

Receiver Owner The owner name corresponds to the receiver name. The identity string for the receiver, the entity

making use of this sFlowRcvrTable entry. The range is 127 characters. The default is a null string.
The empty string indicates that the entry is currently unclaimed and the receiver configuration is
reset to the default values. An entity wishing to claim an sFlowRcvrTable entry must ensure that
the entry is unclaimed before trying to claim it. The entry is claimed by setting the owner string to
a non-null value. The entry must be claimed before assigning a receiver to a sampler or poller.

4.18.4 sflow receiver owner notimeout
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Use this command to configure a receiver as a non-timeout entry. Unlike entries configured with a specific timeout value,
this command will be shown in show running-config and retained after reboot. As the sFlow receiver is configured as a
non- timeout entry, information related to sampler and pollers will also be shown in the running-config and will be
retained after reboot.

If a receiver is configured with a specific value, these configurations will not be shown in running-config. Samplers and
pollers information related to this receiver will also not be shown in running-config.

Format sflow receiver index owner owner-string notimeout
Mode Global Config
Description
index Receiver index identifier. The range is 1 to 8.
Receiver Owner The owner name corresponds to the receiver name. The identity string for the receiver, the entity

making use of this sFlowRcvrTable entry. The range is 127 characters. The default is a null string.
The empty string indicates that the entry is currently unclaimed and the receiver configuration is
reset to the default values. An entity wishing to claim an sFlowRcvrTable entry must ensure that
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Description

the entry is unclaimed before trying to claim it. The entry is claimed by setting the owner string to
a non-null value. The entry must be claimed before assigning a receiver to a sampler or poller.

4.18.5 sflow remote-agent ip

Use this command to assign an IPv4 address to a remote agent. When sFlow hardware sampling is enabled, the switch/
hardware sends sampled packets encapsulated in sFlow custom packet to this IP address.

Default 0.0.0.0
Format sflow remote-agent index ip ipv4-address
Mode Global Config

4.18.5.1 no sflow remote-agent ip

Use this command to remove the remote agent IPv4 address.

Format no sflow remote-agent index ip

Mode Global Config

4.18.6 sflow remote-agent monitor-session

Use this command to assign the monitor ID (MTP) for the remote agent session. The destination port is an outgoing
interface for sFlow sampled packets. The sflow sampled packets are sent to all the configured destination ports, irrespective
of monitor session index.

Default 0 for both monitor session and destination port

Format sflow remote-agent index monitor-session session id range 1-4 destination

interface unit/slot/port

Mode Global Config

4.18.6.1 no sflow remote-agent monitor-session

This command removes the remote-agent configuration.

Format no sflow remote-agent index monitor-session

Mode Global Config

4.18.7 sflow remote-agent port

This command configures the destination UDP port for the remote-agent.

Default 16343
Format sflow remote-agent index port value
Mode Global Config

4.18.7.1 no sflow remote-agent port

This command removes remote agent port configuration.

Format no sflow remote-agent port
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| Mode Global Config

4.18.8 sflow remote-agent source-interface

Use this command to specify the physical or logical interface to use as the sFlow client source interface for the
remote-agent. If configured, the address of source interface is used for all sFlow communications between the sFlow
receiver and the sFlow client. Otherwise, there is no change in behavior. If the configured interface is down, the sFlow
client falls back to normal behavior.

Format sflow remote-agent source-interface {unit/slot/port | loopback

loopback-id | tunnel tunnel-id | vlan vlan-id}

Mode Global Config

4.18.8.1 no sflow remote-agent source-interface

Use this command to reset the sFlow source interface for the remote-agent to the default settings.

Format no sflow remote-agent port

Mode Global Config

4.18.9 sflow sampler

A data source configured to collect flow samples is called a poller. Use this command to configure a new sFlow sampler
instance on an interface or range of interfaces for this data source if rcvr idxis valid.

Format sflow sampler {rcvr-indx | rate sampling-rate | maxheadersize size}
Mode Interface Config

Field Description

Receiver Index The sFlow Receiver for this sFlow sampler to which flow samples are to be sent. A value of zero

(0) means that no receiver is configured, no packets will be sampled. Only active receivers can be
set. If a receiver expires, then all samplers associated with the receiver will also expire. Possible
values are 1-8. The default is 0.

Maxheadersize The maximum number of bytes that should be copied from the sampler packet. The range is 20-256.
The default is 128. When set to zero (0), all the sampler parameters are set to their corresponding
default value.

Sampling Rate The statistical sampling rate for packet sampling from this source. A sampling rate of 1 counts all
packets. A value of zero (0) disables sampling. A value of N means that out of N incoming packets,
1 packet will be sampled. The range is 1024-65536 and 0. The default is 0.

4.18.9.1 no sflow sampler

Use this command to reset the sFlow sampler instance to the default settings.

Format no sflow sampler {rcvr-indx | rate sampling-rate | maxheadersize size}

Mode Interface Config

4.18.10 sflow sampler rate

Use this command to set the sampling rate for ingress/egress/flow-based sampling on this interface.

| Default 0 for the ingress sampling rate.
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Format sflow sampler rate value {ingress | egress | flow-based}

Mode Interface Config

4.18.10.1 no sflow sampler rate

Use this command to remove the sampling rate for ingress/egress/flow-based sampling on this interface.

Format no sflow sampler rate value {ingress | egress | flow-based}

Mode Interface Config

4.18.11 sflow sampler remote-agent

Use this command to enable a new sFlow sampler remote agent instance for this data source.

Default None
Format sflow sampler remote-agent index
Mode Interface Config

4.18.11.1 no sflow sampler remote-agent

Use this command to disable an sFlow sampler remote agent instance for this data source.

Format no sflow sampler remote-agent

Mode Interface Config

4.18.12 sflow source-interface

Use this command to specify the physical or logical interface to use as the sFlow client source interface. If configured,
the address of source Interface is used for all sFlow communications between the sFlow receiver and the sFlow client.

Otherwise there is no change in behavior. If the configured interface is down, the sFlow client falls back to normal
behavior.

Format sflow source-interface {unit/slot/port | loopback loopback-id | tunnel

tunnel-id | vlan vlan-id}

Mode Global Config

Parameter Description

unit/slot/port VLAN or port-based routing interface.

loopback-id Configures the loopback interface to use as the source IP address. The range of the loopback ID
isOto7.

tunnel-id Configures the tunnel interface to use as the source IP address. The range of the tunnel ID is 0 to
7.

vlan-id Configures the VLAN interface to use as the source IP address. The range of the VLAN ID is 1 to
4093.

4.18.12.1 no sflow source-interface

Use this command to reset the sFlow source interface to the default settings.

Format no sflow source-interface
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| Mode Global Config

4.18.13 show sflow agent

The sFlow agent collects time-based sampling of network interface statistics and flow-based samples. These are sent to
the configured sFlow receivers. Use this command to display the sFlow agent information.

Format show sflow agent

Mode Privileged EXEC

Field Description

sFlow Version Uniquely identifies the version and implementation of this MIB. The version string must have the following

structure: MIB Version; Organization; Software Revision where:
> MIB Version: 5.0, the version of this MIB.
> Organization: LANCOM

> Revision: 1.0

IP Address The IP address associated with this agent.

Example: The following shows example CLI display output for the command.
(switch) #show sflow agent

SIFLEY VERESLER o 000000000000000000000000000000000 5.0;LANCOM;1.0
112 AClElE@88 0 0000000000000 00c00000000000000000a0 10.131.12.66

4.18.14 show sflow pollers

Use this command to display the sFlow polling instances created on the switch. Use “-" for range.

Format show sflow pollers

Mode Privileged EXEC

Poller Data Source The sFlowDataSource (slot/port) for this sFlow sampler. This agent will support Physical ports only.

Receiver Index The sFlowReceiver associated with this sFlow counter poller.

Poller Interval The number of seconds between successive samples of the counters associated with this data
source.

4.18.15 show sflow receivers

Use this command to display configuration information related to the sFlow receivers.

Format show sflow receivers [index]

Mode Privileged EXEC

Parameter Description

Receiver Index The sFlow Receiver associated with the sampler/poller.

Owner String The identity string for receiver, the entity making use of this sFlowRcvrTable entry.

Time Out The time (in seconds) remaining before the receiver is released and stops sending samples to sFlow
receiver. The no timeout value of this parameter means that the sFlow receiver is configured as
a non- timeout entry.
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Parameter Description

Max Datagram Size The maximum number of bytes that can be sent in a single sFlow datagram.

Port The destination Layer4 UDP port for sFlow datagrams.

IP Address The sFlow receiver IP address.

Address Type The sFlow receiver IP address type. For an IPv4 address, the value is 1 and for an IPv6 address, the
value is 2.

Datagram Version The sFlow protocol version to be used while sending samples to sFlow receiver.

Example: The following shows example CLI display output for the show sflow receivers command.

(switch) #show sflow receivers 1

[REERIVEE ImEIE5E0 56 005500000000000000066000060000 1
OWNEY SErING. .ttt ieenteeneeeneeeneeeneneens tulasi
32 @WE o6 0 0000000000500000000000000000000000000 0

1612 e AEEIB 6 000 6 00 6 80000006000 A0000030003003000 0.0.0.0
I2Glelz@E8® M@0 0 000000000000000000000600006000060000 1

PO 0 6000000000000000000000000006000000600000000 6343
Datagram VerSion. .. ...t ie et ieeneieeneeenenens 5
iEszilnmmm DEEAEEEN SiLZ@0 0 cooooooocooooooocoonoona 1400

Example: The following examples show CLI display output for the command when a receiver is configured as a non-timeout
entry.

(Routing) #show sflow receivers

Rcvr Owner Timeout Max Dgram Port IP Address
Indx String Size

1 tulasi No Timeout 1400 6343 0.0.0.0
2 0 1400 6343 0.0.0.0
3 0 1400 6343 0.0.0.0
4 0 1400 6343 0.0.0.0
5 0 1400 6343 0.0.0.0
6 0 1400 6343 0.0.0.0
7 0 1400 6343 0.0.0.0
8 0 1400 6343 0.0.0.0
(Routing) #show sflow receivers 1

[ReERlvEE IHEIERo ccoocoooo00000000000000000000000 1

(OREE SEEILDE 0 00 0000000060000600006000060000600060900 tulasi

32 @UE o6 0 00000000009000000000000000006000000000 No Timeout

T? AClElEE888 00 0000000000000000000000000000000000 0.0.0.0

2elele@E® MY®E 0 0ocooo00000000000000000000000060000 1

IPOEE 6 0 000000000000000006000600006000000060000000 6343

DRiEEEEEm WEESILEIN 6 6 0 000060 0000000600060006060000000 5

Eszilniuhn DEVEAEERN Si1%E0 0 coooo0ooccoo0oo0cco0n0000 1400

4.18.16 show sflow remote-agents

Use this command to display the details for configured sFlow remote agents.

Format show sflow remote-agents
Mode Privileged EXEC

Example:

(Routing) (Config)#show sflow remote-agents

Rem Agent Port IP Address Monitor Dest.
Index Session Port
1 16343 Lollodold 1 0/4
2 26343 208011 2 0/8
B 16343 0.0.0.0

4 16343 0.0.0.0
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4.18.17 show sflow remote-agents source-interface

Use this command to display the source

interface configured on the switch for the sFlow remote agent.

Format show sflow remote-agents
Mode Privileged EXEC
Example:

(Routing) #show sflow remote-agents source-interface

sFlow Remote Agent Source Interface

sFlow Remote Agent Client Source IPv4 Address..

4.18.18 show sflow samplers

serviceport

10.130.86.191 [Up]

Use this command to display the sFlow sampling instances created on the switch.

Format

Mode Privileged EXEC

show sflow samplers

Sampler Data Source

Field Description

The sFlowDataSource (slot/port) for this sFlow sampler. This agent will support Physical
ports only.

Receiver Index

The sFlowReceiver configured for this sFlow sampler.

Remote Agent

The remote agent instance index number.

Ingress Sampling Rate

The sampling rate for the ingress.

Flow Sampling Rate

The statistical sampling rate for packet sampling from this source.

Egress Sampling Rate

The sampling rate for the egress.

Max Header Size

The maximum number of bytes that should be copied from a sampled packet to form
a flow sample.

Example:

(Routing) (Config)#show sflow samplers

Sampler Receiver Remote Ingress Flow Egress Max
Data Index Agent Sampling Sampling Sampling Header
Source Rate Rate Rate Size
0/1 1 2 1024 2048 4096 128

4.18.19 show sflow source-interface

Use this command to display the sFlow source interface configured on the switch.

Format

Mode Privileged EXEC

show sflow source-interface

sFlow Client Source Interface

Field Description

The interface ID of the physical or logical interface configured as the sFlow client source
interface.

sFlow Client Source IPv4 Address

The IP address of the interface configured as the sFlow client source interface.
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Example: The following shows example CLI display output for the command.

(Routing) #show sflow source-interface

sFlow Client Source Interface.................. (not configured)

4.19 Switch Database Management Template Commands

4 Utility Commands

A Switch Database Management (SDM) template is a description of the maximum resources a switch or router can use
for various features. Different SDM templates allow different combinations of scaling factors, enabling different allocations
of resources depending on how the device is used. In other words, SDM templates enable you to reallocate system

resources to support a different mix of features based on your network requirements.

@ If you attach a unit to a stack and its template does not match the stack's template, the new unit will automatically
reboot using the template used by other stack members. To avoid the automatic reboot, you may first set the
template to the template used by existing members of the stack. Then power off the new unit, attach it to the
stack, and power it on.

4.19.1 sdm prefer

Use this command to change the template that will be active after the next reboot. The keywords are as follows:

> dual-ipv4-and-ipvé — Filters subsequent template choices to those that support both IPv4 and IPv6. The

default template maximizes the number of IPv4 and IPv6 unicast routes, while limiting the number of ECMP next
hops in each route to 4. The data-center template support increases the number of ECMP next hops to 32. The
alpmand alpm-mpls-data-center templates accommodate larger routes. The values for the alpm and

alpm-mpls-data-center templates are shown below:

dual-ipv4-and-ipv6 alpm:

JARD IHREEILES 0 00000000000006006000000006000006000600 2560
1274l UnilEaSiE ROWEERS 0 co0o0000000000000060000000000 32768
126 NDIP BaEElE®Scconoooncooncconocoocconcos0000 2560
IPy6 Unieast ReMEESoooocosccconcoosconcconcooncoa 24576
[TC2 NEPRE BlO®Sc 0 cocncocncocncocncocnc0006000600 48
IPv4 Multicast ROULES......ceeeteereeeencenneas 0
1L2y6 Nnleleasit REUEEScooooo00000000000000000000 0

dual-ipv4-and-ipv6 alpm-mpls-data-center:

JARP WREELES 0 0 coocooocoooco000000000000000000000 2560
P74 UnilERaSiE REWEERS 00 00000000000006006000006000600 32768
126 WP BaEEl@Scconoo0000000000000000000000000 2560
1IPYy6 Unieadt ROWEESooooooconcconoconccon0000000 24576
[ZCT2 NEPRE Ble®Sc 0 cocncocncoocnco0n0000000000000600 16
IPv4 Multicast Routesh..... . . oo oaioea... 0
1276 NullEleaSit ROUERS 0000 00000000000600000000600 0

ipv4-routing — Filters subsequent template choices to those that support IPv4, and not IPv6. The IPv4-routing
default template maximizes the number of IPv4 unicast routes, while limiting the number of ECMP next hops in
each route to 4. The data-center default template supports increases the number of ECMP next hops to
32 and reduces the number of routes. The data-center plus template increases the number of ECMP next
hops to 32 while keeping the maximum IPv4 routes.

@ After setting the template, you must reboot in order for the configuration change to take effect.

| Default ipv4-routing data-center plus

319



LCOS SX'5.20

4 Utility Commands

Format sdm prefer {dual-ipv4-and-ipv6 {default | data-center | alpm |
alpm-mpls-data-center} | ipv4-routing {default | {data-center {default
| plus}}}

Mode Global Config

4.19.1.1 no sdm prefer

Use this command to revert to the default template after the next reboot.

Format no sdm prefer

Mode Global Config

4.19.2 show sdm prefer

Use this command to view the currently active SDM template and its scaling parameters, or to view the scaling parameters
for an inactive template. When invoked with no optional keywords, this command lists the currently active template and
the template that will become active on the next reboot, if it is different from the currently active template. If the system
boots with a non-default template, and you clear the template configuration, either using no sdm prefer or by

deleting the startup configuration, show sdm prefer lists the default template as the next active template. To list
the scaling parameters of a specific template, use that template's keyword as an argument to the command.

Use the optional keywords to list the scaling parameters of a specific template.

Format show sdm prefer [dual-ipv4-and-ipvé6 {default | data-center | alpm |

alpm-mpls-data-center} | ipvé4-routing {default | data-center {default

| plus}} 1]
Mode Privileged EXEC
dual-ipv4-and-ipv6 default (Optional) List the scaling parameters for the template supporting IPv4 and IPv6.
dual-ipv4-and-ipv6 data-center (Optional) List the scaling parameters for the Dual IPv4 and IPv6 template supporting
more ECMP next hops.
dual-ipv4-and-ipv6 alpm (Optional) Lists the scaling parameters for the alpm template.

dual-ipv4-and-ipv6 alpm-mpls-data-center | (Optional) Lists the scaling parameters for the alpm-mpls-data- center template.

ipv4-routing default (Optional) List the scaling parameters for the IPv4-only template maximizing the number
of unicast routes.

ipv4-routing data-center default (Optional) List the scaling parameters for the IPv4-only template supporting more ECMP
next hops.

ipv4-routing data-center plus (Optional) List the scaling parameters for the IPv4-only template maximizing the number

of unicast routes and also supporting more ECMP next hops.

Field Description

ARP Entries The maximum number of entries in the IPv4 Address Resolution Protocol (ARP) cache for routing
interfaces.

IPv4 Unicast Routes The maximum number of IPv4 unicast forwarding table entries.

IPv6 NDP Entries The maximum number of IPv6 Neighbor Discovery Protocol (NDP) cache entries.

IPv6 Unicast Routes The maximum number of IPv6 unicast forwarding table entries.
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Description

ECMP Next Hops The maximum number of next hops that can be installed in the IPv4 and IPv6 unicast forwarding
tables.

Example: This example shows the current SDM template. The user has not changed the next active SDM template.

(router) #show sdm prefer

The current template is the Dual IPv4 and IPv6 template.

VARI® IEMEFLAES 0 0 005000000000000000000066006060000000 4096
L2vd UnileasiE REUEESooooocoocoo0cco0000000000000 8160
LPyE WD HAtEilESoonocooscooncooocosoconnosoocoan 1024
L2w6E Unilcasit ReUEESoooocconcooocconconnoooscaas 4096
T2 NESEE BIB9S0 0 0 0 000 0000000000000000006000060000 4

Now the user sets the next active SDM template.

(router) # configure
(router) (Config) # sdm prefer ipvéd-only data-center

Changes to the running SDM preferences have been stored, but cannot take effect until the next reload.
Use 'show sdm prefer' to see what SDM preference is currently active.

(router) # show sdm prefer

The current template is the dual IPv4 and IPv6 template.

VARI® EEFAES 0 6 00050500000000000000000060006000000 4096
1L2vd Unileasit REUEESoooooco0co00cc00c000000000 8160
LPyE WDP HAtEilESooonocooscconcooocosooconnosnooo 1024
L2y6E Unilcasit ReUEESoooocconcooocconconnoonsoa 4096
T2 NESKE B80S0 c c oo cooocoooconoc0000000000000 4

On the next reload, the template will be the IPv4 data center template.

To list the scaling parameters for the data center template, invoke the command with the ipv4-only data-center
keywords.

(router) # show sdm prefer ipv4-only data-center

Scaling parameters for the IPv4 data center template:

VARP BAERL@S0 0 00000000000000000000006000000000 4096
LPvd Unilcast ReUEESoooococoncoooccooconnoonsoa 8160
L2wE NDP TAEELES0 000000000 ccco0ccoocoos00000a 0
L2v6 UnlERSE REUEETo00000000000000000000600000 0
ECMP NeXt HOPS . et tetntnenenenenenenenennnnns 32

4.20 Green Ethernet Commands
This section describes the commands you use to configure Green Ethernet modes on the system. The purpose of the
Green Ethernet features is to save power. LCOS SX software supports the following three Green Ethernet modes:
> Energy-detect mode
> Short-reach mode

> Energy-efficient Ethernet (EEE) mode

@ Support for each Green Ethernet mode is platform dependent. The features and commands described in this
section might not be available on your switch.
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4.20.1 green-mode energy-detect

Use this command to enable energy-detect mode on an interface or on a range of interfaces. With this mode enabled,
when the port link is down, the port automatically powers down for short period of time and then wakes up to check
link pulses. In energy-detect mode, the port can perform auto-negotiation and consume less power when no link partner
is present.

Default Disabled
Format green-mode energy-detect
Mode Interface Config

4.20.1.1 no green-mode energy-detect

Use this command to disable energy-detect mode on the interface(s).

Format no green-mode energy-detect

Mode Interface Config

4.20.2 green-mode short-reach

Use this command to enable short reach mode on an interface or on a range of interfaces. Short-reach mode enables
the port to enter low-power mode if the length of the cable is less than 10m. Use the auto keyword to enable short-reach

mode automatically on detection of cable length less than 10m, and/or use the force keyword to force the port into

short-reach mode.

@ The green-mode short-reach command allows you to enable both forced and auto short-reach modes

simultaneously, but auto mode is practically ineffective when force mode is also enabled on the interface.

Default Disabled
Format green-mode short-reach {[auto] [force]}
Mode Interface Config

4.20.2.1 no green-mode short-reach

Use this command to disable short-reach mode on the interface(s).

Format no green-mode short-reach {[auto] [force]}

Mode Interface Config

4.20.3 green-mode eee
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Use this command to enable EEE low-power idle mode on an interface or on a range of interfaces. The EEE mode enables
both send and receive sides of the link to disable some functionality for power saving when lightly loaded. The transition
to EEE low-power mode does not change the port link status. Frames in transit are not dropped or corrupted in transition
to and from this mode.

Default Disabled
Format green-mode eee
Mode Interface Config
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4.20.3.1 no green-mode eee

Use this command to disable EEE mode on the interface(s).

Format no green-mode eee

Mode Interface Config

4.20.4 green-mode eee tx-idle-time

Use this command to configure the EEE mode transmit idle time for an interface or range of interfaces. The idle time is
in microseconds. The transmit idle time is the amount of time the port waits before moving to the MAC TX transitions
to the LPI state.

@ This command is not available on all systems, even if EEE mode is supported.

Default 0
Format green-mode eee tx-idle-time 0-4294977295
Mode Interface Config

4.20.4.1 no green-mode eee tx-idle-time

Use this command to return the EEE idle time to the default value.

Format no green-mode eee tx-idle-time

Mode Interface Config

4.20.5 green-mode eee tx-wake-time

Use this command to configure the EEE mode transmit wake time for an interface or range of interfaces. The wake time
is in microseconds. The transmit wake time is the amount of time the switch must wait to go back to the ACTIVE state
from the LPI state when it receives a packet for transmission.

@ This command is not available on all systems, even if EEE mode is supported.

Default 0
Format green-mode eee tx-wake-time 0-65535
Mode Interface Config

4.20.5.1 no green-mode eee tx-wake-time

Use this command to return the EEE wake time to the default value.

Format no green-mode eee tx-wake-time

Mode Interface Config

4.20.6 green-mode eee-lpi-history sampling-interval

Use this command to configure global EEE LPI history collection interval for the system. The value specified in this
command is applied globally on all interfaces in the switch or stack of switches. The sampling interval unit is seconds.
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@ The sampling interval takes effect immediately; the current and future samples are collected at this new sampling

interval.
Default 3600 seconds
Format green-mode eee-lpi-history sampling-interval 30-36000
Mode Global Config

4.20.6.1 no green-mode eee-Ipi-history sampling-interval

Use this command to return the global EEE LPI history collection interval to the default value.

Format no green-mode eee-lpi-history sampling-interval

Mode Global Config

4.20.7 green-mode eee-Ipi-history max-samples

Use this command to configure global EEE LPI history collection buffer size for the system. The value specified in this
command is applied globally on all interfaces in the switch or stack of switches.

Default 168
Format green-mode eee-lpi-history max-samples 1-168
Mode Global Config

4.20.7.1 no green-mode eee-Ipi-history max-samples

Use this command to return the global EEE LPI history collection buffer size to the default value.

Format no green-mode eee-lpi-history max-samples

Mode Global Config

4.20.8 show green-mode

Use this command to display the green-mode configuration and operational status on all ports or on the specified port.

@ The fields that display in the show green-mode command output depend on the Green Ethernet modes
available on the hardware platform.

Format show green-mode [unit/slot/port]

Mode Privileged EXEC

If you do not specify a port, the command displays the information in the following table.

Term Definition

Global

Cumulative Energy Saving per Stack Estimated Cumulative energy saved per stack in (Watts * hours) due to all green modes
enabled

Current Power Consumption per Stack Power Consumption by all ports in stack in mWatts.

Power Saving Estimated Percentage Power saved on all ports in stack due to Green mode(s) enabled.
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Term Definition

Unit

Unit Index of the stack member

Green Ethernet Features supported

List of Green Features supported on the given unit which could be one or more of the
following: Energy-Detect (Energy Detect), Short-Reach (Short Reach), EEE (Energy Efficient
Ethernet), LPI-History (EEE Low Power Idle History), LLDP-Cap-Exchg (EEE LLDP Capability
Exchange), Pwr-Usg-Est (Power Usage Estimates).

Energy Detect

Energy-detect Config

Energy-detect Admin mode is enabled or disabled

Energy-detect Opr

Energy detect mode is currently active or inactive. The energy detect mode may be
administratively enabled, but the operational status may be inactive.

Short Reach

Short-Reach-Config auto

Short reach auto Admin mode is enabled or disabled

Short-Reach-Config forced

Short reach forced Admin mode is enabled or disabled

Short-Reach Opr

Short reach mode is currently active or inactive. The short-reach mode may be
administratively enabled, but the operational status may be inactive.

EEE

EEE Config

EEE Admin Mode is enabled or disabled.

Example: The following shows example CLI display output for on a system that supports all Green Ethernet features.

(Routing) #show green-mode

Current Power Consumption (mW).............. 11172

Power Saving (&) ... ..t 10

Cumulative Energy Saving /Stack (W * H)... 10

Unit Green Ethernet Features Supported

1 Energy-Detect Short-Reach EEE LPI-History LLDP-Cap-Exchg Pwr-Usg-Est

Interface Energy-Detect Short-Reach-Config Short-Reach EEE
Config Opr Auto Forced Opr Config

1/0/1 Enabled Active Enabled Disabled Inactive Enabled

1/0/2 Enabled Active Enabled Disabled Inactive Enabled

1/0/3 Enabled Active Enabled Disabled Inactive Enabled

1/0/4 Enabled Active Enabled Disabled Inactive Enabled

1/0/5 Enabled Active Enabled Disabled Inactive Enabled

1/0/6 Enabled Active Enabled Disabled Inactive Enabled

1/0/7 Enabled Active Enabled Disabled Inactive Enabled

--More-- or (g)uit

If you specify the port, the command displays the information in the following table.

Term Definition

Energy Detect

Energy-detect admin mode Energy-detect mode is enabled or disabled

Energy-detect operational status Energy detect mode is currently active or inactive. The energy-detect mode may be
administratively enabled, but the operational status may be inactive. The possible reasons

for the status are described below.

Reason  for  Energy-detect  current

operational status

The energy detect mode may be administratively enabled, but the operational status
may be inactive for one of the following reasons:

> Port is currently operating in the fiber mode
> Linkis up.
> Admin Mode Disabled
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If the energy-detect operational status is active, this field displays No energy detected.

Definition

Short Reach

Short-reach auto Admin mode

Short reach auto mode is enabled or disabled

Short-reach force Admin mode

Short reach force mode is enabled or disabled

Short reach operational status

short reach mode is currently active or inactive. The short-reach mode may be
administratively enabled, but the operational status may be inactive.

Reason for Short Reach current operational
status

The short-reach mode may be administratively enabled, but the operational status may
be inactive for one of the following reasons:

> Long cable >10m

> Link Down

> Fiber

> Admin Mode Disabled

> Not At GIG speed

> Cable length Unknown

If the short reach operational status is active, this field displays one of the following
reasons:

> Short cable < 10m

> Forced

EEE

EEE Admin Mode

EEE Admin Mode is enabled or disabled.

Transmit Idle Time

It is the time for which condition to move to LPI state is satisfied, at the end of which
MAC TX transitions to LPI state. The Range is (0 to 429496729). The Default value is 0

Transmit Wake Time

It is the time for which MAC / switch has to wait to go back to ACTIVE state from LPI
state when it receives packet for transmission. The Range is (0 to 65535).The Default
value is 0.

Rx Low Power Idle Event Count

This field is incremented each time MAC RX enters LP IDLE state. Shows the total number
of Rx LPI Events since EEE counters are last cleared.

Rx Low Power Idle Duration ( Sec)

This field indicates duration of Rx LPI state in 10 s increments. Shows the total duration
of Rx LPI since the EEE counters are last cleared.

Tx Low Power Idle Event Count

This field is incremented each time MAC TX enters LP IDLE state. Shows the total number
of Tx LPI Events since EEE counters are last cleared.

Tx Low Power Idle Duration ( Sec)

This field indicates duration of Tx LPI state in 10 s increments. Shows the total duration
of Tx LPI since the EEE counters are last cleared.

Tw_sys_tx ( Sec)

Integer that indicates the value of Tw_sys that the local system can support. This value
is updated by the EEE DLL Transmitter state diagram.

Tw_sys_tx Echo ( Sec)

Integer that indicates the remote system's Transmit Tw_sys that was used by the local
system to compute the Tw_sys that it wants to request from the remote system.

Tw_sys_rx ( Sec)

Integer that indicates the value of Tw_sys that the local system requests from the remote
system. This value is updated by the EEE Receiver L2 state diagram.

Tw_sys_rx Echo ( Sec)

Integer that indicates the remote systems Receive Tw_sys that was used by the local
system to compute the Tw_sys that it can support.

Fallback Tw_sys ( Sec)

Integer that indicates the value of fallback Tw_sys that the local system requests from
the remote system.
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Term Definition

Remote Tw_sys_tx ( Sec)

Integer that indicates the value of Tw_sys that the remote system can support.

Remote Tw_sys_tx Echo ( Sec)

Integer that indicates the value Transmit Tw_sys echoed back by the remote system.

Remote Tw_sys_rx ( Sec)

Integer that indicates the value of Tw_sys that the remote system requests from the
local system.

Remote Tw_sys_rx Echo ( Sec)

Integer that indicates the value of Receive Tw_sys echoed back by the remote system.

Remote FallbackTw_sys ( Sec)

Integer that indicates the value of fallback Tw_sys that the remote system is advertising.

Tx_dll_enabled Initialization status of the EEE transmit Data Link Layer management function on the
local system.

Tx_dll_ready Data Link Layer ready: This variable indicates that the TX system initialization is complete
and is ready to update/receive LLDPDU containing EEE TLV. This variable is updated by
the local system software.

Rx_dll_enabled Status of the EEE capability negotiation on the local system.

Rx_dll_ready Data Link Layer ready: This variable indicates that the RX system initialization is complete

and is ready to update/receive LLDPDU containing EEE TLV. This variable is updated by
the local system software.

Cumulative Energy Saving

Estimated Cumulative energy saved on this port in (Watts x hours) due to all green
modes enabled

Time Since Counters Last Cleared

Time Since Counters Last Cleared (since the time of power up, or after the clear

eee statistics command is executed)

Example: The following shows example CLI display output for on a system that supports all Green Ethernet features.

(Routing) #show green-mode 1/0/1

Energy Detect Admin Mode...........
Operational Status..............
REEEEM 6 60 00005000000000000000000

Auto Short Reach Admin Mode........
Forced Short Reach Admin Mode......
Operational Status..............
IREESEM o6 0 000000000000000000000000

EEEl Admin Moedel. . ......... oL ...,
Transmit Idle Time.......c.oc...
Transmit Wake Time..............
Rx Low Power Idle Event Count...
Rx Low Power Idle Duration (uSec)
Tx Low Power Idle Event Count...
Tx Low Power Idle Duration (uSec)
T 8ws_ % (U8EE) ccoccococooncaco
Tw_sys_tx Echo(usec)............
Tw_SyS rX (UsecC)................
Tw_sys_tx Echo(usec)............
Fallback Tw_sys (usec)..........
Remote Tw_sys_tx (usec).........
Remote Tw_sys_tx Echo(usec).....
Remote Tw_sys_rx (usec).........
Remote Tw_sys_tx Echo(usec).....
Remote fallback Tw_sys (usec)...
M5z DIkl @@ESILEGls 0 ccoocco00o000000
M5z JDILL E@EC 6 0 0 b coooooobooanoo0n
Rz DIkl @AEIDILEEl 0 coococnoconnoooo
2 DIl #2800 0 o 0oocooa000a000a00

4.20.9 clear green-mode statistics

......... Enabled
......... Active
......... No Energy Detected

......... Enabled
......... Enabled
......... Active

Forced

......... Enabled

....... XX

Use this command to clear the following Green Ethernet mode statistics:
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> EEE LPI event count and LPI duration
> EEE LPI history table entries

> Cumulative power-savings estimates

You can clear the statistics for a specified port or for all ports.

@ Executing clear eee statistics clears only the EEE Transmit, Receive LPI event count, LPI duration,
and Cumulative Energy Savings Estimates of the port. Other status parameters that display after executing show

green-mode(see show green-mode on page 324 retain their data.

Format clear green-mode statistics {unit/slot/port | all}

Mode Privileged EXEC

4.20.10 show green-mode eee-Ipi-history

Use this command to display interface green-mode EEE LPI history.

Format green-mode eee-lpi-history interface unit/slot/port

Mode Privileged EXEC

Sampling Interval Interval at which EEE LPI statistics is collected.

Total No. of Samples to Keep Maximum number of samples to keep

Percentage LPI time per stack Percentage of Total time spent in LPI mode by all port in stack when compared to total
time since reset.

Sample No. Sample Index.

Sample Time Time since last reset.

%time spent in LPI mode since last sample | Percentage of time spent in LPI mode on this port when compared to sampling interval.

%time spent in LPI mode since last reset | Percentage of total time spent in LPI mode on this port when compared to time since
reset.

Example: The following shows example CLI display output for the command on a system with the EEE feature enabled.

(Routing) #show green-mode eee-lpi-history interface 1/0/1

Samplilng ITnterval (8C€) cooccoococconocanocanooano 30
Total No. of Samples to Keep.....ovveieenennn. 168
Percentage LPI time per stack.................. 29

Percentage of Percentage of

Sample Time Since Time spent in Time spent in
No. The Sample LPI mode since LPI mode since
Was Recorded last sample last reset
10 0d:00:00:13 3 2
9 0d:00:00:44 3 2
8 0d:00:01:15 3 2
7 0d:00:01:46 3 2
6 0d:00:02:18 3 2
5 0d:00:02:49 3 2
4 0d:00:03:20 3 2
3 0d:00:03:51 3 1
2 0d:00:04:22 3 1
1 0d:00:04:53 3 1
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4.21 Remote Monitoring Commands

Remote Monitoring (RMON) is a method of collecting a variety of data about network traffic. RMON supports 64-bit

counters (RFC 3273) and High

Capacity Alarm Table (RFC 3434).

@ There is no configuration command for ether stats and high capacity ether stats. The data source for ether stats
and high capacity ether stats are configured during initialization.

4.21.1 rmon alarm
This command sets the RMON

alarm entry in the RMON alarm MIB group.

Mode Global Config

Format rmon alarm alarm number variable sample 1interval {absolutel|delta}
rising-threshold value [falling-event-index] [startup

{rising| falling|rising-falling}] [owner string]

Alarm Index

Parameter Description

An index that uniquely identifies an entry in the alarm table. Each entry defines a diagnostic sample
at a particular interval for an object on the device. The range is 1 to 65535.

Alarm Variable

The object identifier of the particular variable to be sampled. Only variables that resolve to an
ASN.1 primitive type of integer.

Alarm Interval

The interval in seconds over which the data is sampled and compared with the rising and falling
thresholds. The range is 1 to 2147483647. The default is 1.

Alarm Absolute Value

The value of the statistic during the last sampling period. This object is a read-only, 32-bit signed
value.

Alarm Rising Threshold

The rising threshold for the sample statistics. The range is 2147483648 to 2147483647. The default
is 1.

Alarm Rising Event Index

The index of the eventEntry that is used when a rising threshold is crossed. The range is 1 to 65535.
The default is 1.

Alarm Falling Threshold

The falling threshold for the sample statistics. The range is 2147483648 to 2147483647. The
defaultis 1.

Alarm Falling Event Index

The index of the eventEntry that is used when a falling threshold is crossed. The range is 1 to
65535. The default is 2.

Alarm Startup Alarm

The alarm that may be sent. Possible values are rising, falling or both rising-falling. The default
is rising-falling.

Alarm Owner

The owner string associated with the alarm entry. The default is monitorAlarm.

Example: The following shows an example of the command.
(Routing) (Config)# rmon alarm 1 ifInErrors.2 30 absolute rising-threshold 100 1 falling-threshold 10 2 startup

rising owner myOwner

4.21.1.1 no rmon alarm

This command deletes the RMON alarm entry.

Format no rmon alarm alarm number
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Mode Global Config

Example: The following shows an example of the command.

(Routing) (Config)# no rmon alarm 1

4.21.2 rmon hcalarm
This command sets the RMON hcalarm entry in the High Capacity RMON alarm MIB group.
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Format rmon hcalarm alarm number variable sample interval {absolute|delta}
rising-threshold high wvalue 1low value status {positivel|negative}
[rising-event-index] falling-threshold high value low value status
{positive|negative} [falling-event-index] [startup
{risingl| falling|rising-falling}] [owner string]

Mode Global Config

Parameter Description

High Capacity Alarm Index

An arbitrary integer index value used to uniquely identify the high capacity alarm entry.
The range is 1 to 65535.

High Capacity Alarm Variable

The object identifier of the particular variable to be sampled. Only variables that resolve
to an ASN.1 primitive type of integer.

High Capacity Alarm Interval

The interval in seconds over which the data is sampled and compared with the rising
and falling thresholds. The range is 1 to 2147483647. The default is 1.

High Capacity Alarm Sample Type

The method of sampling the selected variable and calculating the value to be compared
against the thresholds. Possible types are Absolute Value or Delta Value. The default
is Absolute Value.

High Capacity Alarm Absolute Value

The absolute value (that is, the unsigned value) of the hcAlarmVariable statistic during
the last sampling period. The value during the current sampling period is not made
available until the period is complete. This object is a 64-bit unsigned value that is
Read-Only.

High Capacity Alarm Absolute Alarm Status

This object indicates the validity and sign of the data for the high capacity alarm absolute
value object (hcAlarmAbsValueobject). Possible status types are valueNotAvailable,
valuePositive, or valueNegative. The default is valueNotAvailable.

High Capacity Alarm Startup Alarm

High capacity alarm startup alarm that may be sent. Possible values are rising, falling,
or rising-falling. The default is rising-falling.

High Capacity Alarm Rising-Threshold
Absolute Value Low

The lower 32 bits of the absolute value for threshold for the sampled statistic. The range
is 0 to 4294967295. The default is 1.

High Capacity Alarm Rising-Threshold
Absolute Value High

The upper 32 bits of the absolute value for threshold for the sampled statistic. The range
is 0 to 4294967295. The default is 0.

High Capacity Alarm Rising-Threshold Value
Status

This object indicates the sign of the data for the rising threshold, as defined by the
objects hcAlarmRisingThresAbsValueLow and hcAlarmRisingThresAbsValueHigh. Possible
values are valueNotAvailable, valuePositive, or valueNegative. The default is
valuePositive.

High Capacity Alarm Falling-Threshold
Absolute Value Low

The lower 32 bits of the absolute value for threshold for the sampled statistic. The range
is 0 to 4294967295. The default is 1.

High Capacity Alarm Falling-Threshold
Absolute Value High

The upper 32 bits of the absolute value for threshold for the sampled statistic. The range
is 0 to 4294967295. The default is 0.

High Capacity Alarm Falling-Threshold
Value Status

This object indicates the sign of the data for the falling threshold, as defined by the
objects hcAlarmFallingThresAbsValueLow and hcAlarmFallingThresAbsValueHigh.
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Parameter Description

Possible values are valueNotAvailable, valuePositive, or valueNegative. The default
is valuePositive.

High Capacity Alarm Rising Event Index | The index of the eventEntry that is used when a rising threshold is crossed. The range
is 1 to 65535. The default is 1.

High Capacity Alarm Falling Event Index | The index of the eventEntry that is used when a falling threshold is crossed. The range
is 1 to 65535. The default is 2.

High Capacity Alarm Failed Attempts The number of times the associated hcAlarmVariable instance was polled on behalf of
the hcAlarmEntry (while in the active state) and the value was not available. This object
is a 32-bit counter value that is read-only.

High Capacity Alarm Owner The owner string associated with the alarm entry. The default is monitorHCAlarm.

High Capacity Alarm Storage Type The type of non-volatile storage configured for this entry. This object is read-only. The
default is volatile.

Example: The following shows an example of the command.

(Routing) (Config)# rmon hcalarm 1 ifInOctets.l 30 absolute rising-threshold high 1 low 100 status positive 1
falling-threshold high 1 low 10 status positive startup rising owner myOwner

4.21.2.1 no rmon hcalarm

This command deletes the rmon hcalarm entry.

Format no rmon hcalarm alarm number

Mode Global Config

Example: The following shows an example of the command.

(Routing) (Config)# no rmon hcalarm 1

4.21.3 rmon event
This command sets the RMON event entry in the RMON event MIB group.

Format rmon event event number [description stringl|loglowner stringl|trap
community]

Mode Global Config

Parameter Description

Event Index An index that uniquely identifies an entry in the event table. Each such entry defines one event
that is to be generated when the appropriate conditions occur. The range is 1 to 65535.

Event Description A comment describing the event entry. The default is alarmEvent.

Event Type The type of notification that the probe makes about the event. Possible values are None, Log,
SNMP Trap, Log and SNMP Trap. The default is None.

Event Owner Owner string associated with the entry. The default is monitorEvent.

Event Community The SNMP community specific by this octet string which is used to send an SNMP trap. The default
is public.

Example: The following shows an example of the command.

(Routing) (Config)# rmon event 1 log description test
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4.21.3.1 no rmon event

This command deletes the rmon event entry.

Format no rmon event event number

Mode Global Config

Example: The following shows an example of the command.

(Routing) (Config)# no rmon event 1

4.21.4 rmon collection history
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This command sets the history control parameters of the RMON historyControl MIB group.

@ This command is not supported on interface range. Each RMON history control collection entry can be configured
on only one interface. If you try to configure on multiple interfaces, DUT displays an error.

Format rmon collection history index number [buckets number|interval interval

in sec|lowner string]

Mode Interface Config

Parameter Description

History Control Index An index that uniquely identifies an entry in the historyControl table. Each such entry defines a set
of samples at a particular interval for an interface on the device. The range is 1 to 65535.

History Control Data Source The source interface for which historical data is collected.

History ~ Control  Buckets | The requested number of discrete time intervals over which data is to be saved. The range is 1 to
Requested 65535. The default is 50.

History Control Buckets Granted | The number of discrete sampling intervals over which data shall be saved. This object is read-only.
The default is 10.

History Control Interval The interval in seconds over which the data is sampled. The range is 1 to 3600. The default is 1800.

History Control Owner The owner string associated with the history control entry. The default is monitorHistoryControl.

Example: The following shows an example of the command.

(Routing) (Interface 1/0/1)# rmon collection history 1 buckets 10 interval 30 owner myOwner

Example: The following shows an example of the command.

(Routing) (Interface 1/0/1-1/0/10)#rmon collection history 1 buckets 10 interval 30 owner myOwner

Error: 'rmon collection history' is not supported on range of interfaces.

4.21.4.1 no rmon collection history

This command will delete the history control group entry with the specified index number.

Format no rmon collection history index number

Mode Interface Config

Example: The following shows an example of the command.
(Routing) (Interface 1/0/1-1/0/10)# no rmon collection history 1
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This command displays the entries in the RMON alarm table.

Format show rmon {alarms | alarm alarm-index}

Mode Privileged EXEC

Parameter Description

Alarm Index

An index that uniquely identifies an entry in the alarm table. Each entry defines a diagnostic sample
at a particular interval for an object on the device. The range is 1 to 65535.

Alarm Variable

The object identifier of the particular variable to be sampled. Only variables that resolve to an
ASN.1 primitive type of integer.

Alarm Interval

The interval in seconds over which the data is sampled and compared with the rising and falling
thresholds. The range is 1 to 2147483647. The default is 1.

Alarm Absolute Value

The value of the statistic during the last sampling period. This object is a read-only, 32-bit signed
value.

Alarm Rising Threshold

The rising threshold for the sample statistics. The range is 2147483648 to 2147483647. The default
is 1.

Alarm Rising Event Index

The index of the eventEntry that is used when a rising threshold is crossed. The range is 1 to 65535.
The default is 1.

Alarm Falling Threshold

The falling threshold for the sample statistics. The range is 2147483648 to 2147483647. The
default is 1.

Alarm Falling Event Index

The index of the eventEntry that is used when a falling threshold is crossed. The range is 1 to
65535. The default is 2.

Alarm Startup Alarm

The alarm that may be sent. Possible values are rising, falling or both rising-falling. The default
is rising- falling.

Alarm Owner

The owner string associated with the alarm entry. The default is monitorAlarm.

Example: The following shows example CLI display output for the command.

(Routing) #show rmon alarms

Index OID Owner
1 alarmInterval.l MibBrowser
2 alarmInterval.l MibBrowser

Example: The following shows example CLI display output for the command.

(Routing) #show rmon alarm 1

Alarm 1

OID: alarmInterval.l
Last Sample Value: 1
Interval: 1

Sample Type: absolute
Startup Alarm: rising-falling
Rising Threshold: 1
Falling Threshold: 1
Rising Event: 1
Falling Event: 2
Owner: MibBrowser

4.21.6 show rmon collection history

This command displays the entries in the RMON history control table.

Format show rmon collection history [interfaces unit/slot/port]
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Mode Privileged EXEC

Parameter Description

History Control Index An index that uniquely identifies an entry in the historyControl table. Each such entry defines a set
of samples at a particular interval for an interface on the device. The range is 1 to 65535.

History Control Data Source The source interface for which historical data is collected.

History ~ Control  Buckets | The requested number of discrete time intervals over which data is to be saved. The range is 1 to
Requested 65535. The default is 50.

History Control Buckets Granted | The number of discrete sampling intervals over which data shall be saved. This object is read-only.
The default is 10.

History Control Interval The interval in seconds over which the data is sampled. The range is 1 to 3600. The default is 1800.

History Control Owner The owner string associated with the history control entry. The default is monitorHistoryControl.

Example: The following shows exampl